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LETTER FROM THE PUBLISHER 

Y ou're reading one of the first magazines produced without the usual film 
prepared in advance for offset printing, and it's still only the 20th cen¬ 
tury! It seems fitting that a magazine about the most important new comput¬ 
ing would itself be generated by new computer-based technology* 
Woodblocks, in fifth-century China, marked the world's first mass-produc¬ 
tion printing—the first on-ramp to the Information Superhighway. Photograph¬ 
ic film began to be used to create the plates required for printing in 1847, two 
years after the launch of Scientific American . Now—here—you have a mag¬ 
azine whose images have been transmitted in the form of digital data direct 
from the computers of the magazine's editors, art and production staff to the 
pressroom itself without any film intermediary. 

All 200-odd pages of The Computer in the 21st Century we re published by 
the new computer-to-plate (CTP) technology, as it is termed, and printed by the 
web-offset printing process. Significantly, the inks are soy-based and environ¬ 
ment-friendly {and used in all copies of Scientific American ), and the paper is 
chlorine-free. Also, most of the issue is being published electronically in Scien¬ 
tific American’s America Online "newsstand” (keyword: SclAm). Comments? 
Post them in the ‘"Reader to Reader” on-line message board so that all can par¬ 
ticipate; either Scientific American’s Vice President/Production, Richard Sasso, 
or f will read and respond. 

To publish this kind of new material, which, in quality and quantity", would 
constitute a fair-sized, costly book—and to do so for a reader price of just a 
few dollars—would be impossible without the commercial support of the 
sponsor, Apple Computer, and Apple's advertising agency 7 , BBDO/Los Ange¬ 
les. Apple’s advertising pages were supplied as digital data for CTP printing. 
The medium is indeed the message. 

Please don’t let all this innovation detract from the experience of reading and 
appreciating the articles, columns and information that follow. Antique though 
it may be, ink on paper still stimulates and inspires! 


John Moeling 
President and Publisher 
Scientific .American, Inc* 


NOTE ON THE PRODUCTION OF THIS ISSUE 

Using computer-to-plate-technology, Scientific American supplied editorial text 
and advertising materials to our printer, the Mattoon, Illinois, division of R. FL 
Donnelley & Sons Company, as complete digital data to image plates electronical¬ 
ly for web-offset printing, without any intermediate film stages. No film was 
used to prepare and produce any of the 200 editorial and advertising pages. 

Since October 1 994, Scientific American has been committed to the regular 
use of CTP technology. For the production of this special anthology, we supplied 
complete editorial and advertising pages, produced using the Apple Macintosh, 
with editorial illustrations and text made up in Adobe Illustrator and Quark 
XPress. Along with the low-resolution proxy files of the illustrations, we sent the 
high-resolution color separations as produced by the magazine's prepress ven¬ 
dors (Capitol Engraving, Nashville, Tennessee, and Black Dot Graphics, Crystal 
Lake, Illinois) on their proprietary systems. The size of the total editorial and ad¬ 
vertising file was three gigabytes* All 21 Apple Computer supplied advertising 
pages were delivered through its agency BBDO/Los Angeles and its vendor (Ef¬ 
fective Graphics, Inc., Compton, California) as digital data for PostScript imaging. 
No conversions were made. This would not have been possible without the com¬ 
plete cooperation of the agency's media and production departments, the pre¬ 
press vendors and our printer* 3M Rainbow and Kodak Approval digital proofs 
were used in the process* Plate imaging was accomplished by sending PostScript 
data to a Creo 3244 Platesetter (from Creo Products, Inc., Burnaby, B.C), with 
which Hoechst Celanese N90 plates were imaged. The magazine was printed by 
web offset to a press count of 300,000 copies on 40-lb Bowater Jet Blade chlo¬ 
rine-free paper and 100-lb Champion javelin paper, using NaturaLith, a vege¬ 
table-based priming ink manufactured by SunChemical. —Richard Sasso 

(E-mail; richsasso@sciam.com) 
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The Computer 
in the 21st Century 

In 1991 the fusion of computing and communications 
was still a dream. Today it is a powerful 
social, economic and cultural reality 

by the Editors 


A cartoon published some years 
ago showed two paleontologists 
l standing beside their jeep, 
which is parked in a vast, clawed foot¬ 
print. It is evident from the caption that 
they have no idea of what is surrounding 
them The image stands as a good mod¬ 
el for the state of mind of people caught 
in the middle of a major social transfor¬ 
mation. Its dimensions are so encom¬ 
passing that they are extremely hard to 
discern Imagine the citizens of the 18th 
century trying to envision the shape of a 
future that would include electrical pow¬ 
er, telecommunications, jet transpor¬ 
tation and biotechnology. We who are 
alive at the end of the 20th century are 
having the same trouble discerning the 
impact of an evolutionary force that is 
reshaping our world: the fusion of com¬ 
puter and communications technology . 

To help managers, entrepreneurs, 
administrators—and everyone else— 
see that process more clearly, Scientific 
American in 1991 published a single¬ 
topic issue, "Communications, Comput¬ 
ers and Networks.” Since then, the forc¬ 
es of innovation that are transforming 
our society, our economy and our cul¬ 
ture have swept beyond the laborato¬ 
ry and the specialized communities that 
the technologies originally served and 
are propelling us fast-forward into the 
future. So the Editors have decided it is 
time to update the issue. It appears here 
as “The Computer in the 21st Century.” 

This special edition consists of the 
original articles, some revised by their 
authors. Accompanying them are the 
most significant articles concerning 
these events we have published dur¬ 
ing the interve ning months, as well as 
news stories that also mark the for¬ 
ward movement of the trend from our 
“Science and the Citizen” and “Science 
and Business” columns. 

For all of its photonic speed , this rev¬ 
olution has been a long time in coming. 


Its first prophets were not McLuhan, 
Minsky or Gcrbner, but Nathaniel Haw¬ 
thorne and Karl Marx. 'Ts it a fact...,” 
wrote Hawthorne, in The House of Sev¬ 
en Gables, "that by means of electric¬ 
ity', the world of matter has become 
a great nerve, vibrating thousands of 
miles in a breathless point of time. 
Rather, the round globe is a vast head, 
a brain, instinct with intelligence! ” 
Marx also speculated about the im¬ 
pact that global communication would 
have on the industrial economies. (Now 
that communism is safely dead, one 
can afford to note that Marx did make 
a number of acute observations about 
capitalism, particularly about the rela¬ 


tion between economic evolution, sci¬ 
ence and technology.) In Das Kapital, 
the sage of the British Museum declares 
that the telegraph, steamships and rail¬ 
roads would accelerate the circulation 
of capital, thereby promoting the rapid 
growth of the industrial economies. 

I n this century the revolution's first 
prophet was Aldous Huxley. In Those 
Barren Leaves, a character observes: 
“Cheap printing, wireless telephones, 
trains, motor cars, gramophones and 
all the rest are making it possible to 
consolidate tribes, not of a few thou¬ 
sands, but of millions.” But it was Mar¬ 
shall McLuhan, the University of Toron- 
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images show beloiv; 


m 


WM Hyperactive Molecules Using Chemical MIME .. 

W 

|<P 

Oj 


Hyperactive Molecules^ | 

f Search ] keyword 


URL : jhttp ://www.ch .ic ac.uk/cherriio^l^mime 


Link: http://www.ch.te.ac.uk/bypsractwe/example1 .gif 


ACTION ON THE INTERNET is exemplified by this view of a Department as ARPAnet, now encompasses a large number 
user’s computer screen. The Internet, started by the Defense of computer networks and some 25 million users. 


to sociologist, who resynthesized the 
idea and presented it at the right mo¬ 
ment. With such phrases as " the global 
village" and 41 the medium is the mes¬ 
sage," McLuhan focused the attention 
of the Age of Aquarius on the fact that 
television, radio, the telephone and the 
jet aircraft had woven the postwar world 
into a single co mmuni ty. (The keepers 
of McLuhan's intellectual heritage say 
the Canadian sociologist coined the 
term "global village" while he was con¬ 
templating Hawthorne's passage.) 

The lack of a dear economic path for¬ 
ward also marks this revolution as un¬ 
usual, In the past few months, several 
mergers and alliances formed between 
corporations in broadcasting, cable tele¬ 
vision and telephonic communications 
(both wired and cellular) have collapsed 
or at least pulled off the road for drastic 
repairs. QVCs attempt to merge with 
CBS fell apart when another company 
bid for QVC. Bell Atlantic and Telecom¬ 
munications abandoned their merger 
when a decision by the Federal Com¬ 
munications Commission about cable 
rates chilled projections of future rev¬ 
enues (there w r as a flurry of reportage 


about corporate culture clashes as well). 

Yet the transformation of economy, 
society and culture by the fusion of the 
technologies of computing and commu¬ 
nications seems as inevitable as water 
running downhill. Four tributaries feed 
the flood. The computer has evolved 
from a roomful of electronics tended by 
acolytes in white coats, capable of exe¬ 
cuting perhaps 500,000 instructions per 


second, into a chip one square centi¬ 
meter in size that works 20 times fast¬ 
er, Such a minute bit of petrified intelli¬ 
gence can even be embedded in a de¬ 
vice such as an automobile engine or 
a VCR. Copper wire carrying 64,000 to 
up to a million bits per second is now 
being replaced by optical fiber with a 
capacity of millions and eventually bil¬ 
lions of bits per second. Compression 


Ubiquitous Computing 

C omputers, according to Mark Weiser [see The Computer for the 21st 
Century," page 78], will someday be as ubiquitous and as woven into the 
fabric of daily life as street signs are now. Updating his article, Weiser writes: 
"Since 1991, we have continued to invent ubiquitous computing. This is 
long-term work, perhaps decades to completion, yet there is commercial 
success along the way. For instance. Xerox has sold with great success the 
Uveboards described In my 1 991 article. 

“An important development not foreseen in 1991 is the growing use of 
computers for casual human interaction. Most network traffic today is peo¬ 
ple talking to one another. Ubiquitous computing work has incorporated this 
trend. For instance, our Jupiter project links virtual and real rooms in a user- 
constructed, on-line environment/' 
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technology can multiply such numbers 
by a factor of two or three [see “Light¬ 
wave Communications: The Fifth Gen¬ 
eration,” by Emmanuel Dcsurvire, page 
54]. The flat-panel display has liberat¬ 
ed the computer from Lhe desktop [see 
LS Flat-Panel Displays," by Steven W. Depp 
and Webster E. Howard, page 70]. And 
relatively intuitive instructions, icons, 
windows, desktop metaphors and the 
mouse have replaced strings of alpha¬ 
numeric instructions that only a pro¬ 
grammer could love. 

T he new technology has spawned 
two trendy offspring: multimedia 
and virtual reality. Multimedia is 
the first attempt to orchestrate sound, 
visual images (usually moving) and text 
into a flow of knowledge or entertain¬ 
ment whose course the user can affect. 
Eventually, such packages of knowledge 
and entertainment will move over the 
network. Virtual reality simulates phys¬ 
ical experience through stcreographic 
visual displays, tactile sensation and re¬ 
sponse to gestures. The induced experi¬ 
ence can be vivid, but will the technolo¬ 
gy ever be more than an excellent—and 
expensive—w r ay to train a pilot, a pro¬ 
fessional driver or a surgeon? Will it, or 
multimedia, become a new channel of 
artistic expression—or an ultimate form 
of pornography? (Pornographic multi- 
media CD-ROMs are already reportedly 
selling tens of thousands of copies.) 

Humble as it is, a computer equipped 
with a modem and communications 
software provides a better sense of the 
look and feel of the future. Connect¬ 
ed to the telephone system, it abolishes 


space, making everywhere here. You 
can talk to people all over the world or 
browse in a geographically distant libra¬ 
ry or database. This space creates its 
own time, whose pace lacks both the an¬ 
noying nowness of a ringing telephone 
or the frustrating slowness of snail mail. 
Most important, you can get knowledge, 
information or enter tainment when you 
want it, not when someone else derides 
to provide it. 

Millions of people already live in this 
future. Financiers trade in a market that 


never sleeps. The Economist lias esti¬ 
mated that the turnover through digital 
channels of foreign exchange in a sin¬ 
gle week equals the U.S. national debt of 
some S4 trillion. Executives in muitina- 
tional corporations make decisions based 
on management information systems 
fed by subsidiaries all over the planet. 

Members of the world’s scientific 
community live in a cyberspace created 
by the Internet, the unplanned weaving 
together of several thousand networks 
comprising hundreds of thousands of 
computers and some 25 million peo¬ 
ple. The Internet grew of out of an ear¬ 
ly computer communications system, 
ARPAnet, set up by the Department of 
Defense. Like the infant universe depict¬ 
ed in hyperinflationary cosmology, the 
Internet has grown so fast in so many 
places that no one really knows how 7 big 
it is or how r many people use it. But use 
it they do. The electronic bulletin board 
on which high-energy physicists post 
their latest results gets as many as 10,- 
000 hits every day. 

Now just plain folks have begun to 
move into cyberspace. Several commer¬ 
cial bulletin boards give some five mil¬ 
lion subscribers access to information 
bases and the contents of magazines 
and periodicals: they also offer on-line 
shopping services. The most prominent 
are America Online (on which Scientif¬ 
ic American appears), Prodigy, Compu¬ 
Serve, Delphi and GEnie. The stock of 
America Online has appreciated by 521 
percent since the company went public 
in March 1992. Magazine and newspa¬ 
per publishers are looking toward this 


The Explosive Growth of Networking 

T he population boom on the Internet is symbolic of the interest people are 
taking in networking. Lee Sproull and Sara Ktesler [see “Computers, Net¬ 
works and Work, 11 page 128] recently noted that since their article appeared, 
two technology trends have become more important in the way networking 
can influence the structure of work. They write: 

“The first is the explosive growth of connections to the Internet. In 1991 
most organizations used networks only for internal communication. In 1995 
organizations and their employees find it as easy to access the global elec¬ 
tronic world as their own internal electronic colleagues. Through member¬ 
ship in electronic discussion groups, increasing numbers of employees par¬ 
ticipate in daily discussions with people who share common interests but do 
not share a common employer. This evolution challenges managers to bal¬ 
ance the benefits of employee development and new sources of potentially 
useful information with the risks of the loss of proprietary information or 
even the loss of employees as they learn of better job opportunities through 
the net. 

The second trend is the significant growth in the use of network based 
video communication. The growth is likely to increase as video comes to the 
desktop computer. The ability of employees to rapidly convene ad hoc video 
meetings will surely be important. Managers and organizations will face sig¬ 
nificant challenges in learning how to manage video-group dynamics." 
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SPEEDED TRANSMISSION of communication between computers is achieved with 
optical fiber carrying lightwaves. The fiber, capable of moving billions of bits per 
second, is gradually replacing the traditional copper-wire telephone lines that have 
a maximum capacity of about one million bits per second. 


future, too. Through the commercial 
services or independently, Knight-Rid- 
der, the New York Times, Time-Wamer, 
Newsweek and Ziff-Davis have begun to 
experiment with electronic editions and 
E-mail communication with readers. 

When “Communications, Computers 
and Networks” was originally published, 
a software agent called a “knowbot" was 
being talked about. This useful software 
agent would serve as an electronic sec¬ 
retary and native guide in cyberspace. 
Knowing your habits and wishes, it 
would act without explicit instructions 
to organize data, hunt for information, 
protect confidential information and 
disable viruses that infect your comput¬ 
er. Today several primitive first versions 
are about to reach the market, 

W hat, then, lies beyond these 
developments? The view from 
the huge footprint reveals 
something of the future. The fusion of 
computing and communications has al¬ 
ready accelerated the transformation 
of the U,S, economy from an industrial 
into a service one. According to some 
estimates, as much as three quarters of 
the gross national product now consists 
of services. That percentage is unlikely 
to change much more. Instead the per¬ 
centage of value added represented by 
information technology will increase in 
all economic sectors. Already the culi¬ 
nary’ ingredients of a slice of pizza ac¬ 
count for a smaller percentage of its 
cost than do marketing, administrative 
overhead and legal fees. 

Corporate structures will become flat¬ 
ter as information technology enables 
more decisions to be made at the oper¬ 
ating level [see “Computers, Networks 
and the Corporation," by Thomas W. 
Malone and John F. Rockart, page 140f 
Virtual reality may take the form of the 
virtual office: computer networks will 
enable many people in the service econ¬ 
omy to do their jobs at home [see “The 
Computer for the 21st Century," by 
Mark Weiser, page 78] and communi¬ 
cate with one another by electronically 
carried voice, sight and word. Ideally, 
as Mark Weiser points out, computers 
wih be ubiquitous and integrated so 
seamlessly into daily life that one will 
seldom take notice of their role. 

In the hands of small, nimble firms, 
powerful computers networked and 
free-standing may dissolve the econo¬ 
mies of scale that normally attach to 
large organizations. Nicholas P. Negro- 
ponte predicts in his article [see “Prod¬ 
ucts and Services for Computer Net¬ 
works," page 102] that the airwaves 
may wel 1 become a primary carrier for 
important business and government in¬ 
formation, whereas entertainment and 


consumer traffic will move over the fi¬ 
ber-optic network. On almost any day 
the business page of your newspaper 
carries a story or two showing that this 
trend is getting under way. 

The new technology will enable every¬ 
one to be a super-couch potato, renting 


motion pictures and videotapes over the 
cable system or the telephone line and 
shopping electronically. (A shopper can 
now scan the catalogues of more than a 
dozen other mail-order houses on a CD- 
ROM.) Some systems enable the buyer to 
order through the cable channel. Cyber- 


The Incredible Pace of Change 

A s a senator, A! Gore was instrumental in keeping Congress alert to the 
l communications revolution [see 'Infrastructure for the Global Village," 
page 156]. As vice president, he has continued his interest and activity in this 
area. He recently outlined the Clinton administration's views on the subject: 

"What we have been seeing with this incredible pace of change, especially 
in the past decade, really is amazing. But even this change is nothing com¬ 
pared to what will happen in the decade ahead, 

“The word 'revolution' by no means overstates the case. 

“Our new ways of communicating after this revolution will entertain as 
well as inform. More important, they will educate, promote democracy and 
save lives. And in the process, they will create a lot of new jobs. The impact 
on America's businesses will not be limited just to those who are in the in¬ 
formation business. Virtually every business will find it possible to use these 
new tools to become more competitive. And by taking the lead In quickly 
employing these new information technologies, America’s businesses will 
gain enormous advantages in the worldwide marketplace. 

“The administration's plan for confronting the most pressing telecommu¬ 
nications issues is based on five principles. We will: 

Encourage private investment. 

Provide and protect competition. 

Provide open access to the network. 

Take action to avoid creating a society of information 'haves’ and 'have 
nots.' 

Encourage flexible and responsive governmental action.” 
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SHOPPING BY COMPUTER is now possible through catalogues that can be viewed 
on an interactive CD-ROM. The example shown is from the L. L. Bean catalogue. 


space is sending a wake-up call Lo the 
creativity of marketers and advertis¬ 
ers. They will have to move beyond the 
sense-jarring clamor of 15- and 30-sec¬ 
ond spots to the art of talking to a con¬ 
sumer who is already in the act of buy¬ 
ing—whether the item is a new auto¬ 
mobile or a financial product. 

But there is a dark side to all this. 
Like any major social change, the ad¬ 
vantages of the communications revo¬ 
lution come at the price of some eco¬ 
nomic and social disruption. The flat¬ 
tening of the corporate pyramid has 


already cast out hundreds of thousands 
of middle managers and highly paid 
workers, leaving them unemployed or 
in lower places on the economic scale. 
In the past decade, the Fortune 500 
companies have cut employment by 
four milli on—more than 25 percent of 
Lhe workforce they had when the flens¬ 
ing started. Those workers and their 
blue-collar counterparts who have seen 
manufacturing jobs evaporate consti¬ 
tute a large body of frightened, angry, 
economically disenfranchised and so¬ 
cially declassed people. 


Computing and communications tech¬ 
nology create a job market that avidly 
buys intellectual skill. So the entry-lev¬ 
el jobs in businesses through which 
people have traditionally found their 
way into the economy and eventually 
to the middle class are fewer, and the 
ones that remain often lead nowhere. 
The new technology could contribute 
to the genesis of Third World countries 
in the centers of our cities. 

The same gap between the techno¬ 
logically sophisticated and the techno¬ 
logically backward may open in the in¬ 
ternational economy. Some countries, 
such as japan, India and many of the 
nations of the Pacific rim, are already 
surfing on the demand for hardware 
and software (at the expense, some al¬ 
lege, of the U.S, job market). But devel¬ 
oping countries that cannot muster in¬ 
tellectual resources will find the climb 
to prosperity very difficult. 

And problems abound for individu¬ 
als who are moving into the timeless, 
spaceless reaches of the new electronic 
and photonic territories [see “Civil Lib¬ 
erties in Cyberspace/ 1 by Mitchell Kapor, 
page 174]. In cyberspace, traditional 
concepts of intellectual freedom and 
the right to property tangle in conflict. 
Does browsing in someone else's com¬ 
puter constitute exploration or burgla¬ 
ry? Is there a technological fix that can 
reconcile an individual’s right to priva¬ 
cy or a corporation’s right to security' 
with the government’s right to investi¬ 
gate illegal activity ? How can an author 
or publisher (of software or entertain¬ 
ment) be protected against the prospect 
that a work may be copied hundreds of 
thousands of times at a keystroke or 
deftly reengineered so that the original 
cannot be recognized? Crosscutting ah 
these issues is the fact that the Inter¬ 
net’s informal, helpful communal spirit 
riles easily at attempts to market prod¬ 
ucts and services in cyberspace. As 


The Law and Cyberspace 


A nne W. Branscomb [see "Common Law for the Electron- 
l ic Frontier, 11 page 160] invited comment on her article 
from lawyers on the computer network Lexis Counsel 
Connect. One came from David Post of the Georgetown 
University Law Center, who discussed copyright protec- 
tion for electronic writing. "Although the jury is still out— 
indeed, it has hardly even received its charge yet™we are 
beginning to see that perhaps the very technology that is 
creating this problem also may be instrumental in solving 
it. Encryption technology, for example—if its development 
is not stifled by the administration^ ill-advised 'Clipper 
chip’ initiative—will likely allow authors to control at least 
the first level of distribution by giving them means to re¬ 


strict access to 'authorized 1 users. Similarly, 'rendering 5 or 
'viewing 1 software can provide additional protection by 
denying access if the user enters unauthorized identifica¬ 
tion or if the work is not an authorized copy?' 

Benjamin Wright, a practicing lawyer, discussed elec¬ 
tronic contracts: “In the field of business law, we will see 
traditional courtroom lawsuits over electronic contracts 
just as we regularly see lawsuits over paper contracts." 

David Johnson ofWilmer, Cutler & Pickering in Washing¬ 
ton, D + C, commented on the enforcement of network 
rules: "There are signs that the users of the global net¬ 
work are taking the regulation of this new sphere of activ¬ 
ity into their own hands," 
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PHOTOGRAPH MODIFICATION by computer could be used by a tennis coach or ap¬ 
prentice to analyze the backhand stroke of a virtual Steffi Graf. Here the real Steffi 
Graf demonstrates how she normally executes the stroke. 


Anne W. Branscomh writes in her arti¬ 
cle [see “Common Law for the Electron¬ 
ic Frontier,” page 160], “Cyberspace is 
a frontier where territorial rights are 
being established and electronic envi¬ 
ronments are being differentiated In 
much the way the Western frontier was 
pushed back by voyageurs, pioneers, 
miners and cattlemen.” 

Should the government be involved 
in promoting and guiding the devel¬ 
opment of the information infrastruc¬ 
ture the way it was in the creation of 
the highway system [see “Infrastructure 
for the Global Village," by A1 Gore, page 
156]? Congress passed a bill in 1991 
establishing a National Research and 
Education Network that the farsighted 
senator from Tennessee, A1 Gore, pro¬ 
posed before he left the Senate to be¬ 
come vice president. But today what can 
such intervention add to the exuberant 
explosion of services whose ground zero 
is the private sector? Could an NREN 
program even hinder the process in¬ 
stead of helping it? Some legislators at 
the state and federal level—together 
with Vice President Gore and Reed E. 
Hundt, chairman of the fcc— have ar¬ 
gued that telephone companies should 
be forced to provide advanced commu¬ 
nication services to urban ghetto neigh¬ 
borhoods. If such laws are passed, will 
they succeed in enfranchising citizens 
of .America's Third World, or will they 
merely raise the cost of moving into 
cyberspace? 

H ow will the network, and the de¬ 
vices that offer access to it, af¬ 
fect the traditional publishing 
industries? Will a student want a print¬ 
ed textbook when an electronic text 
available on-line is updated as a field ad¬ 
vances and is illustrated with moving 
images? In many fields, probably not. 
Is there a place for a publisher wben a 
writer can offer his or her w r ork directly 
to the reading public? Yes, presuming 
that the publisher can enhance commu¬ 
nication through good editing and can 
provide deft marketing that gets the au¬ 
thor in touch with a public that wants 
to read the w f ork. 

Magazines and newspapers that pub¬ 
lish electronically will be able to make 
their contents available in real time, up¬ 
dating stories as events unfold. Read¬ 
ers will browse the past as w T ell as the 
present and, at the dick of a mouse, be 
able to look at an event from many edi¬ 
torial points of view. A news analysis 
can be accompanied by a politician’s 
press conference or video images of the 
flight from Kigali. Steffi Graf ts back¬ 
hand can be analyzed by an astute ten¬ 
nis coach, and the virtual Graf on the 
screen could be made to hit the stroke 


in a different way [see “When Is See¬ 
ing Believing?” by William J. Mitchell, 
page 110]. 

Who likes to read a screen? That de¬ 
pends on the screen. One can imagine 
a traveler about to leave on a flight to 
London. She would want a laptop com¬ 
puter that is about the size of a mag¬ 
azine. It is equipped with a high-defi¬ 
nition display, whose resolution match¬ 
es that of a line-printed page. Before 


departing, the traveler downloads the 
current issue of The Economist and a 
few stories from that morning's New 
York Times she did not have time to 
read at home. At JEK, she realizes she 
has forgotten to bring a book along. So 
she accesses Books Out of Print over 
the computer's wireless link and picks 
up a copy of Those Barren Leaves. Who 
knows what other good ideas Huxley 
may have buried there? 


Is Cryptography Doomed? 

G illes Brassard and Artur K. Ekert make the point in their article [see 
"Quantum Cryptography,” page I 64] that public-key cryptographic sys¬ 
tems have not been proven to be secure. One of them, Brassard recently not¬ 
ed, was broken last April by Derek Atkins, a student at the Massachusetts In¬ 
stitute of Technology, with the help of Arjen lenstra of Bellcore and 600 volun¬ 
teers on the Internet. According to Brassard, Peter Schor of AT&T Laboratories 
has discovered an efficient method for breaking this and other ciphers on 
the quantum computer. Although this device is "out of reach of current tech¬ 
nology,” Brassard writes, “if a quantum computer is ever built, quantum me¬ 
chanics will doom most of contemporary cryptography but will also provide 
the alternative that we describe in our article.” 
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Networked Computing 

in the 1990s 

Computers began as cumbersome machines served by a technical 
elite and evolved into desktop tools that obeyed the individual 
The next generation will collaborate actively with the user 

by Lawrence G, Tesler 


I n the 1970 film Colossus; The Tor- 
bin Project , a computer climbs to 
world domination from the caverns 
of a hollowed-out mountain, where cab¬ 
inets decked with flashing lights and 
spinning tape drives are tended by an 
army of white-coated programmers. 
The stereotype changed between 
1977 and 1982, when personal comput¬ 
ers entered homes and offices. The new 
reality was reflected in movies soon af¬ 
terward: the 1987 film Wall Street, for 
example, portrayed a machine that had 
shrunk to desktop size, its lights and 
tapes replaced by a cathode-ray tube, 
a keyboard and a mouse (that is, a roll¬ 
er that manipulates a pointer on the 
screen). The priesthood of program¬ 
mers had vanished, to be replaced by a 
single user—in this case an investment 
banker—for whom the computer was a 
tool, not a calling. 

Movies of the 1990s will portray the 
machines as inconspicuous devices— 
more like watches than docks. They will 
have thin, flat screens, microphones 
or styli instead of keyboards, and wire¬ 
less transmitters rather than cable- 
bound modems. Moreover, their relation 
to the user will change from that of an 
isolated productivity tool to that of an 
active collaborator in the acquisition, 
use and creation of information, as w r ell 
as a facilitator of human interaction. Of 
course, these predictions and others I 
shall presently make reflect my person¬ 
al views. Most, however, are widely ac¬ 
cepted in the computing profession. 

It is generally believed, for example, 
that the computer will come to play a 
much more active role by collaborating 
with the user. The collaborating agent 
may not even be confined to a particu¬ 
lar device. It might move, for example, 
from palmtop to mainframe data base 
to desktop. The user, moving from of¬ 
fice to car to meetings, might give an 
electronic agent the following tasks: 


* On what date in February did I 
record a phone conversation with Sam? 

* Make me an appointment at a tire 
shop that is on my way home and is 
open after 6 p.m. 

* Distribute this draft to the rest of 
the group and let me know when 
they've read it. 

* Whenever a paper is published on 


fullerene molecules, order a copy for 
my library. 

Programmers will make agents seem 
intelligent by endowing them with cer¬ 
tain reasoning capacities. Agents will 
consult data bases, and when stumped 
they will ask the user for guidance. 
They will be rather like a human as¬ 
sistant, except that they will lack intu- 
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ition and the ability to improvise. They 
will, however, be able to identify re¬ 
current patterns in the user's work, 
inspect incoming messages and take 
note of deadlines. Armed with such 
information, agents will often antic¬ 
ipate needs before the user has ex¬ 
pressed them or has even become 
aware of them, A mobile computer 
might catch up with its user at break¬ 
fast time: 

* You asked me when you last re¬ 
corded a phone conversation with Sam, 
It was on February 27. Shall I play the 
recording? 

* You scribbled a note last week that 
your tires were low. I could get you an 
appointment for tonight. 

* Laszlo has discarded the last four 
drafts you sent him without reading 
any of them. 

* You have requested papers on ful- 
lerene research. Shall I order papers on 
other organic microclusters as well? 

Although the commands and re¬ 
sponses are represented here as typed 
English sentences, other forms are pos¬ 
sible. They might be handwritten or 
spoken, more or less grammatical and 


explicit, in other human languages or 
perhaps in a more rigid computer lan¬ 
guage (such as SQL, a language de¬ 
signed for querying data bases). They 
might be specified by checking off op¬ 
tions and filling in blanks on a form or 
by providing terse answers to a series 
of questions posed by the agent. 

T he changes in the computer's 
role—from cloistered oracle to 
personal implement to active as¬ 
sistant—have come in distinct waves 
that can be likened to paradigm shifts, 
the term by which Thomas S. Kuhn, 
a philosopher at the Massachusetts In¬ 
stitute of Technology, describes revolu¬ 
tions in scientific thought. Computing 
paradigms are made possible by steady 
improvements in a variety of technolo¬ 
gies, together with a maturation of the 
market. They seem to happen at inter¬ 
vals of about a decade. 

The original computer paradigm was 
invented in the late 1940s, when the 
programmable calculator was designed 
as an engineering tool ; it became com¬ 
mercially practical in the 1950s. The 
first shift came in the 1960s, when the 
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dent of advanced products for Apple 
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with the company, he built a central re¬ 
search group and directed the develop¬ 
ment of such software products as the 
applications and user interface for the 
lisa computer, the MacApp software de¬ 
velopment framework and AppleEvents 
(a mechanism that allows software ap¬ 
plications to cooperate in service to the 
user), in the 1970s Tesler worked at the 
Xerox Corporation, where he introduced 
modeless editing and browsing in paned 
“windows," now a fixture in many inter¬ 
faces, In the 1960s he managed a small 
software company, developed easy-to- 
use animation software and conducted 
research in cognitive modeling and natu¬ 
ral language processing at the Artificial 
Intelligence Laboratory of Stanford Uni¬ 
versity, his alma mater. 


computer was adopted as a data-pro- 
cessing engine by corporations. The 
second came in the 1970s, when the 
computer's services were shared among 
many subscribers. The third shift, in the 
1980s, transformed the computer into 
a desktop productivity tool For individ- 
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ities) so that ii divided the machine's 
attention among such “tasks” as inter- 
acting with a particular user terminal. 
The computer would flit from one task 
to the next at intervals ranging from 
less than a tenth of a second to a sec* 
ond or more, depending on the load of 
work at the time. Computers became 
easier to use because they could be 
reached from a terminal and interro¬ 
gated in real time. That is T one could 
now work one’s way through a prob¬ 
lem by asking a question and using the 
answer to frame the next question. 

Personal computers initially provid¬ 
ed services similar to timesharing, but 
with much greater convenience. Advanc¬ 
es in microprocessors enabled manu¬ 
facturers to fit a computer on a single 
chip, making it cheaper to buy a small 
computer than share a large one. Now 
that users no longer depended on cost¬ 
ly shared facilities, they could work at 
will on matters that had previously re¬ 
quired scheduling. Word processing and 
chart creation became routine. 

As a result, a new class of users 
was led through a series of increasing¬ 
ly capable software programs, such as 
spreadsheet applications and page lay¬ 
out aids, that were made practical by 
the dedication of unprecedented pro¬ 
cessing power to one individual. Inter¬ 
rogation also became easier because the 
burden of keeping track of the possible 
commands shifted from the user to the 
computer. Now, for example, various 
choices are displayed in menus and 
palettes that one can scan visually be¬ 
fore pointing out the desired choice. 

For the millions of people who could 
afford computing power for the first 
time, the benefits were compelling. They 
no longer had to retype a page to add 
one sentence, wait weeks for others to 
provide them with typesetting or lay¬ 
out service, make a decision based on 
one or two tediously calculated finan¬ 
cial projections or present an exciting 
idea in a drab form. The new services 
began as a luxury but quickly became 
de rigueur, much as typewriting had a 
century before. 

It is important to note that the old 
paradigms do not necessarily die out 
completely. In this respect, the evolu¬ 
tion of computing recalls that of or¬ 
ganisms, w 7 hich often survive in cer¬ 
tain ecological niches even though they 
have been superseded elsewhere by new 
forms of life. Time-sharing, for instance, 
still dominates industries that process 
many transactions—banking, credit-rat¬ 
ing services and airline reservations 
agencies, for example. New applications 
have also been developed to take advan¬ 
tage of personal computers. Subscribers 


uais. The fourth is now r under way. Its 
harbingers are the increasingly net¬ 
worked laptop devices and electronic 
pocket calendars—mobile machines I 
call pericomputers. Pericomputers are 
valuable both for the limited functions 
they can perform in isolation and for 
the access they afford to an electroni¬ 
cally embodied world of information. 
Each shift has fundamentally altered 
the way people perceive computers. In 
the 1960s, for example, computing pow¬ 
er was dear, and matters had to be ar¬ 
ranged at the machine’s convenience, 
as it were. Data had to be processed in 
huge batches for the technology to pay 
its way. Only very large organizations 
could generate such batches. Compa¬ 
nies would, for example, run a payroll 


program to process Lhe week's time 
cards, then immediately load another 
“job”—a program with its accompany¬ 
ing data—into the computer. Jobs were 
coded on punched cards or magnetic 
tape, and results were delivered as 
“listings” printed on fanfold, perforat¬ 
ed paper. The computer would stop at 
any error it encountered, in program or 
data, and return the faulty job to the 
customer for corrections, a madden¬ 
ing process wdien reiterated over many 
hours or even days. 

In the 1970s time sharing made data 
processing more affordable by allowing 
many subscribers to split the cost of 
a computer. This w ? as done by adapt¬ 
ing the operating system (by which the 
computer coordinates its internal activ- 


SQURCE: Victor Peterson, NASA Ames 

COMPUTING COST has been halved approximately every three years, as indicated 
in this graph of the most powerful commercial machines of each era. 
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“Some eat. 
Some get eaten : 1 









Rick Capps 
Capps Studio, Ltd. 

Art Studio for Leo Burnett 
Chicago 

"The Macintosh has definitely 
helped us grow," says Rick 
when asked about his studio's 
expansion from 9 to 115 
people in five years. "Of 
course, producing ads for 
Burnett clients such as 
McDonald's, United Airlines, 
Philip Morris, Qldsmobile, 
Nintendo and Reebok hasn't 
exactly hurt us, either;’ 







“We can literally take a concept on a napkin and 


go all the way to color-corrected digital 
files and proofs out the door. All on 



"Because Power Macintosh 
is so fast and can push 
huge files around, we can 
use it to replace many of 
the functions of much more 
expensive, dedicated color 
correction systems" 


Power Macintosh. All in-house.That 


not only saves time and increases pro¬ 
ductivity it also gives us total control, 



Powered by the RISC-based 
PowerPC microprocessor, Power 
Macintosh runs accelerated 
versions of popular publishing and 
imaging software at two to six 
times the speed of non-native 
versions while providing complete 
compatibility with existing 
Macintosh applications. 


start to finish. There’s just one problem. Deciding 


if the mustard stain is part of the 
:■ concept. Or part of someone’s lunch!’ 



•Creating big 
ideas—that's the creatives' job. In the 
studio, it’s our job to turn those ideas 
into ads, as fast as humanly possible." 


Power Macintosh: The business Macintosh; Apple & 





The next decade of the desktop 



In 1984, Apple introduced a new way of getting work done 
the Macintosh* computer. As the perfect marriage of both 
hardware and software 
design, the Mac""quickly 
redefined the desktop 
computer, while leaving 
in its wake a host of competi¬ 
tors that have spent the better part of ten years playing catch-up. 

Nonetheless, it’s 1995. And itk time to talk about where we are now 
And where we’re going. Beginning with the Macintosh operating system. 


The operating system evolves. 


An operating system can be a mere interface to the integrated 
circuits, capacitors and resistors that comprise a computer and its 
attendant peripherals. Or it can be an interface to colleagues. To com¬ 
petitors. Tb the Internet.To entirely new ways of communicating ideas. 

Take, for example, System 7.5, the latest incarnation of the 
Mac OS. With new features like Universal Mailbox, it simplifies com¬ 
munications for people who use on-line services, faxes, voice mail 
and e-mail. With Apple” Guide, it changes the whole concept of on-line 
help to one of active assistance. With Macintosh PC Exchanger it 
allows anyone with a Mac to open files created by computers running 
DOS orWindows.With AppleScripC it automates tedious tasks. 

And much more. What more, you might ask, could one want 
from an operating system? Read on. 


nvisible application 


Imagine this. You're putting together a research paper for which 
you need text, graphs, drawings, photos-maybe even a QuickTime' 
movie-to bat make your point.The way tiling; are now, you probably 
use as many as five different programs to create all those elements- 
a word processor, spreadsheet, drawing program, 
scanning software and a video editing package. 

Now imagine this. Instead of working with 
all those programs, you simply work with your 
document. Meaning that you never leave the pages of your research 
paper to start up a program. Instead, as you need to create or alter 



text and graphics, your PC 
automatically' calls up 
die software needed to 
complete the task. 

What you’ve just 
imagined is what we 
and our partners in 
the Cl Labs consortium 
call OpenDoc What exactly is OpenDoc? It’s a new architecture that 
enables software developers to create small, efficient applications that 
work together transparently. So you can focus on your work rather 
than on the computer and the software required to get that work done. 

But OpenDoc will do more than simplify the individual user’s 
work. It will also transform today's monolithic applications into 
smaller, more easily customized programs called “parts.” It will create 
a unified, consistent interface for computer users, regardless of the 
particular type of computer they use. It will enhance collaboration 
and sharing across networks and platforms. And, soon, it will be an 
integral part of the Mac OS. 


The universal PC. 


Will you have to buy a Macintosh to take advantage of OpenDoc? 
No. Because, as we’ve said, the whole point of Power Macintosh" and 
innovations like OpenDoc is cross-platform compatibility. 

In fact, when Apple, IBM and Motorolas new hardware refer¬ 
ence platform for PowerPC "takes hold, you’ll not only be able to use 
OpenDoc on any PC, you’D also be able to use the Mac OS on any PC. 
Or, for that matter, OS/2, AIX, even Windows NT. That’s because tire 
new platform defines an architecture that 
can be used by any PC manufacturer to 
build PowerPC-based computers that will 
mil the OS of your choice. 

’16 get more info by fax about these 
and other new developments, call 800- 
770-4852. Or contact us via the Internet 
at http://ww.inib.apple.com. 

Apple » 
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FLAT SCREENS, such as this liquid-crystal display of IBM (left) dal for the development of compact, portable computers, Fu- 

and this plasma display of Fujitsu (right), are considered cru- ture designs will have to consume less power. 


can use their modems to dial on-line 
news, shopping and banking services. 

Similarly, the hardware associated 
with mobile computing will not elimi¬ 
nate desktop computers. A computer 
plugged into a wall socket quite literal' 
ly has more power than one operated 
from batteries. A person working at a 
desk will have occasion to exploit the 
larger screen and more capacious stor¬ 
age of a larger machine, as well as the 
faster and more accurate input of a 
full-size keyboard. Another continuing 
advantage of fixed computers lies in 
the vast amounts of information that 
can be fed to them. Wires can carry 
more data than radio waves, and opti¬ 
cal fiber—the projected successor to 
wire—will widen the gap. This edge will 
be felt in desktop conferencing and 
other data-hungry video applications. 

E very era of computing reflects the 
contemporary speed of compu¬ 
tation, the variety of information 
that can be processed, the ways com¬ 
puters can be linked into networks, 
the software by which such networks 
are exploited and the ways in which 
humans can interact with the devices. 
Speed, the most basic element, has im¬ 
proved largely through miniaturization. 

As electronic devices shrink, signals 
traverse them faster, more operations 
can be performed in a given period and 
the cost of computing falls. At the same 
time, more devices are packed on a chip 
and thus manufactured in larger batch¬ 
es, reducing the unit cost of manufac¬ 


turing. Lower costs increase sales, pro¬ 
ducing additional economies of scale. 
From the user's point of view, the de¬ 
cline in size yields rapid improvements 
in usefulness and convenience. More¬ 
over, there is every reason to expect 
the trend to continue [see illustration 
on page 12 j. 

Thirty years ago computers were as¬ 
sembled painstakingly out of thousands 
of transistors and capacitors. Today 
factories mass-produce computers out 
of a handful of integrated-circuit chips, 
each comprising millions of compo¬ 
nents. In the 1990s, instead of packag¬ 
ing each chip in its own centipedelike, 
flat package, the semiconductor indus¬ 
try will achieve still higher densities of 
circuits by producing multichip mod¬ 
ules in two and even three dimensions. 
Stacks of chips will form blocks the 
size of sugar cubes. 

Miniaturization also improves oth¬ 
er components of computing systems. 
Memory, for example, was bulkier than 
paper as recently as 20 years ago. To 
store in immediately accessible form 
a million characters of text (about as 
many as appear in two copies of this is¬ 
sue of Scientific American ), one then re¬ 
quired a disk pack the size of a birth¬ 
day cake. By the 1980s that many data 
could he stored on a diskette that fit¬ 
ted into a shirt pocket. In the 1990s it 
will be carried on a semiconductor de¬ 
vice no larger than a credit card. 

New kinds of data become usable with 
each new paradigm. Early batch-pro- 
cessing systems could manipulate only 


numbers and uppercase letters. Time¬ 
sharing systems made possible interac¬ 
tive document and message editing and 
often supported vector graphics, w T hich 
render line drawings on the screen. With 
personal computers came raster graph¬ 
ics, matrices of dots like the pixels that 
represent television images. Desktop 
personal computers already support 
such media as audio, video, animation 
and three-dimensional graphics, once 
the domain of expensive workstations. 
The coming generation of mobile com¬ 
puters will emphasize facsimile and 
speech, media that are particularly use¬ 
ful to those who are away from the 
office. 

Networks became important as suc¬ 
ceeding paradigms increased the num¬ 
ber of computers in service. When batch 
processors were few, there wus little rea¬ 
son to try to make them work in con¬ 
cert. Time-sharing, however, is unthink¬ 
able without networks: dedicated or 
dial-up lines must connect numerous 
terminals to a host computer, either a 
corporate mainframe or a departmen¬ 
tal minicomputer. The obvious next step 
was to establish wider networks, among 
many bank branches, for instance, to 
make possible the electronic exchange 
of data. Time-sharing users shared cen¬ 
trally located mass storage facilities and 
high-speed printers connected to the 
host. They could post electronic mail 
messages for other users to see when 
they next logged in at their terminals. 
The early terminals were “dumb,” that 
is, they served as mere data links. Laf- 
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IBM’S EXPERIMENTAL NEXIS CHIP converts signals from opti¬ 
cal to electronic form fast enough for computers to exchange 
data in real time over long distances. Such capabilities will be 
necessary for advanced networks. The chip integrates four 


gallium arsenide detectors with the circuitry that amplifies 
and preprocesses their output signal. The fiber-optic channels 
( center ) are made visible by the transmission of red light; in¬ 
frared light is normally used to minimize energy losses. 


er versions incorporated minimal com¬ 
puting power, thus pointing the way to 
personal computers. 

In the desktop computing era, com¬ 
puter networks have assumed new 
forms. Local-area networks connect per¬ 
sonal computers to one another and 
to shared machines—both general-pur¬ 
pose computers, called hosts, and spe¬ 
cial-purpose machines, called servers, 
which provide communal files, high- 
quality printing and institution-wide 
electronic mail. Wide-area networks in¬ 
terconnect ihe various fragments of 
an enterprise, linking the big machines 
and file servers to desktop machines. 
As computers become mobile, wireless 
connections will proliferate until the 
information network becomes virtually 
ubiquitous. 

Software applications will also change 
as mobile computers begin to appear 
in—or out of—briefcases, purses and 
pockets. Today’s portable machines 
mainly continue the menu style of in¬ 
teraction, but in the next decade sup¬ 
plementary' styles will arise. Transcrip¬ 
tion software, for example, has already 


appeared that enables portable ma¬ 
chines to display printed versions of 
handwritten words and polished ren- 
derings of roughly drawn figures. Re¬ 
lated software recognizes hand-drawn 
symbols that each represent an entire 
command or idea. Speech-recognition 
software that obeys spoken commands 
is also finding wider application as the 
technology improves. 

Most portable computers now 7 run 
software written for larger machines, 
but applications packages are being de¬ 
signed for people who are away from 
their desks. Ln such situations, users 
make notes and sketches but lack the 
time to compose and edit their jot¬ 
tings. They also exchange information 
with clients and colleagues, check in 
with the heme office and plan their ap¬ 
pointments and how to get to them. 

Palmtop machines that perform 
these functions constitute the first full- 
fledged pericomputers. So far they can¬ 
not compute much, but they suffice for 
situations into which full-function com¬ 
puters cannot go. One can, for example, 
w'ork out the day’s itinerary 7 on a desk¬ 


top machine and transfer it to a peri- 
computer for quick reference. Notes 
taken in the field can be readied for 
desktop editing; a pocket calendar and 
a group calendar can be kept in agree¬ 
ment. Such modest applications will es¬ 
tablish a customer base large enough 
to justify writing a wide range of spe¬ 
cialized software. New r software will 
then widen the market. 

Software, indeed, will change more 
than any other element in the comput¬ 
ing paradigm. For the first time, it will 
be written with an eye to the group as 
well as to the individual. The change re¬ 
flects the widening of networks, w r hich 
bring users closer to the work and to 
one another. It is sometimes hard to 
remember that until ihe late 1970s 
computers were operated by technical 
experts. They were the trained chefs 
of the industry: users placed their or¬ 
ders and aw T aited service. The arrival of 
personal computers enabled people of 
all backgrounds to use computers. As 
in home cooking, more effort was of¬ 
ten necessary 7 , but the results, if not al¬ 
ways quite up to commercial standards. 


18 The Computer in the 21 st Century 





were at least fully under one’s control* 

In five or six years' time it will be as 
natural to collaborate through a net¬ 
work as it is to prepare a holiday feast 
with friends in a common kitchen. The 
software that supports group activity is 
called groupware; the collaborative ac¬ 
tivity itself has been dubbed Computer- 
Supported Cooperative Work. CSCW can 
be conducted in one place or many, at 
the same or different times: a meeting 
in a conference room, a video confer¬ 
ence involving distant sites, an electron¬ 
ic bulletin board through which workers 
on different shifts cooperate or an elec¬ 
tronic mail system through which an au¬ 
thor and an editor exchange drafts. 

When the calendars of the members 
of an organization are kept on a net¬ 
work server, meeting times convenient 
to them ail can be found automatically 
by groupware such as Meeting Maker, a 
product designed by ON Technology in 
Cambridge, Mass, The initiator selects a 
time and an available room, types in an 
agenda and transmits it to prospective 
attendees. The software invites the peo¬ 
ple, asks them whether they plan to at¬ 
tend and gives them the opportunity to 
comment. The initiator of the meeting 
can reschedule the meeting with ease, 
literally by dragging a visual represen¬ 
tation of the event from one part of the 
calendar to another with a hand-oper¬ 
ated mouse or stylus. The system then 
notifies the participants of the change. 

Whereas Meeting Maker enhances the 
productivity of a group, other group- 
ware goes further by supporting ab¬ 
stract intellectual collaboration. Engi¬ 
neers in different parts of the world, for 
example, will be able to design together 
as if they were standing in front of the 
same chalkboard. Networked computers 
can simulate many existing collabora¬ 
tion tools and overcome some of iheir 
limitations. A computer can keep an 
accurate record of a dialogue for later 
reorganization, editing and distribution. 
It can ease the construction, viewing, 
modification and presentation of mod¬ 
els in three or more dimensions. It can 
transport drafts by electronic mail so 
that each participant can quickly make 
editing changes. It can keep track of 
who changed what and merge noncon¬ 
flicting changes automatically. 

When everyone in a brainstorming 
meeting has a computer and all the 
computers are on a network, ideas can 
be captured and displayed in a shared 
space for all to see, either on their sep¬ 
arate computers or on a wall-projected 
display. Experience at the Xerox Palo 
Alto Research Center and other CSCW 
research centers has shown that people 
judge ideas that appear on a screen 


more for their value than by the rank 
of the contributor. An added advantage 
is that people need not wait their turn 
or even speak up to be heard [see 
“Computers, Networks and Workby 
Lee Sproull and Sara Kiesler, page 128], 

Groupware becomes more worthwhile 
when wireless communications allows 
users to gain access to it at will. Such ac¬ 
cess is crucial: people want to form im¬ 
promptu working groups in any room, 
whether or not it has network sockets, 
and they most need access to group cal¬ 
endars when they are aw ? ay from their 
desks. When this becomes practical, oth¬ 
er needs will become apparent, too. A 
person on the move or in a meeting can¬ 
not stare at a screen or issue detailed 
instructions, for example, but it is easy 
to give a brief command to an infinitely 
patient and obedient software agent. 

Groupware and other network soft¬ 
ware will in many cases succeed or fail 
on the basis of how many tenths of a 
second it takes to respond to a user's 
query. In many cases, limited products 
will beat sophisticated ones by getting 
the job done immediately. This will be 
especially true of active services, such 
as those provided by software agents, 
that guide a person's decisions in real 
time. A driver who wants to change 
course to avoid a traffic snarl, for ex¬ 
ample, cannot vrait long for directions. 

It is not enough that software be 
quick to please; it must also be easy to 
obtain. The marketing trend can already 
be discerned. Personal desktop com¬ 
puting stimulated a market for generic 
applications with mass-market appeal, 
with the result that software publishers 
now routinely distribute their products 
on “floppy” disks or pocket-size dis¬ 
kettes through retail outlets and by 
mail order. When software distribution 
becomes electronic, people will be able 
to order a product and load it into 
their computers in a matter of minutes. 
There will be less temptation to make 
illegal copies, which many people do to 
save not money but time. 

Electronic software distribution will 
also lead vendors to package software 
into smaller units that can be transmit¬ 
ted more easily. Consumers will com¬ 
pose their own applications out of sep¬ 
arately acquired software, analogous to 
the components of a home audio sys¬ 
tem. The advent of such “component” 
software will reverse the past decade's 
trend toward ever larger, more expen¬ 
sive and harder-to-learn applications. 
Instead of upgrading from last year's 
word processor with 20 features to this 
year's version with 40, a customer can 
select desired features from a catalog. 
Those who need a new feature will be 


able to receive it immediately and, in 
some cases, automatically. Subscribers 
to the Prodig)' service network already 
do so: their personal computers receive 
updated software immediately after the 
subscriber logs onto the service. 

M any hurdles must be cleared be¬ 
fore the promise of ubiquitous 
networks can be fully realized. 
Several hurdles may constitute serious 
bottlenecks, a problem familiar in the 
early stages of previous paradigms. Al¬ 
though aspects of personal computing 
had been predicted many years before¬ 
hand, for example, it took technologies 
such as the single-chip microproces¬ 
sor and semiconductor DRAM (dynam¬ 
ic random-access memory) as well as 
many commercial factors to fulfill the 
predictions by 1980. For mobile net¬ 
worked computing to become main¬ 
stream in the 1990s, a number of tech¬ 
nologies will have to advance in terms 
of their speed, weight, size, ruggedness, 
cost and consumption of electric power. 

Compact, power-thrifty video screens 
are an absolute necessity for pericom- 
puters. Liquid-crystal displays (LCDs) 
are the current standard, although they 
are only now beginning to match cath¬ 
ode-ray tubes in quality. One approach 
that promises to solve the problem, pi¬ 
oneered independently by RCA Labora¬ 
tories and by Westinghouse Laborato¬ 
ries, switches liquid-crystal elements so 
that they polarize light, thus directing 
it to the proper color filter. Color LCDs 
and their fluorescent backlights, howev¬ 
er, place a major Load on the portable 
batteiy. New r technologies that emit light 
directly from the screen may provide 
alternatives that consume less power. 
One candidate is the field-emission dis¬ 
play, which incorporates thousands of 
microscopic cathodes. 

The power drain of a portable com¬ 
puter's electronics places one of the 
most important constraints on its per¬ 
formance. The devices that require the 
least power are therefore attracting the 
most interest. Among them are chips 
made according to the process of com¬ 
plementary metal oxide semiconduc¬ 
tors (CMOSs); systems that operate at 
a low voltage (say, 3.3 volts, instead 
of the standard five volts); circuits that 
employ few chips, thus lessening the 
charge on interchip wiring; and archi¬ 
tectures that use a slow system dock 
(w r hich paces all components the way a 
conductor paces an orchestra). 

The two most promising architec¬ 
tures wring more speed horn less pow¬ 
er in quite different ways. One is called 
RISC (reduced instruction set comput¬ 
er) because it transfers much work from 
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the hardware to software. Yet most 
available RISC architectures have been 
of limited use in mobile machines be¬ 
cause they have been designed to op¬ 
timize performance, not to minimize 
size and power consumption. One ex¬ 
ception is the design of ARM Ltd of 
Cambridge, England. 

The other approach avoids the trade¬ 
off between dock speed and power con¬ 
sumption by jettisoning the dock. Such 
data-flow, or asynchronous, architec¬ 
tures were originally designed to aid 
in the field of parallel processing. They 
schedule each processing step to begin 
only when the necessary data become 
available. Rut just-in-time computing in¬ 
troduces great complexities. It is rather 
like running an orchestra whose mem¬ 
bers get their cues from one another, 
rather than from a conductor. 

If power is at a premium, one might 
also try to improve the batteries. The 
weaknesses of current batteries indude 
the lack of reusability of alkaline de¬ 
signs, the low capacity of nickel-cadmi¬ 
um batteries and the bulk of lead-acid 
batteries. These weaknesses can some¬ 
times be offset. Miniaturization has im¬ 
proved capacitors, for instance, so that 
they can accumulate power from low- 


output sources and supply it in peri¬ 
ods of high demand. Software has also 
been used to drain power automatical¬ 
ly from nickel-cadmium batteries be¬ 
fore each recharge, thereby averting a 
permanent loss of storage capadty (or 
so-called memory effect). New batteries 
based on nickel-metal hydride and lith¬ 
ium also offer great promise, as do pho¬ 
tovoltaic cells, which are already used 
in calculators. Unfortunately, the con¬ 
servation of energy makes it impos¬ 
sible for any manageable array of so¬ 
lar cells to supply a backlight bright 
enough to overcome the sun's glare. 

T he technologies of handwriting 
and speech recognition are im¬ 
portant because they make mo¬ 
bile computers easier to use. That mis¬ 
sion must always be kept in mind; oth¬ 
erwise, one may be tempted to judge a 
system solely by the number of words 
it can distinguish or the percentage of 
errors it makes. Handwriting recogni¬ 
tion has been touted for bringing com¬ 
puters into the lives of people who do 
not like to type. Even those who do like 
to type cannot do so when standing 
or holding a machine. In Japan, where 
the language has a profusion of written 


symbols that keyboards cannot easily 
handle, the technology is considered a 
key selling point. 

Experience gained with handwriting 
recognition will be valuable because it 
can, to some extent, be transferred to 
speech recognition. Both technologies 
require, in the more sophisticated ap¬ 
plications, a detailed linguistic analysis 
by which the software raises its chance 
of recognizing a word or phrase. Both 
face the challenge of finding where one 
word ends and the next one begins. Fi¬ 
nally, both must be trainable, so that 
they can adapt their representations of 
letters or sounds to the handwriting 
and pronunciation of the user. 

Versatile speech recognition requires 
substantial computing power, but less¬ 
er hardware can provide limited capa¬ 
bilities that often prove useful. It is 
hard to program any computer to take 
continuous dictation without mistaking 
the end of one word for the beginning 
of the next. But it is easy to program 
even a hand-held computer to distin¬ 
guish “yes" from “no." A handful of 
commands may be all most users need 
to utter when their hands are not free. 
It has been shown, for example, that 
mail sorters become much more pro¬ 
ductive when they call out zip codes in¬ 
stead of dropping their work to fill out 
a form. Yet this application requires that 
the system distinguish only 10 words: 
those for the numerals. 

Recognition systems can identify a 
stroke of the stylus or a trill of the 
voice by analyzing it into a set of fea¬ 
tures. Such features can then be com¬ 
pared against a template stored in the 
computer's memory. Alternatively, the 
features can be analyzed by neural net¬ 
works, so called because they mimic 
the way in which the brain is believed 
to work. A computer links a digital rep¬ 
resentation of neurons into a network, 
then selectively changes the weights as¬ 
signed to each connection. A process 
of trial and error then " trains" the sys¬ 
tem to distinguish various signals. 

.Another technical challenge to wire¬ 
less pericomputers is the capacity of 
the electromagnetic medium itself. To 
prevent one transmitter from drown¬ 
ing out another, networks within a giv¬ 
en building will group transmitters into 
cells as small as a room. larger cells will 
require radio, although local ones may 
choose infrared light because it uses 
a part of the electromagnetic spectrum 
that is not regulated by federal and in¬ 
ternational authorities. 

The limited carrying capacity of that 
spectrum was exemplified about 10 
years ago, when the vogue for citizens 
band (CB) radio collapsed of its own 
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MASTER AND MAN: the image of the computer has changed 
with its mode of use. When the machines were expensive and 
hard to program, they were portrayed as remote tyrants, as in 
the 1970 movie Colossus: The Forbin Project. In this scene, Dr. 


Forbin is shown leaning against Colossus, the computer that 
he designed and by which he is finally mastered. Will tomor¬ 
row's computer be able to play the benign role of the ideal per¬ 
sonal servant—at once ubiquitous and inconspicuous? 


weight when users could no longer 
make themselves heard above the din. 
Yet that crunch on band space will seem 
as nothing once mobile computers start 
blasting megabytes of data across the 
ether. Even the adoption of a system 
of celluiar relays, such as the one now 
used for car telephones, might not defer 
saturation for more than a few years. 

Cellular systems will in any case be 
necessary because mobile machines 
have to be tracked as they move. If two 
collaborating users get out of range, the 
network will have to reestablish Lhe con¬ 
nection transparently through interme¬ 
diary routing equipment. Even so, there 
will be times when mobile devices lose 
contact. Software must therefore be de¬ 
signed so that people affected can easi¬ 
ly resume interrupted communication. 

N o less important than the chang¬ 
es in technology 7 are their human 
effects. Every new paradigm has 
molded the way users perceive their sta¬ 
tus in relation to the computer. In batch 
and time sharing days, many users felt 
subservient; desktop computers gave 
them independence; mobile networked 


computers will bring them freedom. 

The networked computer will thus 
challenge not only business but also 
society. Universal connectivity raises is¬ 
sues of security and personal and busi¬ 
ness privacy. It also raises the ques¬ 
tion of the distribution of power. The 
chasms between rich and poor could 
widen, for example, if the latest com¬ 
puting paradigm creates still more op¬ 
portunities for educated people and still 
fewer for the uneducated. 

For reasons of social equity and eco¬ 
nomic efficiency, it will become more 
important than ever to educate all peo¬ 
ple so that they can benefit equally 
from the information resources that 
are about to become available. Should 
the benefits of networks become gener¬ 
al, democracy might well be enhanced. 
Such a pattern can be discerned in East¬ 
ern Europe, where the recent revolu¬ 
tions appear to have been helped along 
by the presence of personal computers, 
copiers and facsimile transmitters. 

The computer, then, has changed 
much since the days when the movies 
portrayed it as a relentless superbrain, 
extending its tyranny to all the world. 


Its popular image has also changed, al¬ 
beit with a slight lag. Yet the day is not 
distant when mobile computers will be 
common in movies and movie sets alike, 
where they will manage everything from 
the scriptwriter's 23rd draft to the key 
grip's accumulating overtime pay. In 
that day, art will catch up to life, and Lhe 
computer will take on a new r persona, 
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C onrnunications, 
Computers 
and Networks 

By fusing computing and communications 
technologies, we can create an infrastructure 
that will profoundly reshape our economy and society 


by Michael L, Dertouzos 


T he agricultural age was based on 
plows and the animals that pulled 
them; the industrial age, on en¬ 
gines and the fuels that fed them. The 
information age we are now creating 
will be based on computers and the net¬ 
works that interconnect them. 

The authors of this issue share a 
hopeful vision of a future built on an 


information infrastructure that will en¬ 
rich our lives by relieving us of mun¬ 
dane tasks, by improving the w ? ays we 
live, learn and work and by unlocking 
new personal and social freedoms. 

Since the timid debut of the first use¬ 
ful computers almost half a century ago, 
there has been no shortage of opinion, 
speculation and prediction about the 


magical new world they promise. Why, 
them devote this entire special issue to 
this topic at this time? What is new 7 ? 

A growing opportunity has attained 
critical mass as a result of a twofold 
serendipity: dramatic improvements in 
the cost-performance ratios of comput¬ 
ers and of communications technolo¬ 
gies. Independent of each other, com- 


“WINDOWS,” an eight-by-30-foot mural made of enameled steel 
by Anna Campbell Bliss, explores the worlds being opened by 
the innovative use of computers. The artist attempts to span 


time and place, showing how computers let us see phenome¬ 
na from the microscopic to the macroscopic. The palette of 
colors (left ) is typical of graphics programs. Representations 










puting and communicating tools have 
been improving at the annual rate of 
some 25 percent for at least the past 
two decades. This relentless compound¬ 
ing of capabilities has transformed a 
faint promise of synergy into an im¬ 
mense and real potential. 

Computers have grown so power¬ 
ful and cost-effective that they can be 
found nearly everywhere doing nearly 
everything: Supercomputers, manipu¬ 
lating billions of commands per sec¬ 
ond, forecast the weather and analyze 
complex medical images. Sensory com¬ 
puters respond to spoken sentences 
and visually recognize parts on assem¬ 
bly lines. Robotic computers turn those 
parts into full products. Like the tele- 
scope and microscope, computers are 
opening up new realms for scientists 
by simulating everything from astro¬ 
nomical collisions to molecular reac¬ 
tions. Fifty million personal computers 
along with thousands of varieties of 
software packages help people at work 
and at home. And millions of comput¬ 
ers disappear every year into the cars, 
microwave ovens, telephones and tele¬ 
vision sets that they control. 

At the same time, the reach and 
speed of networks have increased by 
equally awesome strides: millions of 
miles of glass fibers handle most long- 
haul communications and are capable 
of relaying data at speeds of up to a 
billion bits (gigabits) per second. Local- 
area networks have become indispens¬ 


able webs, wiring numerous buildings 
and neighborhoods. Cellular and other 
wireless networks reach people while 
they are driving or even walking. And 
now these two giants, computers and 
networks, can be fused to form an in¬ 
frastructure even more promising than 
the individual technologies. 

During the past 10 years, we have, 
moreover, learned lessons about the 
many useful possibilities offered by 
the information infrastructure and the 
difficulties in building it. For instance, 
throwing computers and networks to¬ 
gether without careful development of 
common conventions that enable them 
to communicate easily does not lead far. 

As we lay the bricks of the informa¬ 
tion age, trying to envision the ultimate 
edifice and its uses is as challenging for 
us as it would have been for writers in 
the late 1700s to anticipate the automo¬ 
bile, the helicopter, the jet airplane and 
the myriad of other modem engines 
along with all that we do with these ma¬ 
chines. So we simply offer readers our 
best impressionistic glimpses into this 
future, its underlying technologies and 
surrounding issues. 

In a world in winch hundreds of mil¬ 
lions of computers, servants to their 
users, easily plug into a global infor¬ 
mation infrastructure, business mail 
would routinely reach its destination 
in five seconds instead of five days, 
dramatically altering the substance of 
business communications, A compa¬ 
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ny’s designers and marketers would 
actively collaborate on a product, even 
when located a continent apart and un¬ 
able to meet at the same time. Con¬ 
sumers would broadcast their needs 
to suppliers, creating a kind of reverse 
advertising. Many goods would be or¬ 
dered and paid for electronically. A 
parent could deliver work to a physi¬ 
cally distant employer while taking care 
of children at home, A retired engineer 
in Florida could teach algebra to high 
school students in New York City. And 
from a comfortable position in your 
easy chair, you could enjoy a drive 
through your next vacation spot, a trip 
through the Louvre or a high-definition 
movie rented electronically, chosen from 
the millions available. 

Yet the information age has its shad- 


of outer space are juxtaposed with images from pre-Columbi- printing, followed by an interpretation of computer memory, 
an Peru as well as present-day Salt Lake City. Bliss contrasts A "fractalscape” evokes the future. The work is on display at 
Chinese calligraphy with randomly generated alphanumeric the Data Center located at the Utah State Capitol, 








gws as well. Will these new technol¬ 
ogies widen the gap between rich and 
poor? I suspect so. Will they cause us 
to be inundated with “infojunk," moun¬ 
tains of information irrelevant to us? 
Yes, but we can also use the technolo¬ 
gies to shield us from such perils. Will 
they threaten to dehumanize people? I 
doubt it. But will these technologies 
also increase white-collar crimes and 
violations of privacy? We don't know; 
we must be vigilant. 

And as has been the case for much 
technological change, the glorious pos¬ 
sibilities we describe in this issue stem 
more from opportunism than 
they do from pressing human 
need. Consequently, we, the 
designers and users of this in¬ 
formation infrastructure, bear 
a serious responsibility: we 
must understand the value and 
role of information so that we 
may better channel our tech¬ 
nological miracles into useful 
rather than frivolous, if not 
dangerous, directions. 

i nformation touches all 
human activity. It comes in 
a multitude of different 
shapes—speech, pictures, vid¬ 
eo, office work, software, great 
arl and kitsch, invoices, music, ^ 
stock prices, tax returns, or¬ 
ders to attack, love fetters, 
novels and the news. We have 
also created many ways of 
conveying information, from 
cheap, large newsprint pages to 
postal systems to telephone, 
radio and television networks. 
Virtually all these schemes re¬ 
quire humans at the receiving end to 
understand and then to act on the in¬ 
coming information. 

Similarly, computers and networks 
are bound together by information and 
can fulfill roles roughly analogous to 
those of people and their communica¬ 
tions schemes. Computers accept, store, 
process and present information; the 
networks move information among the 
machines they interconnect. Comput¬ 
ers can manipulate information far fast¬ 
er than people ever will. But unlike peo¬ 
ple, machines almost never understand 
the messages they are manipulating. 
To them, information is only a decep¬ 
tively uniform sequence of numbers— 
ones and zeros. 

One key idea behind the information 
infrastructure is to relieve people of a 
good deal of the work of communicat¬ 
ing and processing information. To do 
so, the machines must intelligently han¬ 
dle some of the dazzling diversity of 
concepts that information represents. 


They must therefore begin to under¬ 
stand, even at a crude level, w r hat the 
ones and zeros mean. In contrast, the 
current state of affairs is tantamount to 
a community of telephone callers trying 
to work with one another using only 
meaningless grunts of different loud¬ 
nesses to convey messages. 

Understanding the value of informa¬ 
tion, though, is difficult even for peo¬ 
ple. Although we are continually be¬ 
sieged by information, we have at best 
only an intuitive grasp of its meaning 
and almost no sense of how to value it 
How valuable is a 300-page report on 


a company's stock? What makes a 15- 
page booklet or a well-placed slock tip 
more valuable? 

Until a better explanation is devised, 
let me suggest that information has 
economic value to people only if it can 
lead them to the acquisition of tangible 
goods. Similarly, information has intan¬ 
gible value if it can enable them to sat¬ 
isfy less tangible human desires. An en¬ 
cyclopedia publisher, for instance, will 
find a mailing list of prospective buy¬ 
ers useful because it might increase 
sales. Watching a soap opera has value 
for those people who want to experi¬ 
ence heartrending emotions. 

Because Information leads to goods 
only indirectly, it seems reasonable to 
value it as a fraction of the tvorth of 
the tangible goods to which it leads. If 
information leads to goods through in¬ 
termediate pieces of information, each 
one derived from the others through 
processing, then all the intermediate 
data and programs should also be 


somehow valued backw r ard from the 
end results. 

Using these ideas, w^e can measure 
the economic value of all that will tran¬ 
spire on tomorrow's sprawling com- 
puter-and-network complexes as a frac¬ 
tion of the tangible goods to which 
they will lead. Today an industrially ad¬ 
vanced and wealthy country such as the 
U.S. places the value of its computer 
hardware and software, including the 
work needed to run computer systems 
within organizations, at almost a tenth 
of its gross national product—roughly 
about $500 billion. Yet because some 
60 percent of the work force 
have jobs that involve infor¬ 
mation, the value of computer¬ 
ized information handling may 
well grow to an even larger 
fraction of the U.S. economy. 

Valuing information this 
way points out some sobering 
lessons to bear in mind as 
we embark on the information 
age. To be valuable to us, to¬ 
morrow^ computers and net¬ 
works must help us achieve 
our tangible goals even as they 
shield us from the barrage of 
infojunk produced by others 
aiming to achieve their own 
goals. This objective raises to a 
still higher premium the need 
tor computers and networks 
to understand enough content 
so they can isolate, simplify 
and present useful informa¬ 
tion and reject irrelevant data 
before they clutter users' lives. 

Thinking about the value 
of information brings home 
another lesson: that informa¬ 
tion and its processing have less val¬ 
ue In poor countries because there 
are not many tangible goods to which 
they can lead. Yet there are other ways 
in which information can play an im¬ 
portant role in these countries. It can 
help teach people to take better care of 
their health, to fix machinery 1 or to es¬ 
tablish better farming practices. Infor¬ 
mation might also improve the distri¬ 
bution of food and medicine. Countries 
with well-educated pools of labor, such 
as India, may even earn foreign ex¬ 
change by writing software for over¬ 
seas consumption. 

On balance, however, information 
more naturally boosts the wealth of 
those who already have material 
goods—simply because those commu¬ 
nities already have so many tangible 
goods to which information can lead. 
Unless wealthy countries see it as their 
duty to help developing nations make 
good use of the evolving technologies, 
the information age will likely widen the 



VOYAGER, an interactive speech-recognition system that 
provides a street guide to Cambridge, Mass., is being devel* 
oped at the Massachusetts Institute of Technology. 
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PROTOTYPE MULTIMEDIA MEDICAL TOOL, developed by Nynex and displayed on a 
high resolution screen, shows the kind of information that physicians at four Boston 
hospitals can reach via an e^rimental network. 


rift between the haves and have-nots. 

Rich nations must also remember that 
if they become enamoured of and blind¬ 
ed by the glamour of the information 
era and neglect to produce and improve 
tangible wealth—such as food, manu¬ 
factured goods, natural resources and 
human services—the information colos¬ 
sus will lead to nothing and so will col¬ 
lapse. Information is, after all, second¬ 
ary to people's principal needs—food, 
shelter, health and human relationships. 
In a crisis, even the most dedicated 
hackers would trade millions of bytes 
of software for a few bites of bread. 

W e begin to reap the value of in¬ 
formation when we have creat¬ 
ed an infrastructure that lever¬ 
ages our work. The existing web of com¬ 
puter, telephone, broadcast and other 
kinds of networks does not constitute 
the land of powerful information in¬ 
frastructure that we envision—no more 
than the thousands of U.S. dirt roads in 
the early 1900s made a national high¬ 
way system. Intrepid travelers could 
drive from one place to another by 
navigating over those twisting passages, 
but such trips were slow and difficult. 
Well-established infrastructures, such 
as the present highway system, the tele¬ 
phone network and the electric power 
grid, have several simple but powerful 
properties. They are widely available: 
accessible to practically every American 
is a well-paved road, at least one tele¬ 
phone and several electric power out¬ 
lets. These infrastructures are also easy 
to use. No more effort is required than 
pushing a plug into an electric socket 
or talking into a telephone. And most 
important, these infrastructures serve 
as the foundations for countless useful 
activities. We conduct business deals 
and family chats over the telephone, fer¬ 
ry people, food and every conceivable 
good over the highways, and so on. 

Using these yardsticks, we can see 
that no information infrastructure ex¬ 
ists anywhere in the world today. Learn¬ 
ing how to use a computer still caus¬ 
es headaches, .And it is impossible to 
build even one application that can be 
used by aU the nation's computers. 

To escape the present chaos and to 
fashion our computers and networks 
into a true information infrastructure, 
we must endow networks with three key 
capabilities: flexible information trans¬ 
port capabilities, common services and 
common communications conventions. 
Flexible transport means that the 
infrastructure can carry information 
among computers with various degrees 
of speed, security and reliability. This 
requirement is vastly different from 
the capabilities of the telephone infra¬ 


structure, which was built to carry 1 dig¬ 
ital voice signals at a fixed speed of 
64,000 bits per second with uniform 
degrees of security and reliability. 

Humans only talk on telephone net¬ 
works; computers carry' on far more 
diverse activities. Computers can convey 
information at a wide range of speeds, 
from a few thousand bits per second 
for sending a brief text message to tens 
of millions of bits (megabits) per sec¬ 
ond For shipping high-resolution video. 

Depending on their tasks, computers 
also have variable access and security 
needs: arranging a personal loan elec¬ 
tronically demands more security than 
does chatting openly on an electronic 
bulletin board about the Boston Celtics. 
Some messages must also be sent with 
more precision than others. Convey¬ 
ing software, funds or lifesaving med¬ 
ical data requires perfection. A certain 
laxness, on the other hand, is tolerat¬ 
ed in the transmission of photographs, 
in which case a few T lost bits do not al¬ 
ter the meaning of the message. 

If users or their computers can set 


these “levers, 11 that is, choose the com¬ 
bination of transmission speed, securi¬ 
ty and reliability appropriate for their 
task, then they need only pay for the 
service they want. The alternative—a 
highly secure and lightning-fast trans¬ 
port service that would satisfy all po¬ 
tential needs—would be so expensive 
that it would never become widely used. 

As Vinton G. Cerf points out, the U.S. 
is making gradual progress in build¬ 
ing the hardware for a flexible network 
[see “Networks,” page 44 i Telephone 
companies and other network builders 
continue to lay down optical fiber lines 
that are capable of transmitting thou¬ 
sands of times—or eventually hundreds 
of thousands of times—more traffic 
than the traditional copper wire. An 
emerging standard for future telephone 
service, called broadband integrated- 
services digital network, wlU let users 
transmit data at speeds of up to 150 
megabits per second. By the end of the 
1990s, the U.S. may have in place a 
working gigabit network, capable of 
conveying video images that will rival 
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prize-winning photographs in their vi¬ 
brancy and crispness. 

Flexible service also means that peo¬ 
ple can tap into the infrastructure wher¬ 
ever and whenever they want. Wireless 
networks based on cellular and satel¬ 
lite systems will make this access pos¬ 
sible by letting automobiles and peo¬ 
ple wallang on the street be part of the 
world's information infrastructure. 

The second component of a proper 
information infrastructure is a set of 
common services that would be avail¬ 
able to everyone. At a minimum, there 
must be a few basic and necessary com¬ 
mon resources, such as directories— 
electronic white and yellow pages—of 
users and services. But there could be 


richer, universally shared resources as 
well: government tax codes and regu¬ 
lations, census data, the paintings in 
the National Gallery and the 1S million 
books in the library of Congress. 

To understand the third and most im¬ 
portant ingredient of an information 
infrastructure—common communica¬ 
tions conventions—consider again the 
frustrations of people trying to commu¬ 
nicate with grunts over the telephone. 
Any pair trying to communicate may 
assign meanings to a few specific grunts 
so they can understand each other. 
Crude as it may sound, that method is 
used today within groups of intercon¬ 
nected computers. A company and its 
suppliers, or even people within one 


large firm, draw up agreements to es¬ 
tablish specific formats for exchanging 
information. Although this approach 
works well for a small number, it be¬ 
comes absurd for a larger community. 
It is far more economical for everyone 
to agree on some conventions—in oth¬ 
er words, on a common language. 

One way to create such a language for 
computers involves what I like to call 
E-forms, or electronic forms. E-forms, 
the computer equivalent of mail-or¬ 
der forms, would be instantly recog¬ 
nized by any computer on the network 
that needs to do so. A handful are al¬ 
ready in use. Several years ago corpora¬ 
tions agreed on a broad format called 
the electronic data interchange (EDI) 
for settling business transactions, in¬ 
cluding sending invoices and ordering 
parts. Electronic services, such as Prodi¬ 
gy (developed by Sears, Roebuck and 
Co. and IBM), CompuServe and Dow 7 
Jones News/ Retrieval, offer E-forms for 
ordering airplane tickets and some mer¬ 
chandise. Unfortunately, these early E- 
f'orms are not universally used by com¬ 
puters but are restricted to those clients 
who pay for the services. 

Eventually E-forms might be filled in 
by speaking rather than by typing. A 
few prototypes exist: bond traders at 
Shearson Lehman Brothers and about 
40 other firms use voice-activated as¬ 
sistants to record sales of government 
securities. The machines have small 
vocabularies, however, and must be 
trained to understand a specific broker. 
A research system at the Massachu¬ 
setts Institute of Technology, called the 
Air Travel Information System (AITS), 
helps people wishing to book flights. It 
understands continuous speech by any 
speaker—including those who have ac¬ 
cents—provided the person wants to 
order a ticket. People normally phrase 
questions in many different ways. Yet 
the computer need only fit the ques¬ 
tion asked into one of a few categories. 
As a result, voice E-forms are much 
more feasible than general-purpose sys¬ 
tems for understanding speech. 

Whether typed or spoken, E-forms 
can also bridge different languages. For 
instance, an American ordering a pair 
of Italian shoes need only fill in an E- 
forrti in English; it would then automati¬ 
cally be translated into the correspond¬ 
ing E-form in Italian. Such facile trans¬ 
lation may make E-forms a key factor in 
the European Union's quest for com¬ 
mercial unification, providing the partic¬ 
ipating countries with an easy means to 
overcome linguistic barriers in routine 
business transactions. 

An alternative to this E-form Espe¬ 
ranto would be a Knowbot, first devel¬ 
oped by Cerf and Robert E. Kahn at 



PAPERLESS FACTORY at Raychem-Advanter in Richmond, British Columbia, relies 
on computers at every step in the manufacture of very small batches of aluminum 
adapters in thousands of sizes. A technician, who receives on-line information 
about the next job, uses an optical system to measure the new cutting specifica¬ 
tions and so can reset the lathe in just 12 minutes (rop). As the computerized nu¬ 
meric-control lathe begins cutting the part (bottom), a technician can also monitor 
the work using a continual stream of quahty-control data. 
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the Corporation for National Research 
Initiatives (CNRI). Knowbots are pro- 
grams designed by their users to travel 
through a network, inspecting and un¬ 
derstanding similar kinds of informa¬ 
tion, regardless of the language or Form 
in which they are expressed. 

Suppose, for example, that you want¬ 
ed to create a list of all the available car 
models that have enough backseat leg 
room for tall people and cost less than 
$18,000. If details on various vehicles 
are available through the information 
infrastructure but are represented in 
different formats by the manufactur¬ 
ers, you might unleash a Knowbot to 
roam the net and scan the various 
forms. Your Knowbot would understand 
enough about the different ways the 
same kind of information may be rep¬ 
resented to glean the relevant details 
from every entry. It would then process 
and present the information to you in a 
useful and familiar way. An early pro¬ 
totype Knowbot, designed by the CNRI, 
combs through data bases developed by 
the National Library of Medicine, look¬ 
ing for salient facts on people listed in 
publicly available data bases. 

Because Knowbots can be tailored to 
meet a person's needs and can tolerate 
diverse representations of information, 
they look more desirable than E-forms. 
But as we ask these programs to act 
with greater intelligence, they become 
far more challenging to build. 

Beyond creating a proper infrastruc¬ 
ture with these three elements, we must 
also develop computer hardw r are and 
software that can more naturally con¬ 
nect people and machines to the infor¬ 
mation infrastructure and, as a result, 
to one another. Lawrence G. Tester dis¬ 
cusses how designers are trying to 
transform hardware into tools as ac¬ 
commodating as a wristwatch [see “Net¬ 
worked Computing in the 1990s,” page 
10]. Most important, we must rethink 
how to link people and machines at 
the cognitive level so as to communi¬ 
cate understanding instead of grunts. 
To this end, Mark Weiser proposes we 
find ways to make the hardware fade 
into an inconspicuous feature of the en¬ 
vironment, even as it enhances our un¬ 
derstanding of the events and people 
around us [see “The Computer for the 
21st Century," page 78 J. 

T he most vibrant infrastructure we 
can build is one that allows free 
enterprise to flourish. The tele¬ 
phone companies will play a major role 
in laying down the physical fibers for the 
network and so bear the responsibility 
for providing flexible information trans¬ 
port services, some minimal common 
services and access to major shared re¬ 
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ON-LINE RESTAURANT RESERVATIONS can be made through a computerized guide 
(developed by IBM) to the 1992 Universal Exposition in Spain. Users pick a cuisine. 
Networked computers then relay the relevant restaurants and menus; they also take 
reservations. In addition, the system provides an electronic bulletin board. 


sources. But neither the telephone com¬ 
panies nor any other centralized body 
should decide what common communi¬ 
cations conventions should be offered; 
that should instead be the role of spe¬ 
cial-interest groups working outside the 
purview of the carriers. In addition, no 
central agency should have anything to 
say about what services will be offered 
through the information infrastructure. 
These new ? products and services should 
be devised by the millions of people 
and their computers that will use the 
infrastructure according to their own 
plans and for their own purposes. 

The information infrastructure will 
then resemble an old-fashioned village 
market. A multitude of goods and ser¬ 
vices will be bought and sold through 
this new information marketplace, as 
I like to call it. As in traditional mar¬ 
kets, not all transactions will be mon¬ 
etary, Some people wilt publish free 
manuscripts, others will engage in de¬ 
bates and still others will collaborate in 
creative and entrepreneurial ways, all 
through the network. 

We can begin to imagine the infor¬ 
mation marketplace by thinking about 
how it will change familiar information- 
handling services such as today's busi¬ 
ness mail. There is no reason to treat 
much of the mail as precious physical 
goods. The message is usually more 
important than the paper on which it 
is printed. This does not mean we are 
obliged to send a video clip of shimmer¬ 
ing red roses to someone we love. But 


when the content is more important 
than the medium, it is wasteful to trans¬ 
port the paper conveying the message. 

A speedy and flexible nationwide elec¬ 
tronic mail service could dramatically 
enhance the competitiveness of domes¬ 
tic industries. Whether a nation becomes 
a major producer of manufactured 
goods and services depends heavily on 
the quality and cost of the products it 
generates and the speed with which 
the products reach the market. Lower¬ 
ing the cost of production and trim¬ 
ming the time needed to design, pro¬ 
duce, sell and service products are all 
intimately related to the speed and flex¬ 
ibility of communicating and process¬ 
ing business information. 

In addition to conventional advertis¬ 
ing, manufacturers' computers may re¬ 
spond directly to queries for products 
with special features and prices broad¬ 
cast by the computers of potential con¬ 
sumers, Before buying a car, for exam¬ 
ple, a consumer would interact with the 
manufacturer's computers: via the infra¬ 
structure, she might request certain ba¬ 
sic features (namely, four-wheel drive), 
scrutinize the models that fit, then fur¬ 
ther tailor the car to her needs and wish¬ 
es by selecting specific options, fabrics 
and colors. 

Once the sale is made, her order 
would touch off an explosion of com¬ 
puter network activity. Automatical¬ 
ly, her descriptions would expand in¬ 
to a cascade of orders for the neces¬ 
sary systems and subsystems of the 
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car. The order would then generate in¬ 
structions that would time the arrival 
of these parts to the production floor 
and would direct the floor to assemble 
all these pieces. Such services could lead 
to the mass production of individual¬ 
ized products. As Thomas W. Malone 
and John F. Rockart point out, networks 
may enable independent contractors to 
create an organization overnight to fill 
a customer's specific demand—and then 
to dissolve it just as quickly [see “Com¬ 
puters, Networks and the Corporation," 
page 140]. 

The information marketplace will also 
change how we work with geographi¬ 
cally distant partners. An increasing 
number of conferences are already con¬ 
ducted over video links, but these con¬ 
ferences still require all the 
participants to be in the right 
place at the right time. New 
approaches to such collabora¬ 
tions will free people to take 
part in delayed and distribut¬ 
ed meetings. Lee Sproull and 
Sara Kiesler address the social 
and managerial implications 
of such "virtual" collaboration 
[see “Computers, Networks and 
Work," page 128]. 

Other services and oppor¬ 
tunities also become possible 
as the infrastructure dissolves 
geographic and temporal bar¬ 
riers. Remote medical diag¬ 
nosis and perhaps, some day, 
remote manipulation would 
bring experts close to needy 
patients who are physically 
thousands of miles away. The 
long-promised links between 
the workplace and the home 
would finally be forged. Be¬ 
sides offering many people Lhe 
convenience of working at home, the 
network would also open up new career 
opportunities for housebound parents 
of children and for physically handi¬ 
capped people. 

Because the infrastructure so rapidly 
handles the transport and processing 
of information, the services likely to 
gain the most efficiency from the in¬ 
frastructure are those that involve only 
information. Securing advice on a spe¬ 
cific legal, financial or medical problem 
could become a relatively easy and low r - 
cost undertaking. Prospective vacation¬ 
ers could explore a virtual island retreat 
from their home before booking tickets. 
Inquiries about government regulations 
would be answered in minutes rather 
than in months. Advice on building a 
house or baking a chocolate souffle 
would be at hand at any time. 

Computers are already heavily used 
in military training; specially designed 


flight simulators for pilots and so¬ 
phisticated war games for strategists 
have become standard practice. As net¬ 
worked computers grow T cheaper and 
more powerful, companies, too, will be 
able to afford such approaches. A firm 
might train its managers by confront¬ 
ing them with simulated problem sce¬ 
narios involving employees 1 complaints, 
project bottlenecks or one another. 
Other companies might sell such simu¬ 
lation services through the information 
marketplace. 

Even though much has been said and 
written about computers and educa¬ 
tion, we have yet to find the most effec¬ 
tive ways of applying computers to help 
people learn. As Alan C. Kay points out, 
computers do not magically improve 


schools. When used to drill students on 
rote memorization, the machines add 
little value [see "Computers, Networks 
and Education," page 148]. But by en¬ 
abling students to interact with rich in¬ 
tellectual resources, including distant 
teachers, libraries and museums, the 
infrastructure can be a strong ally in 
general education. 

In specific cases, we are discover¬ 
ing approaches that seem effective. At 
M. I .T., students participating in Project 
Athena learn French as they engage in 
a simulation of trying to rent an apart¬ 
ment in Paris. A high-resolution mov¬ 
ing image of a French speaker asks 
questions that students must answer. 

Eventually the infrastructure may 
even couple Individualized computer 
tutors with students. One such tutor 
might help a student analyze a specific 
bridge or, at a more ambitious level, de¬ 
sign bridges. If we can make research 


dreams come true, an even more ad¬ 
vanced tutor, endowed with the design 
approach and style of Frank Lloyd 
Wright, might help a student become a 
virtual apprentice of the master. 

Entertainment and publishing will 
be greatly enhanced by the information 
infrastructure. We will have easy access 
to millions of movies and music perfor¬ 
mances by renting them from collectors 
who offer their goods in the information 
marketplace. Video broadcasters, radio 
stations and videotape rental stores may 
lose some of their monopolistic hue 
as the information marketplace con¬ 
nects every supplier to every consumer 
throughout the nation and the world. 

Printed newspapers are unlikely to 
disappear because they are so conve¬ 
nient and inexpensive. But the 
information marketplace will 
also be an abundant source 
of timely information—includ¬ 
ing text, advertisements, mu¬ 
sic and video—contributed by 
anyone and perused freely by 
anyone else. These mountains 
of inf ormation will, in turn, cre¬ 
ate opportunities for a breed 
of electronic publishers and en¬ 
trepreneurs who will sift for 
diamonds, which they can then 
edit and publish electronically. 
Thus, even though publishers 
may not print their works on 
paper, the substance of gath¬ 
ering and reporting informa¬ 
tion will not change. Nicholas 
P. Negroponte describes relat¬ 
ed products and services that 
will emerge (see “Products and 
Services for Computer Net¬ 
works,” page 102]. 

Not only will the informa¬ 
tion marketplace enhance spe¬ 
cific sectors of the economy, but even 
greater collective benefits will flow from 
binding together previously unlinked 
parts of the economy. Consider, for ex¬ 
ample, the likely evolution of high-defi¬ 
nition television (HDTV). With the in¬ 
formation infrastructure in place, all 
die vexing questions about how HDTV 
will develop and who will control it will 
fade. Instead we need only adjust the 
flexible transport levers to make HDTV 
a reality, linking every home and office 
to every broadcaster and video rental 
service in the information marketplace. 
Interactive, how-to instructions, virtual 
museum visits or simulation sessions 
could exploit the visual power of HDTV, 
thereby benefiting the suppliers of and 
the many services that use high-defini¬ 
tion video as w^ell as the country 7 that 
has this infrastructure treasure trove. 

Where will this Information mania 
lead us? As w r e think about how far we 



CUSTOM-TAILORED TEXTBOOKS may help teachers de¬ 
sign lessons that meet the specific needs of students. One 
such effort is McGraw-Hill’s Primis software shown here. 


28 The Computer in the 21 st Century 









"STARBURST #21, M a computer-generated work by Lillian Schwartz, represents the 
artist’s view that “what the computer can do is subject to what we believe it can do 
for us.” It appears in The Computer Artist's Handbook, published by W. W. Norton. 


might use the technologies to stretch 
the ways people live, learn and work, we 
anticipate that a sophisticated informa¬ 
tion infrastructure should help in three 
ways. It should relieve many of the re¬ 
petitive, boring and unpleasant tasks 
related to processing and communicat¬ 
ing information. In this case, the com¬ 
puters’ effectiveness will be limited only 
by the extent to which they have been 
designed to understand the informa¬ 
tion that reaches them, regardless of 
whether the information is supplied by 
people or by computers. 

Second, the information infrastruc¬ 
ture should help us improve the ways 
we do things now, by speeding up ex¬ 
isting processes or by improving their 
quality. Although the flow of informa¬ 
tion can be greatly accelerated, the ulti¬ 
mate limits to these improvements are 
governed by the physical work involved, 
including those tasks that only people 
can carry out. No matter how fast the 
information flows, assembling a real car 
out of real parts still takes real time. 

The third major way computers and 
networks will touch our lives is by un¬ 
locking as yet unexplored possibilities. 
The neighborhoods we play in and the 
people with whom we do business no 
longer need he the ones close by but 
the ones we choose. 

T here is no question, too, that com¬ 
puters and networks will democ¬ 
ratize human communications. 
Nearly everyone would be able to pm 
his or her ideas, concerns and de¬ 
mands before all others. This freedom 
will undoubtedly bring sociological con¬ 
sequences, including the formation of 
electronic tribes that can span physical 
distance. 

The manipulation of video, sound and 
text by computers will let us explore 
new vistas. It will also further blur the 
boundary between virtual and real ex¬ 
periences. Even a plain old movie can 
deeply color the moods of passive view¬ 
ers, What might tomorrow's interactive, 
multisensory movies inspire? 

Influential as these tools will be, there 
are obvious limits to how r much they 
will change our lives: no amount of vir¬ 
tual reality can substitute for people’s 
real needs. Neither can computers and 
networks augment the human capacity 
to absorb information or the number of 
people with whom a person can interact 
or the quality 7 of human relationships. 

The information infrastructure will 
also introduce new challenges for soci¬ 
ety. Who should be liable for comput¬ 
er services that misbehave? T believe the 
people or companies who profit by pro¬ 
viding the services should be account¬ 
able. How will we ensure personal priva¬ 


cy on the network and yet protect users 
from computer crimes, worms and vi¬ 
ruses? We cannot yet answer questions 
like these with much certainty, but we 
should not hesitate to try to anticipate 
them, as both Anne W. Branscomb [see 
“Common Law 7 for the Electronic Fron¬ 
tier page 160] and Mitchell Kapor do 
[see “Civil Liberties in Cyberspace,” 
page 174]. 

Yet even as some of the promises that 
we seek will turn out to be mirages, so, 
too, some of the problems will evapo¬ 
rate like bad dreams. Some people wor¬ 
ry that these new technologies will tend 
to dehumanize us. In the worst techno- 
phobic scenario, men and women fixat¬ 
ed on computer screens and plugged 
into networks are rendered spiritless 
and become trapped in lonely and cru¬ 
el isolation. I find such concerns im¬ 
plausible. People are neither so naive 
nor devoid of instincts for self-preser¬ 
vation and control that they will sur¬ 
render their hu mani ty to their tools. 

Information infrastructures will evolve 
first in those industrial countries that 
need and can afford them. Vice Presi¬ 
dent A1 Gore identifies the role that na¬ 
tional governments must take in devel¬ 
oping these infrastructures [see “Infra¬ 
structure for the Global Village,” page 
156], Like the traditional highway and 
pow 7 er systems, these information in¬ 
frastructures will he woven tightly into 
the fabric of a nation, hard for others 
to copy or to emulate. And like these 
earlier infrastructures, they will give 
their builders certain unique econom¬ 
ic advantages. 

Once several national information in¬ 
frastructures are in place, countries 


will tie them together, much as nation¬ 
al power grids, airline routes and tele¬ 
phone circuits have been linked in the 
past. The result will be a global infor¬ 
mation inff astructure that will help the 
people of the world buy and sell infor¬ 
mation and information services and 
share knowledge and creative energy— 
we hope to the benefit of all . 

The opportunities along with die prob¬ 
lems that may well arise on tomorrow’s 
computers and networks will be new, 
different, unpredictable and worthy of 
our continual vigilance. Harnessing the 
electronic agents that will emerge from 
this infrastructure to support humanity 
may be our ultimate challenge. And yet 
the opportunities and shadows we face 
as we try to achieve our goals in the in¬ 
formation age are consistent with those 
we have grappled with during the agri¬ 
cultural and industrial eras. The alter¬ 
native—closing the door to technologi¬ 
cal discovery so as to avoid societal pit- 
falls—is unacceptable to the probing 
nature of the human spirit. 
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Domesticating 

Cyberspace 

A technophile and the information, 
entertainment and communications industries 
have discovered the source of next-generation 
electronic products—the network 

by Gary Stix 


T o prepare for a congressional 
hearing, Vinton G, Cerf sent out 
an open message on the web of 
computer networks called the Internet. 
Cerf, who is president of the Internet 
Society, asked users how they found the 
network to be helpful. Within a matter 
of hours, thousands of replies arrived 
in his electronic mailbox. “Without the 
infrastructuie of the Internet, asking 
people about the network would not 
have been worth it, since the answers 
would have taken far too long to re¬ 
ceive, and it would have been impossi¬ 
ble to sort through the masses of pa¬ 
per,” Cerf said. 

Among the responses was a note 
from a professor at the University of 
Southwestern Louisiana recounting how 
his offer to teach a class using electron¬ 
ic mail relayed over "The Net” elicit¬ 
ed responses from some 15,000 pros¬ 
pective students. A blind student told 
of tracking down archives of William 
Shakespeare's works that could be read 
through his speech synthesizer. Anoth¬ 
er story mentioned how President Bill 
Clinton's visit to a Silicon Valley com¬ 
puter manufacturer was quickly ren¬ 
dered into a stream of digital bits and 
transmitted over the network to hun¬ 
dreds of sites. 

The creative ferment of the Internet— 
with its thousands of computer net¬ 
works, comprising 1.7 milli on com¬ 
puters in more than 125 countries—is 


frequently invoked by the legislative le¬ 
gions in Washington who want to ex¬ 
tend some version of electronic net¬ 
working to every home, school, library 
and hospital in the country' under the 
rubric of a National information Infras¬ 
tructure. Not surprisingly, the Internet's 
20 percent average monthly traffic in¬ 
creases on its most heavily used seg¬ 
ment have also tickled the fancy of me¬ 
dia and communications megaliths en¬ 
tranced by an information service with 
growth rates measured on logarithmic 
scales. 

The explosion of activity on the In¬ 
ternet has coincided with the ascendan¬ 
cy of a vice president who readily pos¬ 
es for photographs beside an ion-beam 
implanter as well as an unusual conflu¬ 
ence. of interests among computer, com¬ 
munications and entertainment giants. 
The migration to the Internet by uni¬ 
versities, government agencies, commu¬ 
nity organizations and even business 
electronic mail users is seen as stir¬ 
rings of mass appeal for electronic net¬ 
working beyond the automated teller 
machine. "1 see seeds of a National In¬ 
formation Infrastructure in Internet," 
says Robert W, Lucky, vice president of 
applied research at Bell Communica¬ 
tions Research (Bellcore). 

Moreover, the technical accoutre¬ 
ments are almost in place to extend 
the technology 7 of computing into the 
television set reposing on the living- 


GUIDING LIGHT for gigabit networks will be photonic technologies that will be¬ 
come the foundations for a National Information Infrastructure. An AT&T Bell Lab¬ 
oratories researcher monitors the fabrication of a fiber for an optical amplifier that 
is made by depositing a vapor of erbium into a glass rod. 
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room credenza—the same trend that 
saw it move from the mainframe data 
center during the 1980s to the office 
worker's desktop, like the interstate 
highway system, the main arteries of the 
“information superhighway" envisioned 
by Vice President .41 Gore have been 
under construction for the past decade. 
The flow on AT&T's transcontinental 
network tops out at 3.4 gigabits per sec¬ 
ond, or, in the popularized measure¬ 
ment, more than three encyclopedias' 
worth of text a second. Although data 
compression technologies can send a 
digitized movie over existing copper 
wires, lightwaves may prevail. Coming, 
the fiber manufacturer, estimates that 
roughly 2,3 million miles of fiber may 
be strung in 1993 by leading cable and 
local telephone companies, a 25 percent 
rise over last year, (From 12 to in ex¬ 
cess of 200 fibers may fit into a single 
cable, so the actual number of miles of 
cable laid will be about 55,000.) 

What telephone and cable companies 
propose to build* either together or as 
competitors, are the “on and off ramps," 
and the toll booths, to these electronic 
transcontinental thoroughfares. They 
will own, if Washington so allows, both 
the medium and its message units. For 
the consumer, the cost of admission will 
be not just the quarter for a pay call but 
a few dollars more for the video con¬ 
ference, the pizza order and every epi¬ 
sode ever recorded of “My Mother, the 
Car." The $20 or 530a month for a ca¬ 
ble bill could double or triple, once “on¬ 
line connect" charges are added. 

To garner the requisite expertise and 
billions of dollars in financing, the di¬ 
vested Baby Bells and the cable televi¬ 
sion companies have sheathed their 
swords to form multimedia kefretsu that 
make an art of the joint venture and 


strategic partnership. U.S. West teamed 
up with Tele-Communications, Inc. (TCI), 
the largest U.S. cable deliverer. Later the 
same regional telephone company an¬ 
nounced an agreement with cable giant 
Time Warner. Another, Bell Atlantic, has 
set itself up to be a supplier of video 
pipes for local cable companies. AT&T 
is preparing to launch an interactive 
television trial with the cable company 
Viacom. And Southwestern Bell has pur¬ 
chased two cable companies near Wash¬ 
ington, D.C. “The Mongol hordes are 
raging, but there is no Genghis Khan nor 
a David Samoff,” observes Michael Haw¬ 
ley, a professor of computer science 
and electrical engineering at the Massa¬ 
chusetts Institute of Technology's Me¬ 
dia Laboratory. 

Boardwalk and Park Place 

Indeed, futurists such as George Gil¬ 
der of the Discovery Institute, a con¬ 
servative West Coast think tank, assert 
that the inexorable pace of technolog¬ 
ical advance will encourage a wealth 
of competitors—direct-broadcast satel¬ 
lites, cellular television or hand-held 
personal communications devices—that 
will nibble away at the grand old mo¬ 
nopolies held by the offspring of Ma Bell. 
In Gilder's view, the existing regulatory 
framework is antiquated and should be 
scrapped so that companies can form 
partnerships or engage in a free-for-all 
as they choose. But that has not yet hap¬ 
pened. The cable industry has just been 
reregulated because of service prob¬ 
lems, rate gouging and the failure of 
competition to emerge in local markets. 
And the basic connections to die home 
on the telephone company's local net¬ 
work are still a protected preserve. 

Even before Gore put forward die no¬ 


tion of an electronic superhighway, ca¬ 
ble companies were beginning to use 
optical fiber to improve their existing 
networks. Their goal was to eliminate 
the string of failure-prone electronic am¬ 
plifiers that are needed to boost the sig¬ 
nal every 2,000 feet—one reason that 
cable systems often have outages. "In 
a large, urban cable television network, 
the distance to the furthest subscriber Is 
about 40 amplifiers,” says John Ryan, 
a South San Francisco communications 
consultant, "That's a maintenance night¬ 
mare." Just as important is the fact that 
the amplifiers induce noise into the net¬ 
work, which affects picture quality. This 
equipment also inhibits the two-way 
communication needed for ordering 
videos or products hawked on a home¬ 
shopping show. 

In the upgraded networks, optical ca¬ 
bles reach a point a mile or less from 
a group of homes. Then existing coax¬ 
ial cable provides the rest of the link. 
In raw communications capacity, this 
cable supplies the industry with an 
advantage over the narrow bandwidth 
in the telephone network's copper wir¬ 
ing. The coaxial cable can carry up to 
1,500 channels of compressed video 
signals for short distances. The cables 
that constitute the physical pathways 
of this terrestrial television network 
already pass about 95 percent of U.S. 
homes and serve almost 60 percent of 
all households, according to market re¬ 
search estimates. 

After the election of Clinton and Gore, 
some of these capital upgrade programs 
were politically corrected to become 
information superhighways. The “Info¬ 
structure Network" is the trademark 
that TCI has applied for. The company 
announced in April a four-year, S2-b0- 
lion capital-spending plan to lay fiber 


Today’s Cable and Telephone Networks 

C able television supplies a one-way, high-capacity broadcast medium for trans¬ 
porting videos to the home (left), whereas the telephone company's copper 
wires (right) furnish switched communications between two or more parties but pro¬ 
vide limited capacity for video transmission for delivery of entertainment services. 
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Evolution of Local Communications 

A ring around the city will extend to businesses, schools and government offices 
as telephone and cable companies use optical fiber to combine voice, video 
and data for building interactive communications networks. Videos received by mi¬ 
crowave or satellite, or stored in a local video server, will be channeled through a 
high-speed switch along with voice and data traffic. Telephone and cable compa¬ 
nies will string fibers near a home, where optical signals will be converted to elec¬ 
trical impulses. Telephone companies (bottom right) may complete the link with 
copper wiring for telephone calls and coaxial cable for television. Cable providers 
(top right) may use a coaxial connection for video and personal communications 
services (wireless networks) for telephone calls, although telephone companies 
are also investigating networks built on this cellular technology. 
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throughout its network. It also wants 
to employ technology that would allow 
decoding of compressed digital televi¬ 
sion signals, enabling delivery of more 
than 500 channels. 

Because of the capacity of exist¬ 
ing coaxial links to the home, the ca¬ 
ble industry may be able to rebuild its 
network with fiber for 5200 to $300 
per customer, whereas telephone com¬ 
panies may need to spend $1,500, ac¬ 
cording to market and academic re¬ 
searchers. That differential may narrow', 
though, when cable companies must go 
beyond merely broadcasting their pro¬ 
gramming, as they do now, to furnish¬ 
ing switching services that can route a 
voice call or a video conference from 
one point on their network to another, 
as does the telephone company. Cable 
companies may also have to learn some¬ 
thing about customer service. They have 
not been compelled to maintain the 
same level of service reliability as the 
telephone companies. Having access to 
911 is deemed more important than be¬ 
ing able to view T "The Simpsons." 

Meanwhile the regional telephone 
companies have been spending a lot of 
time in Washington since the election. 
Top executives from the Baby Bells met 
with Gore in mid-April to ask that re¬ 
maining restrictions of the Bell divesti¬ 


ture agreement, such as the prohibition 
against their supplying long distance, 
be lifted, hi exchange, they promised 
to accelerate their investments in new 
technologies over the next 22 years by 
5100 billion more than the $350 billion 
they had originally expected to spend. 
Reaction to such proposals has been 
mixed. “If you let local telephone com¬ 
panies into long distance, that’s all 
you Ye doing—putting Humpty-Dumpty 
back together again," MCI Communica¬ 
tions chairman Bert C. Roberts, Jr. t said 
in a speech. 

So far the Clinton administration 
has given no official response, but the 
progeny of Ma Bell have already gotten 
much of what they wanted. The Federal 
Communications Commission opened 
the door last year for telephone compa¬ 
nies to carry video programming over 
their networks. But a prohibition against 
owning or licensing programs in the 
companies’ own serving areas stands. 
After the fcc decision, New Jersey Bell, 
which has plans to pave virtually all 
of its network with fiber by the year 
2010, struck an agreement with two ca¬ 
ble companies to provide this “video 
dial tone." 

Despite wider regulatory latitude, the 
Baby Bells are not satisfied. Bell Atlantic, 
the parent of New Jersey Bell, wants to 
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become a cable company and has set 
up a separate subsidiary called Bell At¬ 
lantic Video Services. Along with Chesa¬ 
peake & Potomac Telephone Compa¬ 
ny of Virginia, another operating unit, 
it sued the federal government last 
December, charging that the program¬ 
ming prohibition violates the compa¬ 
ny’s First Amendment rights. The news¬ 
paper, broadcast and cable industries 
have filed friend-of-court briefs in op¬ 
position. Two bills in Congress would 
also release the telephone companies 
from these programming restrictions. 

At the same time, the telephone com¬ 
panies 1 technical ability to compete with 
the cable networks is slowly improving. 
In many cases, they already have fiber 
pipes connecting their switching offices. 
Fiber constitutes almost 5 percent of to¬ 
tal cabling (the rest is copper) in the 
Baby Bells 1 network. In extending these 
links, fibers will not stretch all the way 
to a home but to a curbside attachment 
point, or optical network unit, a few 
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The U.S. Lead in the Information Age 

TELEPHONES 

U.S. 

JAPAN 

EUROPE 

LINES PER 100 PEOPLE 

4 8.9 

42.2 

42.2 

CALLS PER PERSON PER MONTH 

43.4 

46.1 

48.7 

CELLULAR TELEPHONES PER 1 00 PEOPLE 

2.6 

1.2 

1,2 

TELEVISION 




HOUSEHOLDS WiTH CABLE (PERCENT) 

55.4 

13.3 

14.5 

VCR-RELATED EXPENDITURES PER HOUSEHOLD 
PER YEAR IN DOLLARS 

44.6 

35.3 

14.1 

COMPUTERS 




PERSONAL COMPUTERS PER 1 00 PEOPLE 

28.1 

7.8 

0.6 

DATA-BASE PRODUCTION (PERCENT OF WORLD) 

56.0 

2.0 

32.0 



SOURCE: Consumer Federation of America 


hundred feet away. From there, coaxial 
cable will bring the video signals into 
individual homes; copper wires will car¬ 
ry in the telephone signals. A North Car¬ 
olina company, BroadBand Technolo¬ 
gies, has introduced the electronics for 
a fiber transmission and switching sys¬ 
tem that forgoes the complex modula¬ 
tion and circuitry used to broadcast 
cable programming. Similar to the tech¬ 
nology used in some computer local- 
area networks for offices, it may be able 
to offer interactive video to the home 
for less than $500, the company claims. 

Yet the telephone companies have 
still to deliver on the promise of some 
investments already made. A network 
that could seamlessly switch digital 
voice, data and video—the essence of 
an electronic superhighway—has been 
talked up for a decade by the Baby 
Bells as part of a scheme known as In¬ 
tegrated Services Digital Network, ISDN 
for the home would supply two digi¬ 
tal channels, each 64,000 bits per sec¬ 
ond (the amount of bandwidth required 
for an uncompressed digital voice sig¬ 
nal), and an additional data channel of 
16,000 bits per second. Besides giving 
the consumer two telephone lines, these 
digital channels would dwarf the capaci¬ 
ty of the analog modems that now' trans¬ 
mit digital signals along telephone lines 
at speeds up to 14,400 bits per second. 

The digital switches and software for 
ISDN are in place in many telephone 
company switching offices, paid for out 
of basic telephone rates. Although ISDN 
may furnish most of the capabilities of 
a broadband-fiber network, the tele¬ 
phone companies have lagged in deploy¬ 
ing the technology at affordable rates. 
Today five states have ISDN tariffs tar¬ 
geted to residential customers, and 
costs can be high. Telephone companies 
say the service will become more wide¬ 
ly available now that a set of technical 
standards is in place that lets switch¬ 
ing equipment from one manufacturer 


work with that of another in routing 
ISDN's digital signals. 

Mark N. Cooper, director of research 
for the Consumer Federation of Ameri¬ 
ca, argues that the telephone company's 
focus on optical-fiber technology will 
cost billions and lead to overcapacity for 
already underutilized digital switches. 
Nor is it necessary to build these broad¬ 
band networks to keep the U.S. ahead of 
foreign competitors. According to the 
federation, the U.S. has the world's most 
advanced telecommunications infra¬ 
structure, outpacing Europe and japan 
in the penetration of telephone lines, 
cellular telephones, cable television and 
personal computers. Especially signif¬ 
icant is the fact that the U.S. popula¬ 
tion has absorbed many times the num¬ 
ber of personal computers as have the 
Europeans or the Japanese. ‘‘The argu¬ 
ment that pulling fiber will advance 
them ahead of us when nobody there 
has PCs is a non sequitur," Cooper says. 

Low-Fiber Diets 

The sense of urgency to deploy fiber 
may be further mitigated by asymmet¬ 
ric digital subscriber line (ADSL), a tech¬ 
nique developed by Bellcore, the re¬ 
search arm of the local telephone com¬ 
panies, ADSL uses specially designed 
transmitters and receivers to reduce 
the interference and noise normally en¬ 
countered on a copper line. It would per¬ 
mit transmission of compressed video 
signals over ordinary' copper wire—at 
best, superior in quality to a conven¬ 
tional television picture. The ADSL trans¬ 
ceiver can he attached to a single sub¬ 
scriber line without having to string op¬ 
tical fibers to an entire neighborhood. 

The Electronic Frontier Foundation 
(EFF), an organization established by 
software entrepreneur Mitch Kapor, has 
become an advocate for these digital 
technologies because they allow r a mail 
message or a digital video file to be rout¬ 


ed from any sender to any receiver with 
the telephone network's switching capa¬ 
bilities—an inherently democratic com¬ 
munications medium, “It makes people 
into information publishers as well as 
consumers," says Daniel J. Weitzner, the 
EFF's senior staff counsel. 

Such a switched architecture contrasts 
with the cable network that broadcasts 
one program to many receivers. Vestig¬ 
es of this hierarchical system may per¬ 
sist even after cable networks permit 
two-way communication over their tele¬ 
vision networks or after the telephone 
companies build optical links, Weitzner 
says, “There's a concentration of enor¬ 
mous economic power behind this me¬ 
dia distribution," he notes. “What we 
may be looking at is one-way entertain¬ 
ment coming down through the pipe 
with a little upstream capacity to select 
a movie or an item out of the Victoria's 
Secret catalogue," 

Some networking experts believe 
that anything but broadband pipes will 
quickly be exhausted. “You only get a 
chance to build new infrastructure ev¬ 
ery once in a while," says Rick Weingar- 
ten, executive director of the Computing 
Research Association, which represents 
academic and corporate researchers. 
But one key legislator who agrees with 
the EFF's position is Representative Ed¬ 
ward J. Markey of Massachusetts, chair¬ 
man of the House Subcommittee on 
Telecommunications and Finance. He 
has stated that he would like to see dig¬ 
ital services widely deployed before his 
retirement in 2015, the date that tele¬ 
phone companies would finish laying fi¬ 
ber throughout the local telephone net¬ 
works under an accelerated schedule. 
“The goal is not fiber to the home but 
information to the home," Markey says. 
Before the year's end he hopes to intro¬ 
duce legislation that will require the re¬ 
gional telephone companies to file tar¬ 
iffs at affordable rates For digital ser¬ 
vices, such as ISDN. 

Whether or not the National Informa¬ 
tion Infrastructure ends up being bom 
optical or relies on digital technologies 
that can utilize existing copper wires 
and coaxial cable begs the question of 
who will pay—and how. And here, too, 
the ad hoc Internet has been drawn 
into the center of the debate over the 
appropriate role that government and 
industry should play in building and 
operating communications networks. 

This past March executives from the 
major local and long-distance telecom¬ 
munications companies signed a poli¬ 
cy statement that outlined their vision 
of the place for government and the pri¬ 
vate sector in constructing networks. 
Arguing that government subsidies for 
building networks will deter commercial 
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providers from entering these markets, 
the telecommunications industry broke 
down networking into two categories: 
"experimental" and “production." 

Experimental gigabit networks could 
receive direct government funding. Pro¬ 
duction networks, those tapped into by 
researchers who do not require such 
advanced communications capabilities, 
would be built and operated entirely by 
the private sector. Federal funding for 
building the academic and research net¬ 
works used for routine communica¬ 
tions such as electronic mail would be 
phased out, although the government 
could subsidize users who purchase 
connections to the network from com¬ 
mercial providers. 

Some of these suggestions are in line 


with what the government was already 
planning. In coming years, the National 
Science Foundation (nsf) wants traffic 
traveling over its “backbone” network- 
today the main conduit for the Inter¬ 
net—to be carried by commercial sup¬ 
pliers. Instead of the existing backbone, 
the agency has commissioned a high¬ 
speed network that will be limited large¬ 
ly to research on communications and 
supercomputers. 

The telephone industry's well-defined 
categorizations have riled leaders of or¬ 
ganizations that establish and manage 
the various “mid-level" networks run by 
universities, research institutes and li¬ 
braries. The nsf, though, will continue 
for a time to provide a needed measure 
of funding for building and operating 


some of these networks. This dispute, 
it is feared, could ultimately disrupt the 
spontaneous, grass-roots quality that 
has enabled the Internet to grow into a 
worldwide network serving some 10 
million users. 

The telephone industry has been lob¬ 
bying hard in Congress to make sure 
the public-private distinctions are re¬ 
tained in various bills to fund appli¬ 
cations for health, education and libra¬ 
ry services under the rubric of the Na¬ 
tional Research and Education Network 
(NREN). If the Internet—or some out¬ 
growth of it—evolves into a network that 
connects schools, hospitals and other 
public institutions, the telephone com¬ 
panies believe they may have a role in 
providing the kind of services they fur- 


E arlier this year the Federation of 
American Research Networks, a 
nonprofit group that promotes use of 
computer networks in research and 
education, asked how the Internet can 
be of value to schools, health care 
and various public institutions. Here^s 
a sampling of what people said. 

Bruce Daley, teacher, Elaine Wynn 
Elementary School, Las Vegas, Nev.: 
“Paul Smith, a 24-year-old doctoral 
student from Latrobe University in 
Melbourne, Australia, was recently as¬ 
signed to Casey Research Station on 
the continent of Antarctica. While sta¬ 
tioned at the research facility, Smith 
used electronic mail over the Inter¬ 
net to describe his experiences of liv¬ 
ing and working in Antarctica to my 
third-grade class." 

Norman F. Herzog, manager, engi¬ 
neering department, UNO Television, 
University of Nebraska at Omaha: 
“My daughter was scheduled for sur¬ 
gery in October of 1991 for correction 
of scoliosis {curvature of the spine). 
In late summer of that year, I decided 
it was important to learn more about 
scoliosis. A library catalogue search 
over the Internet led me to discover 
that another daughter had symptoms 
that could mean our family was af¬ 
fected by a serious hereditary disor¬ 
der known as Marfan syndrome. I 
used a specialized Internet service, 
called WAIS, that let me search mul¬ 
tiple data bases. The bibliographies 
led me to physicians who knew how 
to diagnose and treat it. The Internet 
may have saved my daughter's life!” 


Stories from “The Net” 

Allan G. Farman, professor, radiolo¬ 
gy and imaging sciences division. 
University of Louisville: “In dentistry, 
approximately 20 percent of all pro¬ 
cedures require prior approval based 
upon the submission of radiographs. 
The Internet has proven very effi¬ 
cient and reliable for transmission of 
the relatively small amount of data in 
dental images. Transmission rates of 
20 seconds have been possible for im¬ 
ages between Louisville and Seattle, 
Vancouver, Torino, Italy, and Amster¬ 
dam, the Netherlands. Image analysis 
has shown that there is no loss of in¬ 
formation during transmission." 

Ferdi Serim, computer teacher, West 
Wmdsor/Plainsboro Regional Schools, 
Plainsboro, N.J.: “I strive to make the 
classroom a place where children feel 
comfortable exploring, and through 


the Internet our 'playground' is truly 
global. One example was the Cherno¬ 
byl exercise. It lasted only 36 hours, 
but it was profound. On Monday, at 
noon, a message came over the In¬ 
ternet stating that 40 students from 
the contaminated zone in Chernobyl 
would be visiting a health spa in En¬ 
gland. On Tuesday morning, my first 
two classes used our wnrd-processing 
skills to craft 'get well* messages for 
the children. It took a little more than 
an hour to write 50 messages and 
30 seconds to send them to England. 
The next morning we received a reply 
from the Russian teachers. They w f ere 
amazed that U.S. children knew and 
cared about the plight of their stu¬ 
dents. History, science and language 
arts blended to make a personal sense 
of current events tangible to our stu¬ 
dents in a way otherwise impossible.” 



Ferdi Serim's computer class 


The Computer in the 21st Century 35 





nish on their large voice networks: reli¬ 
able access and sophisticated billing ca¬ 
pabilities. To make their point, they have 
named managers with titles like mar¬ 
keting director for Intemet/NREN and 
executive director for National Informa¬ 
tion Infrastructure Initiatives. “This is 
a delicate thing,” says Bellcore's Lucky. 
“The Internet is a wonderful sociologi¬ 
cal experiment. The question is, can it 
be scaled up to an industrial-strength 
network and still retain its flavor?” 

Internet veterans point out that tele¬ 
phone companies have yet to deliver. 
The Baby Bells generally do not supply 
the types of expertise and services— 
software to route messages on the net¬ 
work, for example—that users expect 
from smaller networking organizations. 
“These markets may not have a lot of 
money in them,” says Weingarten of 
the Computing Research Association. 
“They're not well organized, and they 
are not attractive for the telcos to go hit¬ 
ting on.” Others guess that (he commu¬ 
nications services market may, in fact, 


exceed SI00 million nationwide, hut 
the telephone companies' staidness is 
keeping them away. “They don't have 
the trained staff—they don't have the 
experience in operating these kinds of 
networks,” Cerf charges. “What they’re 
offering is a pack of excuses instead of 
getting in and getting their feet wet.” 

While sparring continues over the 
Internet's future, the media-marketing 
empires are forging biHion-dollar deals. 
Their reason is not solely an altruistic 
urge to better serve needy schools and 
hospitals but the belief that traditional 
broadcast and print media will merge 
into a multimedia cloud that can float 
into the consumer's head during the 
more than seven hours a day the televi¬ 
sion is switched on. “The country' needs 
an information supermarket, not an 
information superhighway ” says Amo 
A. Penzias, who is AT&T Bell Laborato¬ 
ries's vice president for research. 

Yet no one knows whether consumers 
are truly interested in foraging through 
a video wilderness of 500 to 1,000 chan¬ 


nels. The idea that people want a vir¬ 
tually infinite choice of programming, 
not 10 or so channels, strikes some tra¬ 
ditional broadcasters as an absurdity. 
“They won't buy the accountancy' chan¬ 
nel, the plumbing channel or the hardy 
perennials channel," Howard Stringer, 
president of CBS/Broadcast Group, told 
an audience at a broadcasters' conven¬ 
tion this past April. 

Reasonable people will differ. “There's 
a magazine called Guns and Ammo" 
Penzias says. “There are people who will 
sit there ail day reading about a bullet. 
As far as they're concerned, if there is a 
channel devoted to guns, their program¬ 
ming will improve," 

This kind of frenzied activity has a 
cyclical quality. In the late 1970s the 
Knight-Ridder company assembled in 
great secrecy a team of editors and tech¬ 
nologists to create Viewtron, a service 
with community news, banking services, 
travel reservations—many of the things 
that interactive television promises, with 
the addition of the video. A fatal mis¬ 
take then was giving customers a termi¬ 
nal from AT&T that was incompatible 
with the Apple and IBM computers that 
were gaining widespread acceptance. 

tn 1986, after spending $50 million, 
Knight-Ridder dropped its experiment. 
Viewdron subscribers primarily logged 
onto the system for electronic mail and 
bulletin boards that now draw personal 
computer aficionados to on-line servic¬ 
es like CompuServe and Prodigy as well 
as to the Internet. 

Deja Viewtron 

But spurred by improvements in the 
cost and performance of computing 
technology, Knight-Ridder has come 
back for more, although it is treading 
cautiously. For some time, it has sup¬ 
plied on-line text versions of its newspa¬ 
pers. Last fall it set up an information 
design laboratory in Boulder, Colo., that 
is exploring (he concept of an all-elec¬ 
tronic newspaper that goes beyond 
sending plain text files by modem. This 
time the group has no plans to com¬ 
mission special hardware, as it did be¬ 
fore from AT&T. But it is experiment¬ 
ing with early versions of a two-pound, 
tabletlike computer consisting of a flat- 
panel screen about the size of a stan¬ 
dard sheet of typing paper. 

A penlike pointing device lets a reader 
unpack a full news story from a page 
full of abstracts, similar to the Wall 
Street Journal's front-page new T s sum¬ 
maries. These stories could be beamed 
to an electronic tablet over a radio link. 
The reader might then access a num¬ 
ber of other stories, old or new, in the 
newspaper’s data base: sidebars on dif- 


HOW FAST THE INFORMATION AGE COMES HOME... 




SOURCE: Consumer Federation of America 


ADOPTION OF A TECHNOLOGY by most U.S. homes can take little more than a de¬ 
cade or as long as 75 years (top chart). Diffusion often accelerates as costs drop 
(bottom chart )—a reason interactive services may now T prove more successful. 
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TALKING BACK TO THE TV may become the great American 
pastime if electronic video stores and newspapers lake hold, 
Roger F. Fidler of Knight-Ridder's Information Design Lab¬ 
oratory is leading an effort to create a prototype electronic 


newspaper using a computerized tablet (left), and Microsoft 
has developed a working model of an interactive movie guide 
that would run on a cable television version of its popular 
Windows operating system {right). 


ferent ethnic groups in Bosnia, maps of 
the region and short video clips. 

The secrecy that surrounded View- 
tron is gone. Today there is a premium 
on risk sharing. Knight-Ridder teamed 
up this past spring with several other 
media companies—Gannett, Hearst and 
Times Mirror, among them—to support 
the "News in the Future” program be¬ 
gun by the M.I.T. Media Laboratory with 
$6.5 million over five years. "We're try¬ 
ing to make news understandable to 
the machine," says Nicholas P. Negro- 
pome, the Media Lab's director. 

But the integration of artificial-in¬ 
telligence techniques into the process 
of editing and reading a newspaper is 
poorly understood and controversial. 
The Media Lab has been a leader in the 
development of "agents," a kind of soft¬ 
ware version of the television charac¬ 
ter Max Headroom. The agent, in princi¬ 
ple, will watch a reader, note his or her 
preferences and then go out and dredge 
up news items from the terabytes of in¬ 
formation in data banks, the makings 
of a personalized newspaper. "The idea 
of an intelligent agent asking whether 
you would like french fries with that 
burger is something that people don't 
really like," says Diana Hawkins, a for¬ 
mer Media Lab researcher, who heads 
her own firm. Interactive Associates. 

To Roger F, Fidler, a member of 
the original Viewtron team, agents may 
yield an improved method for report¬ 
ers and editors to ferret out informa¬ 
tion from large stores of information. 
The actual task of editing a newspa¬ 
per—the decisions by the editor about 
what news is important—is a form 
of nonsequential organization that sur¬ 
passes what may be accomplished by 
an agent or other computer techniques 
to link data. “One of the things not well 
understood by technologists is that ed¬ 


itors spend a good deal of time antici¬ 
pating what readers want," Fidler says. 
"People think you can just hit this in¬ 
finite ‘more 1 button, and things will 
just materialize out of cyberspace." 

Overlaying proved and familiar ele¬ 
ments—lead story, headline and lead 
paragraph—onto the amorphous struc¬ 
ture of tiie electronic medium may turn 
out to be the best way to wean read¬ 
ers away from cellulose, Fidler believes. 
The saving grace of the electronic news¬ 
paper may be institutional survival. 

During the 1960s and 1970s, news¬ 
papers decided to invest in comput¬ 
er technology to reduce the high costs 
that were making them uncompetitive 
against radio and television. “Today 
newspapers up to the printing press are 
digital," Fidler says. "The vestige of the 
industrial age is the printing press, and 
that is where the next opportunity lies 
to make enormous savings." 

Despite the rush toward digital me¬ 
dia, Penzias’s vision of an information 
supermarket may be years away. .And 
it may bear little resemblance to an at- 
home video store or an electronic news 
broadsheet. But what has begun to 
emerge are the bits and pieces of tools 
for handling any type of digital infor¬ 
mation, particularly the intensive pro¬ 
cessing and storage needs of video and 
film. These trusses and pillars of the 
information infrastructure could help 
spur a reemergence of a U.S. consumer 
electronics industry, since most of the 
technology 7 is based on the innards of 
personal computers and workstations. 

Moreover, the information revolu¬ 
tion will almost certainly be televised. 
Simply concentrating on building TV 
sets that produce a crisp, photograph- 
quality image, once thought to be the 
cornerstone of the next generation in 
consumer electronics, is already begin¬ 


ning to take a backseat to incorporat¬ 
ing computing power into home video 
displays. A laggard in getting involved 
with high-definition television (F1DTV), 
the U.S. came up with digital technolo¬ 
gies that ultimately won out over ana¬ 
log transmission systems being consid¬ 
ered as standards in Europe and Japan. 
In 1990 the General Instrument Corpo¬ 
ration devised an ingenious HDTV pro¬ 
totype that combined a variety of com¬ 
pression technologies to cram a digital 
video signal into the six megahertz of 
bandwidth allocated to broadcasters. 

High-Definition Computing 

Other companies and institutes sub¬ 
sequently turned their efforts to de¬ 
veloping digital systems. At the same 
time, the computer industry argued for 
standards that would make the new 
sets compatible, in all respects, with 
the computer. This should encompass 
the way the cathode-ray gun paints the 
lines on the screen, the shape of the 
picture elements and the encapsulation 
of data into small packets. “The next 
generation of technology should take 
into account up front that the television 
is a digital display device," says Lee Mc¬ 
knight, who directs M.I.T.'s program on 
digital open high-resolution systems. 

At the National Association of Broad¬ 
casters meeting in mid-April, Apple 
chief executive John- Sculley suggested 
that HDTV's bandwidth could be bro¬ 
ken up into smaller channels as need¬ 
ed, an “intelligent data stream" for pro¬ 
grams with multiple camera views or 
text inserts. A viewer might look at a 
newscast on the environmental impact 
of a new dam by clicking a remote con¬ 
trol button to choose the viewpoint of 
a construction worker or that of a fish¬ 
erman. “I think that may be at least as 
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interesting if not a more interesting op¬ 
portunity during die 1990s than HDTV 
itself," Sculley noted. 

By late May the computer companies 
seemed to have gotten at least some 
of what they sought. The major groups 
developing systems for testing under 
the Fee's aegis announced they had 
agreed to put forward a single digital 
standard for HDTV. Their proposal is a 
compromise that accommodates both 
interlaced scanning—one in which ev¬ 
ery other row is drawn on the screen 
by an electron beam—and the progres¬ 
sive scan (in which each row 7 is succes¬ 
sively traced), the format desired for 
compatibility with computers. 

The interlaced display causes enough 
flicker to produce eyestrain for some¬ 
one looking at text or graphics on a 
television screen. “Ultimately, your en¬ 
tertainment screen is going to have to 
be a display for all sorts of data access," 
Penzias declares. “Under those circum¬ 
stances when you go to do some data 
processing, basically the display has 
got to be able to support a video that 
may be a dirty 7 movie or data visualiza¬ 
tion, but it's got to be able to do both." 

To do that, others are figuring out 
ways to imbue the household television 
with the ability to process the proto¬ 
plasm of digital bits. What Gilder of the 
Discovery' institute calls a “telecomput¬ 
er" is already provoking a competitive 
struggle. As with the personal computer, 
which undercut the primacy of central 
mainframe processing, the design and 
the amount of intelligence in the box on 
top of the television will determine how’ 
much control the consumer has over in¬ 
teractive television. 

Dominant hardware, software and 
service suppliers want to make sure that 
their products become market stan¬ 
dards . Microsoft, Intel and General In¬ 
strument are incorporating the equiv¬ 
alent of an IBM PC running a special 
version of the Microsoft Windows oper¬ 
ating system into a cable converter box. 
In June, Microsoft w r as negotiating with 
TCI and Time Warner about joint devel¬ 
opment of an operating system for in¬ 
teractive television. Another company, 
Silicon Graphics, plans to make a tele¬ 
vision set-top box with the fast-pro- 
cessing chip used in its workstations* 

The myriad deals being struck on all 
fronts are already roiling the regulatory 
waters. In March, Ameriteeh, a regional 
telephone company, petitioned the fcc 
to begin a process that could result in 
the lifting of legal prohibitions against 
offering long-distance service. In ex¬ 
change, .Ameriteeh would open that bas¬ 
tion of monopoly, the local telephone 
network in the five states it serves, to 
competition. Eadi part of the telephone 


network could be purchased separately: 
a customer could order a dial tone from 
another provider while still leasing the 
line itself from Ameriteeh and retain¬ 
ing the same telephone number. Colum¬ 
bia University telecommunications econ¬ 
omist Eh M. Noam has suggested that 
"personal systems integrators" might 
be needed to make sense of the various 
options for consumers. 

Ameriteeh and other telephone com¬ 
panies argue that they have nothing to 
lose: their businesses are under siege. 
There is already competition for yellow 
pages, operator and 800 service, pay 
telephones and regional toll calling. So- 
called competitive access providers can 
connect a large business directly to a 
long-distance carrier at an often lower 
rate than can the local telephone com¬ 
pany* In Houston, for example, LIS* West 
could be competing against Southwest¬ 
ern Bell in helping Time Warner convert 
its cable networks to two-way commu¬ 
nications systems. 

This technological assault, predict 
analysts such as Noam, erodes the tra¬ 
dition of the common carrier—the ob¬ 
ligation to maintain a public viaduct 
for a free flow of information, open to 
all comers. Competitors to monopoly 
common carriers such as the telephone 
companies can offer a lower pricing 
structure because they do not have to 
serve all customers on an equal basis. In 
tandem with the notion of common car¬ 
riage, federal and state regulators have 
required that telephone companies fur¬ 
nish service in high-cost rural areas and 
offer affordable rates to low-income 
customers. In turn, urban and middle- 
to upper-income customers have paid 
more to ensure universal service* 

Civil libertarians worry that having a 
common carrier like the telephone com¬ 
pany own both the medium and the 
content—which, except for video pro¬ 
gramming, is now permitted—may stifle 
both competition and free speech. “Pro¬ 
viders of a conduit that have an eco¬ 
nomic interest in the content running 
through that conduit are likely to fa¬ 
vor themselves in unfair and anticom¬ 
petitive ways," says Nicholas Johnson, 
an fcc commissioner during the John¬ 
son administration* 'it doesn’t matter 
whether it’s coal on a railroad, petrole¬ 
um running through a pipeline or cable 
television on a telephone wire." 

Consumer advocates argue that com¬ 
petition is more a specter than a reality: 
competitive access providers that con¬ 
nect businesses to long-distance carriers 
account for far less than half of 1 per¬ 
cent of the $9 5-billion local telephone 
market. Safeguards, they assert, are 
needed against monopoly predations. 
“Ids like saying that technology will win 


over everything, so we should just hack 
aw f ay," says Gene Kiminelinan, legisla¬ 
tive director of the Consumer Federa¬ 
tion of .America. "In 1984 we were told 
that cable should be deregulated be¬ 
cause there were satellites, and all kinds 
of technology' was coming, so we pushed 
regulation out of the way, and cable be¬ 
came an entrenched monopoly." 

Congress, regulators and the courts 
have yet to grapple with the rewrit¬ 
ing of communications laws needed to 
bring common carriage and universal 
service obligations to cable companies 
and other prospective suppliers of two- 
way communications. A multimedia in¬ 
formation superhighway also suggests 
the need for a substantive rewriting of 
public broadcasting law. “We're really 
afraid that all we're going to be left 
with is a virtual shopping mall," says 
Jeff Chester of the Center for Media Ed¬ 
ucation, which advocates the taxing of 
the various new media to pay for non¬ 
commercial programming. 

Information for All 

The idea of universal service may 
eventually encompass information. Ac¬ 
cess to the network may be required— 
not just for calling the fire department 
or for ordering pizza but for voting and 
participation in town meetings. “Infor¬ 
ma Lion stamps” might be parceled out 
like coupons for buying food. “The equi¬ 
ty issue is a very important one in this 
whole scheme," says Charles M. Fire¬ 
stone, director of Hie Communications 
and Society Program for the Aspen Insti¬ 
tute. “These technologies could bridge 
the gap between rich and poor, and they 
could also, I’m afraid, widen that gap.” 

The tug and pull of competing inter¬ 
ests may mean that Little gets done on 
Capitol Hill or in the state utility com¬ 
missions during the current sessions. 
Congress is likely to pass legislation to 
permit the auctioning off of 200 mega¬ 
hertz of radio spectrum to the private 
sector for wireless technologies such as 
personal communications services. Bills 
for networking for schools, libraries and 
health care may get through. The Clin¬ 
ton administration was also preparing 
to appoint a cross-agency 7 task force to 
deal with computing and networking. 

But a definitive road map for a Na¬ 
tional Information Infrastructure is still 
lacking. In its absence, the vitality of a 
public medium like the Internet could 
be jeopardized as powerful media in¬ 
terests jockey for position. “Anything is 
a danger in cy berspace," Representative 
Mar key comments. “There are no rules. 
It's the Wild West.” And claim stakes on 
the electronic frontier may be sold in 
30- and 60-second spots. 
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“The pen isn’t the only thing 
mightier than the sword’.’ 









PowerMacintosh 



Bruce Cunningham 
Lanman Companies 
Washington, DC- 



Founded in 1911 , Lanman 
Companies is one of the 
largest privately held digital 
Imaging and prepress 
operations in North America, 
■with'clients line the American 


Automobile Association, 
General “Mills, Harcourt Brace 
and Company, the National 
Geographic Society and 
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“Change seems to be the big'new idea’ these days. But 


our business has been changing for years. 
That’s why we’re using Power Macintosh 



Using Power Macintosh" and 
databases full of scanned and 
digitized images like this Lenox 
china clock, Lanman is well posi¬ 
tioned to help clients with digital 
catalogs, interactive kiosks, ads 
on the Internet and more. 


to embrace new technologies like 
multimedia-sowe can survive, and 


J « Ti t 11 • , . For more information or the na 

thrive. It also helps us integrate our jkrssssr 



Power Macintosh. It runs optimized 
applications at blistering speed, it runs 
Windows and DOS. It boosts productivity. 
And lowers costs. For companies like 
Lanman. And for companies like yours. 
For more information or the name of 
reseller, 
today. 


services, improve efficiency and slash budgets. You 


To test productivity, we didn’t just 
clock application speed. We took a 
typical catalog spread, accounted 
for disk access, bus time, over¬ 
head, all that stuff, and still ended 
up with a 26% gain-more than a 
day a week. Which means this: 
buy Power Mac. Or lose money." 


know, maybe Power Mac could change 
the way they do business on the Hill!’ 


Power Macintosh. The business Macintosh. Apple fe 




The power of information lies in using it. 


In tills so-called information 
age - an age of information super¬ 
highways, information on demand 
and information overload-the last 
thing anyone has time to do is re-create 
information that already exists. 

After all, we spend enough time as 
businesspeople, scientists, educators and 
consumers simply gathering information. 

Dissecting it. Communicating it. Sharing it 
Illuminating it. Reshaping it. And the degree to 
which we do all this effectively is a measure of our 
success. Which is where Macintosh'computers come in. 


Making belter choices. 


With a Macintosh you can communicate in writing. You can 
say a thousand words or so with a single illustration. You can create 
slide shows. Sound bites. And movies. You can present information 
on paper. On film. On a kiosk. On the Internet. Or right on your own 
PowerBook'screen. The choice is yours. 

But that’s nothing new, is it? What is new is how the powerful 
combination of Power Macintosh and software innovations like 
QuickTime’ ! and the Apple*MediaTool makes it so easy to“re-purpose” 
information on the spot. So you can always present information in 
the most appropriate way, even when that way changes from moment 
to moment or person to person. 


The power of digital expression. 


It’s a simple concept. You take a photo, a drawing, a speech, a 
recording or a clip of film. You capture it. Digitize it. And store it. 

Now it’s yours to use as you wish. Need to add impact and clar¬ 
ity to your next technical symposium? Simply collect all the images, 
sounds, text and film clips you need, and build a multimedia show 
Need a detailed printed report? Just use the same data. Need to create 
a looped VHS videotape? Just^ 



The examples are endless, the idea simple: once 
you've digitized information, you can re-purpose it as 
you see fit without incurring the inefficiencies and 
potential inaccuracies of starting from scratch every 
time your communications needs change. 


Expanding spheres of influence! 



gather the goods and 
print directly to tape. 


ifl 



jm 
Sk 



Change, of course, is the one thing you can 
count on when it comes to communi¬ 
cations. With the explosion of on¬ 
line services such as Apple’s 
eWorld'and their growing 
interconnection via the Internet, new 
avenues of collaboration are arising. 

And the savvy communicator must learn quickly 
how to travel them. As technologies like videocon¬ 
ferencing gain use, the need to excel at mixed-media 
communications becomes critical. And, finally, as your competitors 
become more adept at utilizing new media, so must you. 


The power of Power Macintosh. 


It will come as little surprise to you that we believe Power 
Macintosh is the computer of choice in this mixed-media environ¬ 
ment. Its RISC-based PowerPC'microprocessor, for one thing, pro¬ 
vides the raw horsepower you need to manipulate complex graphics, 
digitized video and sound. And because it’s a Macintosh, you can 
actually sit down and use it without slogging through massive stacks 
of manuals or screens M of error messages. 

But don’t listen to us. Ask any creative professional currently 
working with mixed media which computer he or she prefers. Ask 
enough people and you’ll discoverwhatwe have: that ($% of all multi- 
media titles (even those designed to run under DOS and Windows) 
are developed using Macintosh. 

For more information by fax about Power Macintosh and other 
powerful multimedia tools from Apple, pick up the phone and call 
I us today at 800-770-4852. Or, if you prefer, contact us via the 
Internet at http://www.infb.apple.com. 

Applet. 
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FROM THE ANALYTICAL ECONOMIST 


A Digital Fix 
for the 
Third World? 

Information technology 
may bring limited ben¬ 
efits to the work force 
of developing nations 

T he notion that technology can fix 
the economic problems of the de¬ 
veloping world dates back to the 
early years of the post-colonial era. The 
"green revolution" of the 1960s held 
out the hope that the labors of Western 
plant geneticists could eliminate food 
shortages by raising crop yields. 

The information age has begun to 
raise similar expectations. African heads 
of state, such as Flight Lieutenant Jerry 
J, Rawlings, who staged the overthrow 
of a civilian government in Ghana more 
than a decade ago and was elected as 
president in 1992, sound a little like 
executives from Silicon Valley. Rawlings 
now talks about an “enabling environ¬ 
ment" for efficient telecommunications 
in a country where many employees 
spend about half their time going from 
one place to another because of the un¬ 
reliability of the telephones. 

Rawlings's neighbor, Felix Flouphouet- 
Boigny, longtime leader of Ivory Coast, 
voices a similar hopeful refrain: “Thanks 
to informatics, technological shortcuts 
to development exist today and are 
within the reach of everyone. We are 
not therefore doomed to remain unde¬ 
veloped forever." 

For all its promise, the allure of skip¬ 
ping over several generations of tech¬ 
nology has fallen into disfavor in some 
circles. Economists often adhere to the 
“product cycle” approach to diffusion 
of technology. This trickle-down theo¬ 
ry holds that developing nations ab¬ 
sorb new r technology only after it has 
become widely established in industri¬ 
alized countries- Costa Rica assembles 
baseballs for the major leagues: Du Pont 
turns out aerospace composites. Oth¬ 
er economists also point to the billions 
of dollars wasted on aid that recipients 
have been unable to integrate into their 
economies, from tractors without gas 
stations to steel mills without transport 
for ore or finished products. 

Many preach an enlightened cousin 


of the trickle-down approach known as 
appropriate technology. And the infor¬ 
mation advocates argue that high-tech 
electronic tools are appropriate—$1,000 
microcomputers can do the work that 
required $1-million mainframes in the 
industrialized wnrid only a decade ago, 
and cellular telephones can fend off the 
lengthy process of laying land lines. 

Telecommunications linkages in Gha¬ 
na, for example, might tie cocoa produc¬ 
ers more closely to customers in wnrld 
markets, ailow r ing them to wheel and 
deal more rapidly and to increase prof¬ 
its that could eventually flow r back to 
farmers. Service jobs that require man¬ 
ual processing of data are being moved 
from back offices in high-priced coun¬ 
tries to provide jobs for city dwellers 
tn the developing world. 


“Thanks to informatics, 
technological shortcuts 
to development exist 
today and are within 
the reach of everyone." 


Moreover, networks could keep aca¬ 
demics in developing nations in touch 
with colleagues in the North. The Na¬ 
tional Science Foundation is contemplat¬ 
ing the funding of U.S. university pro¬ 
grams to set up data banks that would 
let both U.S. and Latin American engi¬ 
neers and scientists share information 
over the Internet data network. 

Dogging all these New Age ideas is 
the fact that the green revolution and 
other technological salvations were not 
exactly unmitigated successes. Agricul¬ 
tural aid definitely improved crop yields 
for larger farmers with the know-how 
and capital to buy and use hybrid seed, 
fertilizer and the other accoutrements 
of a midwestem U.S. farm. But in India 
and Pakistan, the poorest subsistence 
farmers and unlanded laborers were 
still left on the margins. 

Similarly, the benefits of PCs and 
pocket phones have been confined to a 
narrow segment of society in developing 
countries. En India, a more than $200- 
million software industry has emerged, 
centered around Bombay and the south¬ 
ern city of Bangalore. Software houses 
there have crafted, among other applica¬ 
tions, programs that let U.S. consumers 
buy gasoline automatically with a cred¬ 
it card, according to Pyramid Research, a 
consulting firm in Cambridge, Mass. Yet 
less than than 1 percent of Indians have 


phones, compared with 96 percent of 
Americans. Most branches of the coun¬ 
try’s largest bank, the State Bank of In¬ 
dia, still record transactions by hand. 

“In these places, what you may see are 
enclaves of high-expertise engineers and 
high-skilled technicians with telecom¬ 
munications links to wherever they’re 
getting their orders—and a barbed-wire 
fence between them and the rest of the 
economy," says W. Brian Arthur, a pro¬ 
fessor of economics at Stanford Univer¬ 
sity. “The proceeds of what they do may 
go to some Swiss bank, so they may as 
well be on the moon." 

Africa also has measured some gains 
from information technology and tele¬ 
communications, but a huge gap re¬ 
mains in the ability to meet most coun¬ 
tries' needs. The cocoa board in Ghana 
uses Morse code to communicate with 
offices all over the country. 

The government in Ghana now f al¬ 
lows private companies to compete with 
its own Posts and Telecommunications 
Corporation, which provides 48,000 tele¬ 
phone lines, according to an article in a 
journal called African Technology For¬ 
um . Ghana could accommodate at least 
200,000 telephone lines, observers es¬ 
timate. But at $1,000 to install a hand¬ 
set-more than the nation’s average per 
capita income—demand for privately 
supplied telephones will remain limited. 

Instead, where information technolo¬ 
gy has become a boon is in the newly in¬ 
dustrialized nations, those with the or¬ 
ganizational and planning skills to make 
full use of the technology. Singapore 
saw' a dramatic increase in revenues 
from software and services during the 
1980s. The small nation's advances re¬ 
sulted from an aggressive government 
policy of building telecommunications 
networks and promoting a domestic 
software industry. Other nations—Ven¬ 
ezuela and Mexico are two—have wit¬ 
nessed a rise in supply of telecommu¬ 
nications services after privatization of 
government telephone monopolies. 

indeed, some economists worry that 
information technology may actually 
draw jobs away from the developing 
world, further exacerbating the gap be¬ 
tween rich and poor. Just-in-time inven¬ 
tory control methods and computerized 
manufacturing have become a form of 
intellectual and organizational capital 
that outstrips the importance of raw 
labor costs. In short, Ashoka Mody, a 
World Bank economist, warns, “the low 
wages in the developing countries can 
get lost in the noise of cost accounting." 

—Gary Stix and Paul Wallich 
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Networks 

As the diversity of computer applications increases, 
the burgeoning flow of megabit traffic between machines 
will be accommodated by wider and smoother highways 

by Vinton G. Cerf 


A web of glass spans the globe. 

Through it, brief sparks of light 
JL Jl incessantly fly, Linking machines 
chip to chip and people face to face. 
Ours is the age of information, in which 
machines have joined humans in the ex¬ 
change and creation of knowledge. 

As the diversity and sophistication 
of computational machinery have in¬ 
creased, so have the demands on the 
networks transporting the informa¬ 
tion and knowledge generated. Path¬ 
ways must carry scientific and tech¬ 
nological data and also provide links 
for everything from entertainment to 
complex computational modeling. Sys¬ 
tems must be able to sustain commu¬ 
nication rates that range from a few 
characters per second to billions of 
characters per second, a span that en¬ 
compasses keyboard character strokes, 
liigh-resolution X-ray diffraction imag¬ 
ery and full-motion supercomputer 
weather simulations. Moreover, mul¬ 
tifunction programs may need to talk 
to other multifunction programs; for 
example, a user running a word-pro- 
cessing program, a spreadsheet and a 
desktop graphics program may want to 
set up a collaborative link with a col¬ 
league running similar programs at a 
distant site. 

What is needed to support the bur¬ 


geoning flow of megabit traffic? What 
structures are already in place, and 
what must be built? How should the 
existing infrastructure—the set of prod¬ 
ucts, services and functions underly¬ 
ing all aspects of networking—be mod¬ 
ified? How can users make appropri¬ 
ate choices about the quality of sendee 
(speed, accuracy and security, for ex¬ 
ample)? And how will the system exe¬ 
cute these decisions? Such questions 
fuel current research and development 
in computer networking. They are made 
even more challenging by the commu¬ 
nications support that multiple appli¬ 
cations may need: one can imagine that 
an unknown arbitrary number of pro¬ 
grams running in an arbitrary num¬ 
ber of computers may need to commu¬ 
nicate with one another at arbitrary 
times. To meet these requirements, the 
networking technology musi find a way 
to facilitate the exchange of informa¬ 
tion among many different computers 
concurrently. Indeed, the shift from 
the need to support simple, remote in¬ 
teractive access to a computer to the 
more difficult task of supporting ma- 
chine-to-machine interaction has pro¬ 
foundly influenced the development of 
computer networking technology* 

One prerequisite to any successful 
form of communication is the choice of 


NETWORK CONTROL CENTER in the Philadelphia area from which AT&T monitors 
the flow of voice, data and entertainment traffic typifies the kind of communica¬ 
tions system that will require significant enhancement to support growing comput¬ 
erization* Advances in the use of computers in business and professions, expand¬ 
ing consumer services and new entertainment media create the need for changes. 
The system must be able to handle many classes of traffic, which range in frequen¬ 
cy from hundreds of bits per second to billions per second and which bear varying 
requirements for accuracy and confidentiality. 


VINTON G. CERF is vice president of the Corporation For National Research Initiatives 
(CNR1), where he is responsible for the Digital Library System, Electronic Mail Intercon¬ 
nection and Internei research programs. He received his B.S. in mathematics from Stan¬ 
ford University and his Pli.D. in computer science from the University of California, Los 
Angeles. He taught at Stanford and worked for the Defense Advanced Research Projects 
Agency and MCI before taking up his present position in 1986. 
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a common language. In computer net¬ 
working, it is essential that the commu¬ 
nicating programs share conventions 
for representing the information in dig¬ 
ital form and procedures for coordi¬ 
nating communication paths. Like their 
human counterparts, communicating 
computers must agree on ground rules 
for interaction. In personal terms, we 
might agree to use the postal service to 
exchange postcards and to use English 
as our common language. 

A computer communications proto¬ 
col consists of a set of conventions that 


determine how digital information will 
he exchanged between programs. The 
conventions can become quite complex, 
and so they are often organized in a hi¬ 
erarchy with the most basic agreements 
at the lowest levels and the more so¬ 
phisticated and special-purpose agree¬ 
ments toward the top. 

Once a language and a set of conven¬ 
tions have been chosen, the next ques¬ 
tion is how to minimize the number of 
interfaces (“spigots”) required to link a 
computer to the network. The most ef¬ 
fective way is multiplexing; each com¬ 


puter feeds information into a sin¬ 
gle high-capacity link to the network, 
to which the other computers are in 
turn connected [see illustration on next 
page}. Information from each comput¬ 
er is labeled so the network can route 
information to its proper destination. 
Ideally, a network can deliver informa¬ 
tion to all (broadcast), to a subset (mul¬ 
ticast) or to only one recipient. 

Such manif old computer interactions 
are often referred to as distributed 
computing. The term covers a multi¬ 
tude of applications and protocols, A 
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WIDE-AREA NETWORK moves data among computers through high-speed links. (The 
network is represented as a cloud, which is the term for it used among computer sci¬ 
entists.) Information packets from several programs running on the same computer 
may be multiplexed together. In addition, the network can deliver the same message 
simultaneously to several different addresses, a process known as multicasting. 


popular distributed computing concept 
is called the client-server model. In this 
model, one computer provides a service, 
which another computer accesses as 
a client. For example, one or more com¬ 
puters might be dedicated to storing 
hies of information for ail the other 
computers. Various machines in the net¬ 
work can ask the "file servers" to de¬ 
liver copies of files on demand. .Anoth¬ 
er set of computers might be dedicat¬ 
ed to providing laser-printing services. 
More generally a number of computers 
might be dedicated to providing access 
to vast quantities of catalogued infor¬ 
mation in on-line data bases. 

Autonomous, interprogram commu¬ 
nication is being explored today in an 
even more general form under the ru¬ 
bric of knowledge robots (Knowbot is a 
registered trademark of the Corpora¬ 
tion for National Research Initiatives), 
programs that move From machine to 
machine, possibly cloning themselves. 
Knowbots support parallel computa¬ 
tions at different sites. They communi¬ 
cate with one another, with various serv ¬ 
ers in the network and with users, in the 
future, much computer communication 


could consist of the interactions of 
Knowbots dispatched to do our bidding 
in a global landscape of networked com¬ 
puting and information resources. 

I n any kind of multiplex network, 
there are two means of relaying 
information: circuit switching and 
packet switching. Circuit switching, the 
familiar technique that links telephones 
to one another, can make sense when¬ 
ever two computers need to be con¬ 
nected for a long time to transfer large 
amounts of information. Its speeds 
typically range from a few hundred 
bits per second to a few' million. Non- 
switched dedicated data circuits can 
operate at speeds of nearly 45 million 
bits per second, but the expense of 
such a system must be justified by 
a nearly continuous need to transmit 
data between computers. 

Circuit-switched systems suffer from 
a severe drawback: they often do not 
prove satisfactory for applications re¬ 
quiring that multiple programs run¬ 
ning concurrently in one machine com¬ 
municate with programs running in 
different machines. In such cases, it 


would be necessary 7 to reconfigure the 
switching system from one computer 
to the others in turn, a process that 
takes an inordinate amount of time. 
Compared with the few microseconds 
(millionths of a second) or less it takes 
a computer to finish a computation, set¬ 
ting up and tearing down circuits can 
take hundreds of milliseconds (thou¬ 
sandths of a second) or more-=enough 
time to complete thousands of com¬ 
puter transactions. 

Packet switching avoids this draw¬ 
back: it is expressly designed to ac¬ 
commodate the bursty, multiprocess 
communication commonly found in 
distributed computing environments. 
Packets, or chunks of data, produced at 
the originating computer are prefixed 
with headers containing routing infor¬ 
mation that identifies the source and 
destination computers. Small comput¬ 
ers, called packet switches, are linked 
to form a network. Each packet switch 
examines each header and decides 
where to send the packet to move it 
closer to its final destination. When 
circuit-switched systems cannot accept 
new traffic, They refuse to set up new 
circuits. Packet-switched systems, how¬ 
ever, exchange this behavior for varia¬ 
tions in delay resulting from storing 
and forwarding packets. Thus, traffic is 
not refused, only momentarily delayed. 

Packet-switched systems offer anoth¬ 
er bonus. In circuit-switched systems, 
the sending and receiving comput¬ 
ers must usually be able to exchange 
data at the same rate, such as 9,600 
bits per second or 64,000 bits per sec¬ 
ond. In packet-switched systems, by 
contrast, the sender might be able to 
transmit at very high speeds, such as 
10 million bits per second, while the 
receiver might be able to receive only 
at low speeds, such as 1,200 bits per 
second. The automatic speed-matching 
feature of packet-switched systems al¬ 
lows different types of computer sys¬ 
tems, such as supercomputers and per¬ 
sonal computers, to communicate. Of 
course, when two very mismatched 
computers communicate, tire faster one 
must adapt its average rate of trans¬ 
mission to accommodate the slower. 

In addition, because the packet 
switches are programmable computers, 
they can detect when the trunk lines 
linking them have failed and select al¬ 
ternate routes for passing packet traf¬ 
fic without disturbing the source and 
destination computers. A circuit switch 
can detect similar failures, but the en¬ 
tire circuit has to be reconstructed in 
order to recover. 

Although packet-switched systems 
can support communication among 
processes running in many different 
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Layers of Communication 


APPLICATION Detailed information about data being exchanged 


PRESENTATION Conventions for representing data 


SESSION Management of connections between programs 


TRANSPORT Delivery {reliable or otherwise) of sequences of packets 


NETWORK Format of individual data packets 


LINK Access to and control of transmission medium 


PHYSICAL Medium of transmission (electronic, optical or other) 


computers concurrently, they are not 
without their problems. In some sys¬ 
tems, packets may be routed over mul¬ 
tiple paths and arrive in a different or¬ 
der from the one in which they were 
sent. The receiving computer has to 
make sure packets are put back in the 
original sequence (in some systems this 
service is provided by the receiving 
packet switch). A disorderly arrival can 
also occur if a packet is retransmitted 
because of a detected error. 

Another problem is congestion. The 
packet flow may overtax the storage 
and forwarding capacity of the switch¬ 
es. If that happens, the switches maybe 
forced to discard packets that cannot 
be stored or delivered. Detection and 
prevention of congestion is an impor¬ 
tant area of packet-switching research. 

To avoid disorderly arrivals, some 
packet-switched systems offer a virtual 
circuit service. In this system the net¬ 
work appears to provide a dedicated 
circuit to deliver information from one 
computer to another. In reality, the cir¬ 
cuit is virtual, delivering packets in or¬ 
der but with variable delay. Usually the 
traffic routes are fixed and change only 
if a failure takes place, if the traffic on 
each virtual circuit is variable—if the 
packets emerge from the source in a 
bursty fashion—then route selection to 
minimize congestion can still present a 
challenge. An international standard 
for virtual circuit packet switching has 
been codified by the Consultative Com¬ 
mittee for International Telephony and 
Telegraphy (ccjtt), an arm of the In¬ 
ternational Telecommunications Union 
(itu). The rru, which is affiliated with 
the United Nations, is an international 
treaty organization. 

O ne of the first packet-switched 
systems was developed in 1969 
under contract to die U.S. De¬ 
fense Advanced Research Projects Agen¬ 
cy (darpa). Called the ARPANET, the 
system used minicomputers as packet 
switches and dedicated SO-kilobit-per- 
second telephone lines to connect them. 
Similar projects were also started in oth¬ 
er countries, notably the IJ.K. (the Na¬ 
tional Physical Laboratory) and France 
(Institut National Recherche d’lnforma- 
tique et d'Automatique). Since then, a 
great many private and public packet- 
switched ne tworks have been deployed. 
They typically operate using trunk lines 
at 56,000, 64,000 or 1.5 to 2 million 
bits per second. 

Concurrent with its research on the 
ARPANET, darpa also explored pack¬ 
et-switching methods in mobile radio 
systems and synchronous satellite sys¬ 
tems. The ARPANET and its satellite- 
based counterpart were early examples 


of so-called wide-area networks (WANs). 

Packet-switched systems are used 
on a variety' of transmission media, in¬ 
cluding local-area networks, metropoli¬ 
tan-area networks, integrated-services 
digital networks (ISBNs) and networks 
that operate at gigabit (one billion bits) 
speeds. One of the first local-area net¬ 
works to use packet switching w r as de¬ 
veloped in the early 1970s by the Xerox 
Palo Alto Research Center [see “Net¬ 
works for Advanced Computing,” by 
Robert E. Kahn; Scientific American, 
October 1987]. The system, called Eth¬ 
ernet, is still used today. An Ethernet 
network transmits signals, which are 
heard by all receivers (in a broadcast), 
by coaxial cable over distances of a 


kilometer or two. Initially operating at 
three million bits per second, modern 
Ethernets now work at 10 million bits 
per second, taking 100 nanoseconds 
(billionths of a second) to send each 
bit. Electric signals propagate on the 
coaxial cable at roughly half the speed 
of light, or 150,000 kilometers per sec¬ 
ond. Consequently, one bit can propa¬ 
gate through a 1.5-kilometer network 
in 10 microseconds. 

Each transmitter on the Ethernet 
listens before it transmits. If another 
transmission is detected, it ceases and 
waits for a random interval before re¬ 
trying. This method of channel sharing 
is called carrier-sense multiple access 
(CSMA). The Ethernet design cleverly in- 



WIRE1ESS NETWORKS will permit mobile workstations to communicate with the 
global network. The truck driver in the photograph is using a satellite-based sys¬ 
tem developed by Qualcomm, Inc., in San Diego, Calif. The system provides instant 
two-way communication between the trucker and the dispatch center, even on a 
cross-country run, allowing for unscheduled pickups that reduce “deadhead" miles. 


The Computer in the 21 st Century 4 7 














CIRCUIT SWITCHING creates an end-to-end path through the 
network for data flowing between two computers. This tech¬ 
nique, based on methods developed for connecting telephone 


calls, simplifies data transmission. Yet it is not efficient, be¬ 
cause setting up the connection typically takes far more time 
than transmitting the desired message. 



PACKET SWITCHING reduces data transmission overhead by the destination of each item, so that no end-to-end connection 
attaching codes (shown as different colors) to each item of data needs to be established. Thus, packets from many different 
sent through the network. The codes identify the source and computers can travel easily over the same network links. 
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eluded a test for competing transmis¬ 
sions during transmission so that a col¬ 
lision at the start of sending would 
cause all colliding senders to stop and 
wait for a random length of time. The 
deleterious effect of simultaneous trans¬ 
missions was thus minimized. If the 
maximum span of an Ethernet is kept 
under 1.5 kilometers, collisions, or con¬ 
flicting transmissions, will be quickly 
detected and will not consume much 
capacity on the network. A larger net¬ 
work, however, would suffer a much 
higher incidence of collision. 

A development made in parallel with 
Ethernet was based on the idea of a 
ring of computers in which a token, or 
a short series of bits, is passed from 
computer to computer, A computer re¬ 
ceiving the token is free to transmit 
one or more packets; other comput¬ 
ers must wait until they receive the to¬ 
ken to transmit. Token-based systems, 
which can also broadcast and multicast 
messages, generally operate at four mil¬ 
lion to 16 million bits per second. 

More recently, packet technologies 
based on fiber-optic transmission have 
been developed. They operate at higher 
speeds and are better suited to larger, 
metropolitan-area networks. One exam¬ 
ple is the Fiber Distributed Data Inter¬ 
face (FDDlh which operates at 100 mil¬ 
lion bits per second and uses a token- 
based approach to sharing the fiber 
capacity. The system is organized in a 
dual ring, so that if a section fails, full 
operation can be rapidly recovered [see 
illustration on this page ]. Token sys¬ 
tems can span larger distances than 
broadcast Ethernets, but the price paid 
is a longer delay to access the ring. 
Care must be taken not to introduce 
more than one token on the ring at a 
time, although some variations permit 
multiple tokens to circulate. 

A recent development is a fiber- 
based network technology called Dis¬ 
tributed Queue Dual Bus (DQDB) net¬ 
working, In this design, which works 
over tens of kilometers or more, nodes 
are connected to two different fibers, 
one for each direction. At the originat¬ 
ing ends of each fiber, a special node 
sends out empty packets. The first node 
that has a packet of data to send fills 
the empty packet and sends it on its 
way. When a node has data to send to 
another node, it sends a request indica¬ 
tor on packets flowing on both fibers. 
In this way, upstream nodes learn that 
a downstream node has a packet to 
send. As empty packets appear, each up¬ 
stream node allows them to propagate 
downstream to the node that needs to 
send data. Each node thus keeps track 
of the queue of packets awaiting trans¬ 
mission downstream. 


The DQDB technology, which was de¬ 
veloped by the University of Western 
Australia in the mid- to late 1980s, is 
undergoing trials by local exchange car¬ 
riers in the U.S. and by telephone ad¬ 
ministrators in other countries. Because 
the service is expected to operate at 
speeds up to 600 million bits per sec¬ 
ond, it may figure prominently in met¬ 
ropolitan-area networks. 

Another recent networking technolo¬ 
gy is Frame Relay, It is similar in nature 
to the virtual circuit system, except 
that the virtual circuits are determined 
at the time subscribers are connect¬ 
ed to the system. No error checking Is 
done as the packets move from switch 
to switch; there is only end-to-end er¬ 
ror checking and retransmission, there¬ 
by reducing the delay through the net¬ 
work. Frame Relay, expected to operate 
in the range of 64,000 to 45 million 
bits per second, can be used in local-, 
metropolitan- or wide-area networks. 

Over the past 15 years, the telephone 
carriers have been developing a wide- 
area digital communications technolo¬ 
gy, the ISDN, that would permit both 
voice and data to be carried in digital 
form across an international, switched 
digital backbone. ISDN offers two kinds 
of access to the digital transmission me¬ 
dium. The first, called Basic Rate Inter¬ 
face (BRI), gives a subscriber two bearer 
(B) charnels that operate at 64,000 bits 
per second each and one data (D) and 
signaling channel that operates at 16,- 
000 bits per second. The D channel is 
used to signal the network where to 
connect each of the B channels. The sec¬ 
ond is called Primary Rate Interface and 
operates at 1.5 to 2 million bits per sec¬ 
ond, providing 23 to 30 B channels. 

Unfortunately, the service has not 
been widely deployed, nor has there 
been a great demand for it. One reason 
for the cool reception may be that it 
has been possible to use the voice net¬ 
work to support data communications 
at speeds up to 19,200 bits per second 
by employing a device called a modem 
(modulator-demodulator). The modem 
turns digital binary signals into modu¬ 
lated sound signals that can be propa¬ 
gated anywhere in the voice network. 
The difference between 19,200 and 64,- 
000 bits per second is a factor of three, 
but apparently this difference has not 
been attractive enough to overcome 
the cost barrier of having to purchase 
special equipment to interface with the 
ISDN network. 

An exciting recent development is 
the emergence of the gigabit-speed 
network. Local networks operating at 
speeds in the range of a billion bits per 
second are now r being designed by run¬ 
ning parallel connections between com- 



DUAL RING [top) of the Fiber Distrib¬ 
uted Data Interface network helps to 
safeguard connections against failure. 
If one of the FDDI optical fibers fails 
{middle) or if a network node ceases 
operation (bottom), the adjacent nodes 
can readily reconfigure the system to 
restore full operation. 


puters. For example, a ribbon cable con¬ 
taining 64 conductors could sustain an 
effective data rate of a billion bits per 
second if each cable carried 16 million 
bits per second. (Cables carrying 10 to 
20 million bits per second are com¬ 
monplace.) One such system is market¬ 
ed by Ultra Network Technologies for 
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1N1TRNET is a network of networks. 
Each subsidiary net adheres to a mini¬ 
mal set of common protocols that al 
low data to pass transparently among 
computers attached to the Internet, 
even though the various networks may 
use different data formats, transmission 
rates or low-level routing algorithms 
(represented here schematically by dif¬ 
fering data packet shapes). 

the purpose of linking supercomputers. 

For the past few years, fiber-based 
technologies have been emerging from 
the laboratory and making their ap¬ 
pearance in experimental wide-area set¬ 
tings. These transmission and switch¬ 
ing technologies are designed to oper¬ 
ate at speeds in excess of a billion 
bits per second. On the transmission 


side, the Synchronous Optical Network 
(SONET ) supports a multiplexed hierar¬ 
chy of transmission speeds ranging 
from 5 1 million to 2,400 million bits per 
second. The SONET system allows data 
streams of varying transmission speeds 
to be combined or extracted without 
first having to break down each stream 
into its individual components. 

Complementing this new r transmis¬ 
sion technology is a fast packet tech¬ 
nique, Asynchronous Transfer Mode 
(ATM) switching, which can switch 
short packets called cells at extremely 
high rates. Cells, which contain up to 
48 octets (an octet is eight bits) of data 
and five octets of addressing and con¬ 
trol information, can carry digitized 
voice, arbitrary data and even digitized 
video streams. 


Conceived as part of a Broadband 
ISDN (BISDN) system design, ATM 
switches and SONET fiber transmission 
technologies may well become the 21st- 
century equivalent of the 20th-centu¬ 
ry' telephone network. BISDN offers the 
promise of a common network for all 
information and communications ser¬ 
vices, rather than special networks for 
different services, such as voice, data 
and video. Already several experimen¬ 
tal test-beds, sponsored by darpa and 
the National Science Foundation, are ex¬ 
ploring applications and architectures 
for building wide-area gigabit networks. 
In addition to the high-speed net¬ 
work developments under way, re¬ 
searchers are working on wireless digi¬ 
tal networks that will permit mobile 
workstations to be part of the global 
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network. Wireless local-area networks 
capable of transmitting 10 megabits 
per second within a room or building 
are already available, and experimental 
systems offer far greater bandwidth. 

The wireless component of the glob¬ 
al net will bear some resemblance to a 
cellular Ldephone network—computers 
carried in trucks, ships or briefcases 
will be able to maintain connections 
and send and receive data wherever 
they go—but current cellular technolo¬ 
gy is not appropriate for wireless data 
transmission. First, cellular telephones 
rdy on analog broadcast techniques, so 
that using them to move digital data 
would be inherently inefficient. Digital 
information would have to be convert¬ 
ed to analog form for wireless trans¬ 
mission, much as computers now em¬ 


ploy modems to send data over ordi¬ 
nary telephone lines. 

Second, existing cellular networks 
are already unable to process the full 
load of calls that their users desire, 
much less additional data traffic. A sin¬ 
gle telephone “cell," typically several 
miles across, can handle only 59 con¬ 
nections at a time. A few ? dozen cellular 
modems could easily block out almost 
all other callers. 

Third, even under the best of circum¬ 
stances, the frequencies assigned to 
the cdlular tdephone network can pro¬ 
vide data transmission rates of no 
more than 100,000 bits per second- 
insufficient for many potential mobile 
applications. A wireless complement to 
existing and future global networks will 
require new technology, massive cap¬ 
ital investment and regulatory chang¬ 
es to allocate sufficient space for data 
transmission in the electromagnetic 
spectrum. 

Although it may not be apparent, the 
various technologies I have described 
can be organized into an architectural 
hierarchy. Such a conceptual base helps 
in designing new computer communi¬ 
cations technology'. Since any comput¬ 
er communications system is based on 
its protocols, it is not surprising that 
the conceptual structure is a proto¬ 
col hierarchy. From the bottom up, the 
layers can be labeled physical, link, 
network, transport, session, presenta¬ 
tion and application [see top illustration 
on page 47 1. 

The physical layer has to do with 
the actual medium of electronic, radio 
frequency or optical transmission and 
the way in which bits are signaled on 
the medium. The link layer determines 
how sequences of bits are framed into 
chunks. The network layer deals with 
packet communication and is typically 
the lowest level at which computer pro¬ 
grams can communicate. 

The transport layer is the first one at 
which end-to-end flow and congestion 
control between communicating pro¬ 
grams are regulated. Some applications 
require that data be delivered in se¬ 
quence, with high reliability. Others 
require only that data be delivered ex¬ 
peditiously—some information can be 
lost. For example, voice or video pack¬ 
ets can be made to work if the delays 
are minimal and the arrival time be¬ 
tween packets is short. A lost speech 
or video packet might introduce a brief 
gap, but if gaps are infrequent, listen¬ 
ers and viewers can ignore the prob¬ 
lem. On the other hand, a file contain¬ 
ing a computer program must arrive 
intact, and an accurate and sequenced 
delivery is essential. 

The layers above transport are closer 


to the applications and often reflect 
their needs. Associations between com¬ 
municating programs are established at 
the session layer. Conventions for rep¬ 
resenting information to be exchanged 
are determined at the presentation lay¬ 
er. Spanning all the layers is the man¬ 
agement layer, since management per¬ 
vades all aspects of networking, from 
the lowest level to the highest. 

I n nearly all the discussion so far, I 
have focused on the first three pro¬ 
tocol layers—physical, link and net¬ 
work, I now move to the higher lay¬ 
ers—and straight into the important 
concept of networking the networks, a 
procedure called network interconnec¬ 
tion, or internetting. 

Internetting was first explored in the 
early 1970s by darpa. The agency 
sought ways to interconnect different 
kinds of packet networks so that the 
computers using them could communi¬ 
cate without concern for which kind 
of and how many networks made the 
interconnections. Special processors 
called gateways were developed to con¬ 
nect two or more networks and to pass 
packet traffic from one network to the 
next. Gateways were also responsible 
for dealing with network differences, 
such as speed, maximum packet length 
and error rates [see illustration on these 
fwo pages ]. 

.An internet gives each of its users 
an address and defines a standard 
packet format. To send information, a 
computer creates packets including the 
source and destination addresses and 
encapsulates the packets in the format 
required by the underlying network. 
The computer then routes the packets 
to the appropriate gateway or host for 
further processing, and this series of 
operations is repeated until the pack¬ 
ets reach their final destination. 

Many of the same problems that arise 
in ordinary' networks arise in internets. 
Gateways need routing algorithms so 
that they can determine the topology' of 
the relevant parts of the internet and 
decide where internet packets should 
be sent. Changes in topology' caused by- 
network failures and gateway crashes 
must be accommodated. Control of flow 
and congestion in an internet pose as 
much of a challenge as they do in low¬ 
er-level networks. 

In the boiling ferment of modern 
telecommunications technology, a crit¬ 
ical challenge is to determine how the 
internetting architecture developed over 
the past 15 years will have to change 
to adapt to the emerging gigabit-speed 
ATM, BISDN and SONET technologies 
of the 1990s, darpa and the Nation¬ 
al Science Foundation are sponsoring 
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USENET, a worldwide, voluntary mem¬ 
ber network, has approximately 37,000 
nodes (about one tenth the size of the 
Internet), Accessing electronic mail and 
other network services requires only 
finding another Usenet site that is will¬ 
ing to supply a connection, 

a major test-bed program to examine 
this problem through the exploration 
of experimental applications requiring 
such sup erhigh-speed networking. Su¬ 
percomputer simulation imagery (“vi¬ 
sualization"), multiple supercomputer 
computations and medical and geo¬ 


physical image generation are all be¬ 
ing used to lest protocol designs, archi¬ 
tectural alternatives and programming 
environments, 

A number of proprietary internet¬ 
ting technologies have been developed 
by Xerox (the Xerox Network System), 
Digital Equipment Corporation (DECnet 
Network Architecture, or DNA) and CBM 
{Systems Network Architecture and Sys¬ 
tems Network Interconnection), darpa 
initiated one of the largest open-net¬ 
work systems, the Internet. It operates 
in 26 countries, comprises more than 
5,000 networks and supports several 


million users on more than 300,000 
computers in several thousand organi¬ 
zations. In the U.S. T the Internet system 
has strong support from datcpa, the 
National Science Foundation, Lhe Na¬ 
tional Aeronautics and Space Adminis¬ 
tration and the Department of Energy. 

Operating a complex and large-scale 
computer network or collection of com¬ 
puter networks is a complicated en¬ 
terprise. As the number of devices in¬ 
volved in the system increases, the 
system's complexity grows exponen¬ 
tially. Detecting and repairing soft¬ 
ware, machine and communications 
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link failures are extremely difficult* As 
might be expected, network manage¬ 
ment is a major target for research and 
development. 

A crucial area of network manage¬ 
ment concerns the security of 
l the system at all levels. Users 
of remote resources must be satisfac¬ 
torily identified—typically, by means 
of a password* Unfortunately, this ap¬ 
proach is weak, in part because pass¬ 
words are not chosen well (they are 
often last names, names of spouses, li¬ 
cense plates and birth dates, for exam¬ 


ple) and in part because passwords 
are carried without special protection 
across the network and thus may be 
observed by those technically equipped 
to do so. 

The need for security 1 and, in particu¬ 
lar, authentication arises at all levels of 
the protocol hierarchy. At the top level, 
users may want assurance that elec¬ 
tronic mail is coming from the person 
purported to be the sender; processors 
may need to know, for accounting pur¬ 
poses, which other systems are con¬ 
suming resources or, for access-control 
purposes, which systems are accessing 
information. In financial transactions, 
it is critical to assure integrity (that is, 
to make sure there has been no tam¬ 
pering with a message). For example, 
one w r ou!d like to be certain that a de¬ 
posit is not surreptitiously transferred 
to another account. In business trans¬ 
actions in which orders are placed, it 
would be helpful if it were difficult to 
repudiate confirmed orders. 

At lower layers, gateways and rout¬ 
ers need to know that control com¬ 
mands are coming from legitimate net¬ 
work management stations. In addi¬ 
tion, sometimes information exchanged 
on the network, such as medical rec¬ 
ords and electronic mail, needs to be 
kept confidential. In other cases, it Is 
critical that information such as finan¬ 
cial transactions, business orders, net¬ 
work-control information and account¬ 
ing records not be altered in transit. 

Digital cryptography can often satis¬ 
fy these various requirements. The Na¬ 
tional Institute of Standards and Tech¬ 
nology' sponsored the development of 
a Data Encryption Standard (DES) in 
the mid-1970s for commercial and gov¬ 
ernment users who did not require mil¬ 
itary-level cryptography. During the 
same period, the concept of public key 
cryptography (PKC) was developed* 

In conventional cryptographic sys¬ 
tems, a single key encrypts and de¬ 
crypts messages between parties who 
wish to keep their communication pri¬ 
vate and who w r ant assurance that only 
parties who hold the keys are able to 
communicate. The DES algorithm is 
a conventional system: any party hold¬ 
ing the key can encrypt or decrypt 
messages* Such a system is sometimes 
called a symmetric keying system, since 
all parties use the same keys, and the 
same cryptographic algorithm serves 
for both encryption and decryption. 

Public key systems, in contrast, use a 
pair of keys {see “The Mathematics of 
Public-Key Cryptography,” by Martin E. 
Heilman; Scientific American, August 
19791* Messages encrypted in one key 
can be decrypted only with the other 
key. It does not matter which key is 


used to encrypt, only that the other key 
must be used to decrypt. This form of 
cryptography is sometimes called an 
asymmetric keying system. 

Typically a user of a public keying 
system will keep one key private and 
publicize the other (hence the term 
“public key system”). To transmit a 
confidential message to a recipient, the 
sender encrypts the message in the re¬ 
cipient's public key. Only the recipient 
can decrypt the message, since only the 
secret key is useful for that purpose* 

An interesting twist to public key 
cryptography is the digital signature. 
To “sign” a message, the sender en¬ 
crypts the message in the secret key. 
The recipient is given the encrypted 
message and the advice that it came 
from the sender. The recipient looks 
up the- sender's public key and uses it 
to decrypt the message* If the decryp¬ 
tion is successful, the recipient knows 
that the message came from the send¬ 
er, since only the sender has the secret 
key that matches the public one. Clear¬ 
ly, digital signatures can be exploited 
for various transactions (including net¬ 
work management exchanges) in which 
it is important to verify the source of 
the message. More important, they al¬ 
low commerce that would otherwise 
suffer from serious threats of abuse. 

In its book on computer and network 
security, Computers at Risk , the Nation¬ 
al Research Council opens the first 
chapter with the alarm, “We are at risk*" 
This is a fair assessment for heavily 
networked computer systems operat¬ 
ing in many countries and with large 
numbers of programs running concur¬ 
rently* Technologies for ameliorating 
that risk are emerging from the re¬ 
search community. If we are at risk, w F e 
are also forewarned and, increasingly, 
forearmed with powerful methods for 
protecting the system. 
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Lightwave Communications: 
The Fifth Generation 

Optical fibers doped with erbium and powered by tiny laser chips are 
revolutionizing the way signals are regenerated for transcontinental 
communications and for fast data transmission over fiber-optic networks 


by Emmanuel Desurvire 


S ometimes innovations emerge 
when existing technologies or old 
ideas are applied in unconven¬ 
tional or original ways. Some five years 
ago many researchers predicted that 
lightwave communications systems were 
approaching their peak performance. 
Ignoring such opinions, a team of re¬ 
searchers reexamined a 20-year-old 
technology: optical fibers made from 


silica glass and traces of a rare-earth 
element. Such fibers can amplify tight 
signals when they are energized by in¬ 
frared radiation. 

Within three years investigators, in¬ 
cluding myself, had developed a novel 
type of optical amplifier that is based 
on a fiber doped with the rare-earth 
element erbium and is powered by a 
tiny, efficient radiation soutcc called a 


laser diode chip. When this fiber am¬ 
plifier was integrated into communica¬ 
tions systems, it increased the trans¬ 
mission capacities of the systems by a 
factor of 100. In principle, billions of 
bits of information can be transmitted 
in a fraction of a second through an 
uninterrupted cable that stretches a 
quarter of the way around the planet. 
In the middle of this decade AT&T Bell 
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Laboratories and Kokusai Denshin Den- 
wa (KDD) plan to deploy such a ca¬ 
ble across the Pacific Ocean, and many 
other companies are likely to do the 
same. Each cable will have the capabili¬ 
ty to carry 500,000 phone calls simul¬ 
taneously—more than 12 times the ca¬ 
pacity of existing transoceanic systems* 

Erbium-doped fibers eliminate the 
need for complicated devices called re¬ 
peaters, which are used in conventional 
systems to regenerate weakened sig¬ 
nals. Fiber amplifiers can boost signals 
by greater factors than repeaters, and 
they can transmit data at higher rates. 

The erbium-doped fiber amplifiers 
will play a major role not only in long¬ 
distance communications but also in lo¬ 
cal-area networks. Fiber amplifiers are 
ideal for networks that carry' vast quan¬ 
tities of information to thousands of 
users. Such networks could bring high- 
definition television and video telecon¬ 
ferencing to every home and business. 

Fiber amplifiers should also be an in¬ 
tegral part of future communications 
systems. They may be incorporated in 
systems that convey information as a 
change in the phase and frequency of 
light rather than as a modulation in in¬ 


tensity as all current systems do. Fiber 
amplifiers may be important for sys¬ 
tems in which information is carried by 
solitons. These short light pulses can in 
theory' propagate indefinitely in a de¬ 
fect-free optical fiber. If a practical sys¬ 
tem emerges from any of these con¬ 
cepts, it should greatly exceed the per¬ 
formance of existing systems. 

S ince 1975 the technology of light¬ 
wave communications has pro¬ 
gressed, by any standard, at an 
extremely rapid pace. The technology 
has evolved as scientists have worked 
persistently to invent systems that 
transmit more information at faster 
rates over longer distances. Innovative 
systems must also prove practical and 
cost-effective. During the past 20 years, 
researchers have launched five genera¬ 
tions of lightwave communications sys¬ 
tems, each representing a major ad¬ 
vance in the technology. 

When the first generation of lightwave 
communications systems was intro¬ 
duced around 1975, it could transmit 
far more information than could sys¬ 
tems carrying electrical signals through 
capper wires. First-generation systems 


and those that followed consist of the 
same basic components: encoding and 
decoding devices, a transmitter, silica 
fibers, repeaters and a receiver. The en¬ 
coding device first converts information 
into an electrical signal. The transmit¬ 
ter then converts the signal into light. 
The transmitter, at least in 1975, was a 
light-emitting diode that produces in¬ 
frared radiation at a wavelength of 0.87 
micron. The diodes respond to changes 
in the electrical signal by emitting light 
of various intensities. 

In all generations of lightwave sys¬ 
tems, light from the transmitter is car¬ 
ried through fibers made of silica glass. 
A fiber consists of a core, which carries 
the light, and a cladding, which guides 
light through the core. As the light sig¬ 
nal travels along the fiber, it broadens 
and weakens. The signal disperses, in 
part, because radiation of different fre¬ 
quencies propagates at different speeds 
through the core. The signal attenuates 
largely because defects or impurities in 
the glass absorb or scatter light. 

A system can compensate for attenu¬ 
ation with repeaters. These devices are 
placed between lengths of fiber to de¬ 
tect, amplify and reemit the signal. 



ERBIUM-DOPED OPTICAL FIBER (the green-glowing coil at the left) will be one of 
the key components in the next generation of lightwave communications systems. 
To demonstrate the capabilities of the erbium-doped fiber as an amplifier, the author 
and his colleagues, then at AT&T Bell Laboratories, built the apparatus shown here 
in the light (above) and dark ffe/t). The fiber amplifies infrared light signals when 
it is energized by green laser light. The erbium atoms in the fiber absorb the green 
light and jump to a high-energy state. As an infrared light signal passes through 
the fiber, the erbium atoms transfer their energy to the signal by a process known 
as stimulated emission. Red light is used to indicate the path of the signal. The sig¬ 
nal travels from the right of the apparatus, propagates through the erbium-doped 
fiber and emerges on the left, where the amplification of the signal is measured. 


EMMANUEL DESURVIRE is associate professor of electrical engineering at Columbia 
University. He works at Columbia's Center for Telecommunications Research. In 1981 
he received a diploma of advanced studies {DEA) in theoretical physics from the Univer¬ 
sity of Paris VI. After investigating Raman fiber amplifiers for two years at Thomson- 
CSF in Orsay, he obtained a doctoral degree from the University of Nice. For the next two 
years, at Stanford University, he conducted research on active fiber devices. From 1986 
to 1990 at AT&T Bell Laboratories, he worked on erbium-doped fiber amplifiers. 
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Eventually the signal reaches the re¬ 
ceiver, which transforms the light back 
into an electrical signal. Finally, the de¬ 
coding device translates the electrical 
signals into a form a telephone or com¬ 
puter can interpret. 

The success of each generation of 
lightwave communications systems ul¬ 
timately depends on two quantities: how 
much information can be transmitted 
in a second through the system and 
haw far signals can travel through a 
fiber before the signal mus t he regener¬ 
ated. The success of the system can 
therefore be expressed as the transmis¬ 
sion capacity, which is defined as the 
highest bit rate of the system times the 
maximum transmission length. By 1978, 
one billion bits (a gigabit) could be 
transmitted each second through a sys¬ 
tem 10 kilometers long. The transmis¬ 
sion capacity was therefore about 10 
gigabit-kilometers per second. 

During the next three years, lightwave 
communications systems reached near¬ 
ly 100 gigabit-kilometers per second as 
the second generation emerged. Scien¬ 
tists had improved the technology in 
two ways. First, by reducing the size of 
the core of the fiber, they created "sin¬ 
gle-mode” fibers, which force the light 
signals to travel at a nearly uniform ve¬ 
locity. This advance greatly reduced dis¬ 
persion. Second, they developed trans¬ 
mitters and receivers that could handle 
light at a wavelength of 1.3 microns. 
This change reduced attenuation be¬ 
cause silica glass is more transparent 
at 1.3 microns than at 0.87 micron. 


In 1982 the third generation began to 
appear as researchers developed manu¬ 
facturing techniques that increased the 
purity of silica glasses. By doing so, sci¬ 
entists greatly enhanced the transparen¬ 
cy’ of fibers in the wavelength region 
from 1.2 to 1.6 microns. To take advan¬ 
tage of this advance, they perfected the 
technology of the laser diode chip—a 
high-speed, monochromatic source of 
laser light. In particular, laser diodes 
could generate hght of 1.55 microns, 
the wavelength at which silica glass is 
most transparent. These improvements 
raised the transmission capacity to hun¬ 
dreds of gigabit-kilometers per second. 

By 1984, many researchers believed 
the basic design of lightwave communi¬ 
cations systems had been worked out. 
But to their surprise, the fourth and fifth 
generations emerged from a communi¬ 
ty of scientists working on forward- 
looking approaches and novel devices. 

T he fourth generation consists of 
innovative systems that modu¬ 
late the frequency 1 or phase of 
hght instead of its intensity. Because 
such systems preserve the phase and 
frequency 1 of light, they are described as 
coherent, just as lightwaves that trav¬ 
el together with the same phase and 
frequency are called coherent. Systems 
based on intensity 7 modulation are 
known as direct detection, because the 
detectors used in these systems can 
translate a change in intensity directly 
into a fluctuation in electric current. 

In the laboratory/, coherent systems 


outperform direct-detection systems. 
Coherent receivers can accurately de¬ 
tect light signals whose intensity is 
much lower than the minimum that di¬ 
rect-detection systems can discern. Sig¬ 
nals can therefore travel farther through 
a coherent system than through a com¬ 
parable direct-detection system. 

By 1987, coherent systems had trans¬ 
mission capacities almost as high as 
those of direct-detection schemes. It 
was far from clear, however, whether 
either scheme could be improved. Some 
investigators favored coherent systems 
because of their greater potential. But 
they faced serious technical obstacles. 
They needed to produce light sources 
w r hose frequency and phase w 7 ere very/ 
stable. And they had to develop devices 
that could modulate and detect the 
phase and frequency of light as easily as 
conventional components could change 
and monitor the intensity of radiation. 
Indeed, researchers had found devices 
that could accomplish these tasks, but 
at the time the approaches were too 
complex and expensive tor practical 
considerations. 

Workers were also struggling to im¬ 
prove direct-detection systems. They 
knew that if they could invent power¬ 
ful amplifiers, they could compensate 
for the limited sensitivity 1 of direct-de¬ 
tection systems. The amplifiers would 
boost the signals, enabling them to trav¬ 
el over increased transmission lengths. 

Many researchers were attempting to 
build an optical amplifier on a single 
chip. They succeeded but had difficulty 
making the devices perform on the lab 
bench. It was hard to imagine that opti¬ 
cal amplifier chips would be implement¬ 
ed on a large scale within several years. 

At the end of the 1980s, it seemed 
likely that both direct-detection and co¬ 
herent systems would benefit from op¬ 
tical amplifiers. Yet it was not clear what 
kind of amplifier would prove beneficial. 
Some researchers, therefore, turned their 
attention to "exotic 1 * devices. 

The breakthrough was the develop¬ 
ment of the erbium-doped fiber am¬ 
plifier. The main components of the 
amplifier are laser diodes and lengths 
of erbium-doped fiber. The laser diodes 
power the amplifier by providing infra- 
red radiation at a wavelength of 1.48 
or 0.98 micron. The light is absorbed 
by the erbium atoms, "pumping” them 
to a high-energy 1 level. When a weak¬ 
ened signal enters the erbium-doped 
fiber, the "excited” erbium atoms trans¬ 
fer their energy to the signal through a 
process that Einstein called stimulated 
emission. In this w 7 ay, the erbium-doped 
fiber regenerates the signal. 

Erbium-doped fibers are not consid¬ 
ered to be “repeaters” even though they 



TRANSMISSION CAPACITY of optical fibers has increased 10-fold every four years 
since 1975. The five generations of the technology are shown. The open circle 
( purple) represents the results from an experiment that simulated long-distance 
transmissions using a loop of fiber amplifiers and optical fibers. 
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FIBER AMPLIFIER requires a source of pumping radiation and 
a single mode optical fiber whose core is doped with erbium. 
The fiber amplifies signals as erbium atoms absorb the pump¬ 
ing radiation and transfer their energy to the signals. Hence, 


the intensity of the pumping radiation decreases over the 
length of the fiber. As the signal travels through the fiber, its 
intensity increases until the intensity of the pumping radia¬ 
tion drops below a certain threshold. 


act as signal regenerators* Repeaters 
convert light into electric current, am¬ 
plify the current and transform it back 
into light. Erbium-doped optical fibers 
do not interrupt the path of the Light 
signal as it propagates from transmit¬ 
ter to receiver. 

The introduction of the erbium- 
doped fiber ushered in the fifth genera¬ 
tion of lightwave communications sys¬ 
tems. Transmission capacities shot up 
from hundreds to tens of thousands of 
gigabit-kilometers per second. 

The idea of doping optical fibers 
with erbium and other rare-earth ele¬ 
ments dates to the early 1960s, when 
Charles j. Koester and Elias Snitzer of 
the American Optical Company investi¬ 
gated fibers doped with the rare earth 
neodymium. They discovered that the 
fibers could be used as a lasing medi¬ 
um and could amplify light. To mea¬ 
sure the amplification, they coiled a 
one-meter length of the fiber around a 
flash lamp. They found that infrared 
radiation at a wavelength of 1.06 mi¬ 
crons could be amplified by a factor of 
50,000, a gain of 47 decibels. (Amplifi¬ 
cation is usually expressed in decibels, 
which are defined as 10 times the com¬ 
mon logarithm of the ratio of the out¬ 
put power to the input.) A decade later 
Julian Stone and Charles A, Burrus, Jr., 
of Bell Laboratories were the first to 
demonstrate that neodymium-doped fi¬ 
bers could be energized by laser diodes 


rather than by cumbersome flash lamps 
or water-cooled lasers. 

But during the 1970s, this promis¬ 
ing line of research was abandoned. 
The neodymium-doped fiber amplifiers 
did not meet the needs of the time. 
Whereas the fiber amplifiers operated 
in the range of 1.06 microns, research¬ 
ers were concentrating on applications 
that would work at wavelengths dose 
to 1.3 or 1.55 microns, the wavelengths 
at which silica is most transparent. 
Could fibers be doped with other ele¬ 
ments to make a device that w r ould op¬ 
erate in the proper wavelength range? 

The issue was not studied until 
1985-86, when David Payne and his co- 
w r orkers at the University of Southamp¬ 
ton revitalized interest in fibers doped 
with rare-earth elements. In particu¬ 
lar, they demonstrated that an erbium- 
doped fiber could make a novel type of 
optical amplifier at L55 microns. One 
year later they achieved a 25-decibel 
gain at this wavelength by pumping an 
erbium-doped fiber with 60 milliwatts 
of red Light at 0.65 micron. 

Most scientists who learned about the 
work at Southampton probably consid¬ 
ered it an interesting piece of phys¬ 
ics but nothing very' practical* They 
were justified in their critidsm because 
it is difficult to generate intense red 
light at 0.65 micron- one must use a 
large, ponderous laser. But these critics 
overlooked the fact that erbium can be 


pumped at other wavelengths. In par¬ 
ticular, erbium can be energized with in¬ 
frared radiation, which can be produced 
by a very practical device, the laser di¬ 
ode chip. 

I was very interested in the work 
of the Southampton team, having 
spent a few years experimenting 
with fiber amplifiers that boosted sig¬ 
nals through a process known as Ra¬ 
man scattering. When I joined AT&T 
in 1986,1 wanted to investigate wheth¬ 
er the technology’ of fiber amplifiers 
could be refined to improve lightwave 
networks. Just before my arrival, John 
B. MacChesney and Jay Simpson, who 
were working in the laboratory, had 
patented a process for fabricating opti¬ 
cal fibers made up of many constit¬ 
uents—including rare-earth elements* I 
collaborated with them and Philippe 
Becker, also at Bell Labs, to study er¬ 
bium-doped fibers* 

We used an argon-ion laser to pump 
an erbium-doped fiber with green light 
at 0.51 micron. By the middle of 1987, 
w'e obtained an encouraging 22-decibel 
gain using 100 milliwatts of green light. 
But such results did not generate ex¬ 
citement among network engineers, 
w ? ho justifiably considered the device 
impractical. 

My colleague Randy Giles and I then 
made a rather unorthodox decision. 
The next logical step would have been 
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to give up the approach or to work to¬ 
ward building a more practical fiber 
amplifier. Instead we wanted to see 
how well the amplifier could transmit 
data. We proceeded to measure the 
error rate of data flow through the 
strange, green-glowing fiber amplifier. 
After spending a few hours fighting 
spurious effects, wc obtained an error 
rate of one part in a billion at a data 
flow of two gigabits per second. This 
rate is the industry standard for "error- 
free'' communications. 

Most important, the observed gain 
did not depend on the polarization of 
the signal, whereas the semiconductor 
amplifiers that have been developed 
are sensitive to polarization. This re¬ 
sult was the first sign that erbium- 
doped fibers might have a real advan¬ 
tage over other amplifiers. 

Encouraged by these findings, we 
conducted an experiment to determine 


whether erbium-doped fibers could re¬ 
generate several signals at the same 
time. We found that they could. The sig¬ 
nals did not interfere with one anoth¬ 
er, or more specifically, the cross talk 
between signals was negligible. We had 
identified a second advantage of er¬ 
bium-doped fiber amplifiers. 

During the late 1980s, my colleagues 
and I set out to construct a practical er¬ 
bium-doped fiber amplifier. First and 
foremost, we need to prove that com¬ 
pact laser diodes could replace massive 
lasers as an efficient means for power¬ 
ing erbium-doped fiber amplifiers. 

Our efforts were complicated by the 
fact that although several different 
wavelengths of radiation can be used 
to energize erbium, only a few r do so 
efficiently. For instance, when an er¬ 
bium atom Is pumped with light of 
0,67 or 0,80 micron, it absorbs a pho¬ 
ton, achieving the desired energy state, 


but it may then jump to a second state 
by absorbing a second photon. In a fi¬ 
ber amplifier, a fraction of the erbium 
atoms will jump to this second state, 
which prevents them from transferring 
their energy to the optical signal. As a 
result, the efficiency of the amplifier is 
reduced. 

Luckily, by a trick of nature, radia¬ 
tion at 0.98 or 1.48 microns can ener¬ 
gize erbium without suffering from this 
unwanted effect. These wavelengths can 
be produced by semiconductor laser 
diodes fabricated from compounds of 
indium, gallium, arsenic and phospho¬ 
rus. It is also fortunate that a silica 
fiber can be designed so that light at 
0.98, 1.48 or 1.S5 microns will travel in 
a single mode. This type of propaga¬ 
tion is desirable because it allows the 
fiber to carry high-intensity light, which 
can energize the erbium atoms with 
great efficiency. 
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LONG-DISTANCE COMMUNICATIONS SYSTEMS will rely on 
erbium-doped fiber amplifiers in the near future. In such sys¬ 
tems, several optical transmitters generate signals, which are 
combined and directed into a single fiber. Fiber amplifi¬ 
ers are placed between ordinary strands of optical fiber and 
boost the signals periodically. When the signal emerges from 


the array of fibers, it is focused onto an optical grating, 
where it is separated. The split signals are then guided to¬ 
ward several receivers. In ihe inset, which depicts the details 
of the fiber amplifier, a photodiode measures the intensity of 
the output signal and provides feedback to keep the amplifi¬ 
cation at a constant level. 
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To determine whether laser diodes 
might be practical, my group and oth¬ 
ers first used conventional lasers to 
test how erbium-doped fibers would 
perform powered by radiation of either 
0.98 or 1.48 microns. Researchers at 
Southampton conducted many of the 
first experiments at 0.98 micron, which 
they identified as the most efficient 
wavelength for pumping. Meanwhile my 
co-workers and I focused on 1.48 mi¬ 
crons, the wavelength for which the la¬ 
ser diode technology was more mature. 
Other institutions, including the Nip¬ 
pon Telegraph and Telephone (NTT) 
Research Laboratories near Tokyo, 
joined the investigation. So far the best 
results, as reported by AT&T for the 
1.48-micron wavelength and NTT for 
the 0.98-micron wavelength, are that 
an erbium-doped fiber amplifier pow¬ 
ered by a mere 10 milliwatts of power 
can achieve a gain in the range of 30 to 


40 decibels. Such power levels were 
shown to be well within the capability 
of laser diodes, which can now gener¬ 
ate more than 200 milliwatts of light at 
0.98 and 1.48 microns. 

Perhaps most significant, in 1989 NIT 
was the first to demonstrate that an am¬ 
plifier could he efficiently pumped with 
a laser diode. The same company suc¬ 
cessfully tested a prototype system of 
erbium-doped fiber amplifiers and or¬ 
dinary fiber links. The system carried 
about two gigabits per second over a 
distance of 212 kilometers, at the time. 

Once NTT had shown that the trans¬ 
mission capacity could be greatly in¬ 
creased, research groups began com¬ 
peting for world records as fiercely as 
Olympic teams. In the middle of 1989 
both NTT and Bell Communications Re¬ 
search reported transmission rates of 
about 10 gigabits per second over dis¬ 
tances of 150 kilometers, bringing the 


maximum transmission capacity to 
1,500 gigabit-kilometers per second. 
Near the end of 1989, workers at KDD 
announced even more startling news. 
By using a series of 12 fiber amplifiers, 
they were able to transmit data at 1.2 
gigabits per second over the incredible 
distance of 904 kilometers. 

Then, early in 1990, workers at NTT 
made a remarkable comeback. They 
were the first to construct a coherent 
system that included fiber amplifiers. 
The system could transmit data at 2.5 
gigabits per second over 2,223 kilome¬ 
ters. The industry had entered the era 
of 1,000-kilometer-long systems. 

But even these results do not dem¬ 
onstrate the full potential of erbium- 
doped fiber amplifiers. Using an experi¬ 
mental system that emulates a very 
long transmission Link, Neal S. Bergano 
and his colleagues at AT&T achieved 
transmission capacities as high as 


i 


SATELLITE 

DISH 

OFF-AIR 

TRANSMISSION 




LOCAL 
TRANSMISSION " 


A 


VIDEO 


CENTRAL STATION 





* ERBIUM-DOPED 

* FIBER AMPLIFIER 

* (BOOSTER) 


LASERS 
TRANSMITTERS COUPLER 


HOME 



TELEVISION 


J 


A 


FIBER AMPLIFIER 
(LOSS COMPENSATOR) 


SIGN AL SPLRTERS 


1 y' y y ^ 

tunable! 

PHOTODIODE 

FILTER j 


SUBSTATION 



— 



* 



* 



* 



_ 



SIGNAL SPLITTERS 




OPTICAL FIBER 
(10 TO 25 
KILOMETERS) 




V 


BROADCAST NETWORK for high-definition television and 
other communications services is one system that could bene 
fit from erbium-doped fiber amplifiers. According to recent 
estimates, the system could transmit signals as far as 25 kilo¬ 
meters and could reach as many as 10 million users. Once 
the signals are received or generated, they travel to a series 


of transmitters and lasers that convert the signals into light. 
The signals are combined into one and guided into several 
ordinary fibers. Amplifiers boost the signal as it is split nu¬ 
merous times and as it decays over lengths of ordinary fiber. 
The signal ultimately reaches the user, who can select the de¬ 
sired portion of the signal. 
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50,000 gigabit-kilometers per second. 
This capacity is 100 times greater than 
what can be achieved so far in an op¬ 
tical fiber system without amplifiers, 
and it is 10 times greater than what 
has been attained in systems deployed 
across the oceans. 

The group placed a few erbium fiber 
amplifiers between strands of low-loss 
fiber and joined the ends to form a 
loop. When they injected light pulses 
into the loop, they succeeded in trans¬ 
mitting 2.4 gigabits per second over 
21,000 kilometers and five gigabits per 
second over 9,000 kilometers. The out¬ 
put signals emerged undistorted ex¬ 
cept for a small, unavoidable amount 
of noise generated by the fiber amplifi¬ 
er. Although these results were achieved 
using a fiber loop, which differs some¬ 
what from a demonstration of point- 
to-point communications, the achieve¬ 
ment indicates that fiber amplifier sys¬ 
tems have enormous potential. 

Whereas some investigators have fo¬ 


cused their efforts on achieving record- 
breaking transmission capacities during 
the past four years, others have made 
significant progress in the study of sol¬ 
itons and their use in communications 
systems. 

A soliton can travel indefinitely 
through a “perfect” fiber, that 
JLJL is, one that does not attenuate 
light. A soliton, like an ordinary light 
pulse, consists of many components 
that differ slightly in wavelength A sol¬ 
iton also varies in intensity over its 
length, width and height. lightwaves of 
different wavelengths travel through fi¬ 
bers at different velocities. This effect 
is known as dispersion. And when the 
intensity of light exceeds a certain lev¬ 
el, lightwaves of the same wavelength 
but different intensities propagate at 
different speeds. This phenomenon is 
known as the optical Kerr effect. The 
principle behind solitons is that the op¬ 
tical Kerr effect can he used to counter¬ 


act dispersion. If each wavelength com¬ 
ponent is generated so that it has a par¬ 
ticular intensity, all the components can 
be made to travel at the same speed. As 
a result, the soliton will neither broad¬ 
en nor compress as it travels through 
a lossless fiber. 

Of course, all fibers attenuate signals 
to some degree, and the soliton wil] 
slowly decay as the pulse propagates. 
Yet it will retain its shape until the 
power of the soliton drops below a cer¬ 
tain level. 

Linn F. Mollenauer, who pioneered 
the field of solitons in optical fibers, 
proposed that fiber amplifiers could 
compensate for the losses in fibers, 
making it possible to sustain the prop¬ 
agation of sohtons over long distances. 
In 1988 he proved it at AT&T. By trap¬ 
ping solitons in a 40-kilometer loop of 
fiber and fiber amplifiers, Mollenauer 
and his colleagues ultimately observed 
solitons that propagated for 10,000 
kilometers with little broadening. Re¬ 
cently they showed that solitons enable 
information to be transmitted, error 
free, at a rate of 2.5 gigabits per second 
over a distance of 14,000 kilometers. 
This result gives every indication that 
solitons could be used for long-distance 
communications. 

Solitons are the ideal light pulse for 
communications. They can be spaced 
closely together because they do not 
merge into one another and because 
they are short {about 10 trillionths of a 
second). Soliton systems—in which the 
presence or absence of a soliton rep¬ 
resents a single bit of information- 
should attain transmission capacities 
of at least five gigabits per second over 
distances of 10,000 kilometers. 

Soliton systems should achieve even 
greater capacities if they can take ad¬ 
vantage of other emerging technologies. 
Signals transmitted as solitons enable 
several channels of information to be 
sent simultaneously at different wave¬ 
lengths. This approach, called wave¬ 
length-division multiplexing, is imprac¬ 
tical with nonsoliton signals because 
the signals disperse and mix irreversibly 
with one another over long distances. 
In soliton systems the maximum num¬ 
ber of channels is ultimately limited 
because fiber amplifiers boost signals 
of different wavelengths by different 
amounts. A soliton system could realis¬ 
tically support at least five channels 
and could therefore catty 25 gigabits 
per second. 

Mollenauer and his colleagues have 
also investigated “polarization multi¬ 
plexing' 1 for soliton systems. In such 
schemes the number of channels can 
be doubled by transmitting signals that 
have the same wavelength but two 




SIGNALS (fop) traveled 9,000 kilometers through a loop of ordinary fiber and er¬ 
bium-doped fiber amplifiers, emerging (bottom) virtually undistorted and free from 
noise. These results, which were obtained by Neal S. Bergano and his co-workers at 
AT&T Bell Laboratories, show the great potential of fiber amplifiers. 
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FIBER AMPLIFIER can boost telephone signals through fiber-optic cables that span 
continents. The amplifier contains an erbium-doped optical fiber, which is wound 
around a spool at the left The fiber is energized by light from a laser chip, which is 
housed in the small metallic case at the top right. Light signals enter and exit the 
fiber through the yellow cables at the left. The device, which is 15 centimeters 
long, was designed by Terry W. Cline and his colleagues at AT&T Bell Laboratories. 


different polarizations. This approach 
would bring the total transmission rate 
to the high rate of 50 gigabits per sec¬ 
ond, The techniques used for generat¬ 
ing, modulating and detecting soliton 
pulses are still being developed in the 
laboratory. For this reason alone, soli¬ 
ton systems may not be deployed for 
some time. 

Another alternative for the future of 
communications is coherent systems. 
Coherent techniques could exploit the 
entire wavelength region from L2 to 
1.6 microns and would allow optical 
channels to be packed very closdy to¬ 
gether. To make a practical system, 
workers must still develop frequency- 
agile devices, which have better abso¬ 
lute frequency control and stability. If 
progress continues in this field, work¬ 
ers may well find a way to eliminate 
the need for optical amplifiers in local- 
area networks. It seems dear, however, 
that long-distance communications will 
continue to depend on optical ampli¬ 
fiers, Furthermore, it is too early to pre¬ 
dict when frequency-agile devices will 
be ready for use. 

E rbium-doped fiber amplifiers are 
already having a tremendous im¬ 
pact on long-distance communi¬ 
cations, And in the next decade fiber 
amplifiers should play an even greater 
role in the field of lightwave networks. 
Indeed, the technological challenge of 
such networks is to exchange the maxi¬ 
mum amount of data among the largest 
possible number of users in the short¬ 
est interval of time with the smallest 
probability of failure. For this type of 
communication, the advantage of em¬ 
ploying optical fibers, rather than mi¬ 
crowave cables, comes from their low 
loss and their ability to convey data at 
higher bit rates over longer distances. 

The simplest form of a fiber network 
is called a broadcast network, in which 
optical data are transmitted from a 
central station to an ensemble of users. 
A fiber amplifier could compensate for 
losses as the signals from the central 
station are split over and over again. 
Other fiber amplifiers in the branches 
of the network could compensate for 
propagation losses over extended dis¬ 
tances of 10 to 25 kilometers, permit¬ 
ting the scale of the network to be in¬ 
creased. The number of homes that 
could be reached through such a net¬ 
work is enormous. 

The company British Telecom has re¬ 
cently demonstrated the broadcasting 
of 384 video channels to nearly 40 mil¬ 
lion potential users within a 50-kilome 
ter-diameter area. Such systems can be 
expanded in area by increasing the 
fiber length and using more fiber am¬ 


plifiers to compensate for the loss. The 
maximum number of users is limited, 
however, because as the signal passes 
through one amplifier after another, it 
eventually accumulates so much noise 
that it becomes unusable for communi¬ 
cations purposes. 

Networks that include fiber ampli¬ 
fiers can transmit data at very high 
rates because they are able to support 
many channels. The number of chan¬ 
nels is not reduced by dispersion, 
which is negligible over the short dis¬ 
tances covered by fiber networks. The 
number of channels is finite, however, 
because of four effects. First, if the 
combined strength of the signals from 
each channel exceeds a certain level, 
the erbium amplifier will not amplify 
the signal. Second, the fiber amplifier 
can transmit only a limited range of 
wavelengths (from 1,53 to 1.55 mi¬ 
crons). Third, the wavelengths of any 
two optical channels must differ enough 
so that the channels do not interfere or 
mix together. .And finally, the gain of 
the amplifier varies with wavelength. 
The number of channels may also he 
reduced because of limitations in the 
ability of photonic devices to discrimi¬ 
nate optical channels. 

Despite these limitations, lightwave 
networks that employ fiber amplifi¬ 
ers may ultimately carry an estimated 
2,000 to 3,000 gigabits per second. So 
far no other technology can compete 
with these rates. 

As erbium fiber amplifiers and other 
lightwave technologies are introduced 
into long-distance systems and local- 


area networks during the coming de¬ 
cades, people will have access to new' 
types of powerful communications ser¬ 
vices. Lightwave communications sys¬ 
tems will integrate the functions of 
telephones, facsimile machines, com¬ 
puters and televisions. They will also 
offer many new services: Businesses 
will have access to vast data banks and 
will be able to take advantage of inter¬ 
active video networks for teleconfer¬ 
encing. Researchers wifi be able to ex¬ 
ploit fully the resources of supercom¬ 
puters located thousands of kilome¬ 
ters away. Homeowners will be able to 
choose programs from video libraries. 
It is reasonable to infer that just as 
telephones and televisions have trans¬ 
formed work and leisure in this centu¬ 
ry, lightwave communications systems 
promise to influence society profound¬ 
ly in the 21 st century . 
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Microlasers 

Millions of lasers measuring just a few millionths of a meter 
can now be etched on a single chip, offering a host of novel 
applications in optical communications and information processing 

by Jack L. Jewell, James P. Harblson and Axel Scherer 


I nvestigators have long dreamed of 
building an optical computer. Elec¬ 
tronic switches and circuits would 
be replaced by a network of light 
Lhrough which individual impulses car¬ 
ry and process information. The idea is 
not only aesthetically appealing but also 
offers the promise of a machine that 
would be even faster and more versatile 
than the most powerful computer in 
use today. 

The realization of the dream, howev¬ 
er, has been thwarted by the lack of 
sufficiently tiny optical-signal process¬ 
ing devices, like its electronic counter¬ 
part, the transistor, the basic building 
block of any optical processing or com¬ 
munications system must operate at 
low power and at high speed, and to do 
so it must be small. In the microelec¬ 
tronics industry, transistors having di¬ 
mensions smaller than a micron (a mil¬ 
lionth of a meter) are now r routinely fab¬ 
ricated in numbers approaching tens of 
millions on a single semiconductor chip. 
Compared with this astonishing feat, 
the miniaturization of optical devices 
has lagged considerably. 

The current state of affairs in com¬ 
mercially available optical technology' 
is embodied by a device called the semi¬ 
conductor diode laser, which is found 
in everything from compact-disc play¬ 
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ers to fiber-optic communications sys¬ 
tems. Although the diode laser has rev¬ 
olutionized the storage and communi¬ 
cation of information, the size of the 
device and its degree of integration are 
roughly comparable to that of the indi¬ 
vidually packaged transistors found in 
a late 1950s radio. A typical diode laser 
measures a few microns wide by sev¬ 
eral hundred microns long—making it 
several hundred times bigger than one 
of its microelectronic counterparts. .Al¬ 
though such a device is orders of mag¬ 
nitude smaller than the familiar red he¬ 
lium-neon laser commonly used in su¬ 
permarket bar-code scanners, it is sim¬ 
ply too big to be useful in an optical 
computer. 

Very recently, significant advances 
have been made in the miniaturiza¬ 
tion of diode lasers. In May 1989, in 
work that evolved from efforts to con¬ 
struct two-dimensional arrays of op¬ 
tical switches in hopes of eventually 
building optical computers, w j e fabri¬ 
cated more than one million micro¬ 
lasers, or micron-size lasers, on a sin¬ 
gle semiconductor chip about seven 
millimeters wide by eight millimeters 
long [see illustration on opposite page J. 
The microlasers were proposed by one 
of us (Jewell) and Sam McCall of AT&T 
Bell Laboratories. They were created at 
Bell Communications Research (Bell¬ 
core) by the other two of us and Leigh 
Florez. The devices range in size from 
one to five microns. 

Such a scale is already two orders 
of magnitude smaller than that of con¬ 
ventional diode lasers. With additional 
work, the size can probably be brought 
down by another order of magnitude. 
Perhaps most exciting, as the micro- 
laser approaches its practical low r er 
limit in size (probably between one 
half and one quarter of a micron), it is 
believed that the quantum mechanical 
process of light emission can be rad¬ 
ically altered in a way that will further 
enhance the performance of the device. 


Microlascrs are so new that at this 
time no one can predict whether they 
will make a significant Impact on the 
commercial market. Moreover, the de¬ 
velopment of an optical computer is far 
from an easy task [see “The Optical 
Computer,” by Eitan Abraham, Colin T. 
Seaton and S, Desmond Smith; Scien¬ 
tific .American, February' 1983], Nev¬ 
ertheless, microlasers have generated 
enormous excitement for their poten¬ 
tial applications in optical computers 
as well as in optical communications 
and information processing in general. 

T he principles of operation under¬ 
lying a diode laser are the same 
as those for any laser [see top of 
illustration on page 64 ]. Atoms in a part 
of the laser called the amplifying medi¬ 
um—typically a solid, liquid or gas—are 
pumped, or energized, either electrical¬ 
ly or with a source of electromagnet¬ 
ic radiation. When a light wave of a 
specific wavelength traveling through 
the amplifying medium encounters a 
pumped atom, it can induce the atom 
to release its energy in the form of 
a light wave at the same wavelength. 
The process is coherent, which is to say 
that the crests and troughs of the waves 
match up, and the intensity 7 of the light 
increases. Mirrors on each end of the 
amplifying medium form a cavity, and 
they Force the light to bounce back and 
forth many times through the medium, 
maximizing the increase in intensity. 


FIRST ARRAY OF MICROLASERS was 
completed in May 1989 by the authors, 
A tiny portion of the array, which con¬ 
tained more than one million micro¬ 
lasers, is shown in this scanning elec¬ 
tron micrograph. The largest devices 
have a diameter of about five microns 
(millionths of a meter); the smallest are 
about a micron. Laser beams, which 
emerge from the circular shaped ends, 
were generated in all the devices except 
the very smallest. 
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The reflectivity of one or both of the 
mirrors is less than unity, with the re¬ 
sult that some of the intensified light 
is able to escape from the cavity in the 
form of a laser beam. 

In a diode laser the amplifying medi¬ 
um is a long, brick-shaped diode, a de¬ 


vice that permits electric current to flow 
freely in one direction but blocks the 
flow of current in the other. The diode 
is made from a semiconducting materi¬ 
al such as gallium arsenide. The ampli¬ 
fying medium of a conventional diode 
laser is about as long as the laser itself 


[see middle of illustration on this page]. 
Mirrors are formed on each end of the 
“brick” by simply cleaving the wafer: 
each interface between the semicon¬ 
ductor and air has a 30 percent reflec¬ 
tivity, which is more than sufficient for 
operation, When an electric current is 
made to flow parallel to the mirrors, 
the diode fills with electrons and holes 
(parts of the semiconductor lacking 
electrons). A short time later the elec¬ 
trons and holes recombine, and when 
they do, they emit light. The light is in¬ 
tensified by multiple reflections through 
the semiconductor, and a portion of it 
emerges from one of the mirrors in the 
form of a laser beam parallel to the un¬ 
derlying wafer substrate; that is, the 
beam comes out of the edge. 

O ne characteristic that makes 
a microLaser so very different 
from a conventional diode laser 
is that the laser beam emerges perpen¬ 
dicular, instead of parallel, to the wafer 
substrate [see bottom of illustration at 
left]. Instead of the brick-shaped ap¬ 
pearance of a conventional diode laser, 
a microLaser looks like a tiny Coke can; 
the laser beam shoots out of the top 
(or out of the bottom through the trans¬ 
parent wafer on which it has been 
grown). The difference in geometric con¬ 
struction means that more lasers per 
area can be packed on a wafer. Kenichi 
Iga and his colleagues at the Tokyo In¬ 
stitute of Technology first demonstrat¬ 
ed the feasibility of such a surface- 
emitting (instead of edge-emitting) ap¬ 
proach in the late 1970s, 

Our own work in microlasers dates to 
about the time of Iga's breakthrough. 
Investigators at Bell Labs built surface- 
emitting lasers by sandwiching films of 
gallium arsenide that measured from 
one eighth of a micron to a few mi¬ 
crons thick between mirrors and gluing 
the entire stack together. To sensible 
people, the notion of turning such a 
procedure into a practical technology 
was silly; fabrication bordered on black 
magic, and the devices were of poor 
quality. (Of course, the first transistors 
also had these “attributes.”) 

Steady improvements turned the 
tide. A microlaser, Including mirrors, is 
now typically about six microns long, 
compared with the 250-micron Length 
of a conventional diode laser. But what 
actually makes a microlaser “micro" is 
that its Coke-can geometry serves as a 
waveguide: an optical “hose” that pre¬ 
vents light from spreading outward as it 
propagates. (An optical fiber is a well- 
known example of a waveguide.) The 
typical diameter of a microlaser, as we 
mentioned earlier, is a few microns. 
Even though microlasers are still in 



PRINCIPLES OF OPERATION are the same for a conventional helium-neon laser 
found in a supermarket bar-code scanner (top), a conventional semiconductor diode 
laser in a compact-disc player ( middle) and one of the newly developed microlasers 
(bottom). Atoms in an amplifying medium (pink) are pumped, or energized, by elec¬ 
tromagnetic radiation or current. When a light wave traveling through the medium 
encounters a pumped atom, it can induce the atom to release its energy in the form 
of a light wave at the same wavelength. The intensity of the light increases as it 
bounces back and forth between two mirrors (blue) positioned on each end of the 
medium. The reflectivity of one of the mirrors is less than unity, which allows some 
of the intensified light to escape in the form of a laser beam (m#). The lasers are not 
drawn to scale: a helium-neon laser is about 100 to 1,000 times longer than a con¬ 
ventional diode laser, which in turn is about 100 times longer than a microlaser. 
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their infancy, their small size makes 
their power requirements comparable to 
those of the more mature conventional 
diode lasers. An important yardstick 
used to characterize the power require¬ 
ments of any diode laser is the thresh- 
old current, the flow of electric current 
needed to make the diode just barely 
lase. The lowest threshold of a micro- 
laser is 0 .7 milliampere, compared with 
the 0.5-milliampere threshold of a con¬ 
ventional diode laser. With additional 
work, it is hoped that the threshold of a 
microlaser, because of its exceptionally 
small size, can be lowered to a few mil¬ 
lionths of an ampere. At present, mi¬ 


crolasers also fall somewhat short of 
conventional diode lasers in their bit 
rates—the number of zeros and ones 
that can be generated per second. At a 
bit rate of five billion per second, mi- 
crolasers are not quite as fast as the 
best diode lasers, but rates approach¬ 
ing 100 billion per second are expected 
to be achieved eventually. 

H ow are such exquisitely small, 
high-performance lasers made? 
Two crucial techniques make it 
possible. The first technique, molecular- 
beam epitaxy, allows the basic material 
of each laser to be built up from layers 


of semiconducting materials added one 
at a time. Individual lasers numbering 
in the thousands or millions can then be 
stamped out simultaneously by means 
of deep vertical etching, in conjunction 
with conventional photolithographic 
patterning. 

Conceptually, molecular-beam epitaxy 
is quite straightforward. A semiconduc¬ 
tor crystal is placed in a vacuum. Con¬ 
tainers are filled with each of the chem¬ 
ical elements, such as indium, gallium, 
aluminum and arsenic, that will be used 
to build the desired semiconductor lay¬ 
ers on top of the substrate. When an in¬ 
dividual container is heated to the prop- 


Fabricating and Testing the First Microlaser 


Author Jack Jewell tells how it felt to do the ground¬ 
breaking work . 

A fter months of strategizing and designing—and 
mostly anticipating—Axel Scherer picked up the 
JT~\. laser wafer from Leigh Florez, who—working 
with Jim Harbison—had grown the structure by 
molecular-beam epitaxy. The wafer was two inches in 
diameter but only one fiftieth of an inch thick. We 
practically tiptoed with it back to Axel's lab. In spite of 
our care, however, within five minutes we managed to 
shatter the fragile disk into many odd-size pieces. Axel 
and I looked at each other and could think of nothing 
else to do but laugh. After all, we had planned to 
carefully cleave the wafer into smaller pieces anyway; 
our bad luck saved us time. 

We picked up the larger pieces and started 
processing them. By midnight, we were ready to etch 
individual microlasers on the 
fragments. Then misfortune inter¬ 
vened in our favor once again. 

Axel told me that an important 
part of the etching apparatus, 
called a neutralizer, was not 
working and could not be fixed. 

Because the neutralizer sounds 
like some kind of gadget out of 
"Star Trek/' we decided to pretend 
that it was not important and go 
on without it. By 2 a.m.. Axel had etched several of our 
lasers, and we took the scanning electron micrograph 
shown on page 63. In the past, ugly devices that had 
looked like micro-trash cans had often worked quite 
well, whereas nice-looking devices had not worked at 
all. We agreed that the ones we had just made didn't 
stand a chance. The final step in the fabrication was to 
apply electrical contact points to the tops of the 
devices. For that, we would have to wait for the next 
day, since we knew of only one person who could do 
the job, Ray Martin (another Bellcore worker). 

After a brief, fitful sleep, we asked Ray to spot-weld 
the contacts In place. At this point, anxiety really be¬ 
gan to set in. We were rapidly approaching the transition 
from hopeful fabrication to the final test, which would 
surely spell failure and send us into months of trouble¬ 
shooting. It didn't help that almost everyone who knew 


what we were trying to do thought we were more than 
a little daft. My wife (who was not one of those people) 
called to ask me if the lasers worked. I growied that we 
hadn't had time to test them yet and that they wouldn't 
work anyway, so don't bother mel 
To test the lasers, we needed to touch the tops with a 
needlelike electrical probe. Trying to apply electric 
current through devices on my optical bench was a novel 
experience, because my entire career has been devoted 
to optics. Applying current to devices five microns tall 
and between one and five microns in diameter was 
definitely not for beginners. Axel and 1 took refuge in the 
fact that we were trying so many new things at once that 
no matter what happened we were sure to learn 
something. On touching the probe tip to one of the 
largest devices, we saw that current flowed in one 
direction, but not the other. Good! At least the device 
acted like a diode. We decided to set up a television 
camera to see if the desired 
infrared light was emitted. It was! 
The light was very dim up to 
about one or two milliamps of 
current and then increased 
dramatically, an encouraging 
sign. We also saw interference 
patterns, which are a characteris¬ 
tic of laser light. 

Something must be terribly 
wrong. The gadgets were be¬ 
having exactly like lasers. This could not be possible. 
We tried another device, then another and another. 
They all acted more or less the same, all over the chip. 
This could not be possible. It was too easy. Things 
don't work like that. Yet there we were. 

For the next few weeks, it was hard to do any serious 
work. We found that with the aid of a device called a 
translator we could run the microlasers under the 
electrical probe at a rate of about a dozen a second. 
With the turn of a single knob, the lasers would blink 
on and off like a string of light bulbs. Over and over 
again, we went back and forth on the same devices, 
but they showed no signs of wearing out. Every time 
we decided to make some quantitative measurements, 
our efforts would quickly degenerate into turning the 
translator knob and watching the blinking lights, still in 
disbelief. 


“Our efforts would 
quickly degenerate 
into turning the translator 
knob and watching the 
blinking lights." 
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SUCCESSIVE MAGNIFICATIONS of a microlaser reveal the 
large number of semiconducting layers—typically 500 or 
more—from which it is fabricated. In the most highly mag¬ 
nified drawing {right), individual atoms are visible: arsenic 


{gray}, aluminum ( yellow) and gallium ( red ), Layers made 
from them appear in the other three drawings; aluminum ar¬ 
senide ( yellow) and gallium arsenide ( red !>, plus the alloy 
mixtures of aluminum gallium arsenide {orange) and indium 


er temperature, the element within it 
begins to evaporate, streaming out the 
open end of the container and into the 
vacuum in much ihe way that steam es¬ 
capes out the hole of a heated teapot. 
The result is a wide beam of molecules 
that sprays in the direction of the wa¬ 
fer. When desired, each beam of mol¬ 
ecules can be blocked by a mechani¬ 
cal shutter. 

The formation of multiple layers of 
different semiconductor materials is 
then accomplished by simply determin¬ 
ing which chemical elements should be 
in which layer and opening the appro¬ 
priate shutters. For example, layers of 
aluminum arsenide are formed by open¬ 
ing the aluminum and arsenic shutters 
simultaneously while keeping all the 
other shutters closed; similarly, layers 
of gallium arsenide are formed by open¬ 
ing the gallium and arsenic shutters. 
The thickness of each layer is deter¬ 
mined by how long the shutters are held 
open. Molecular-beam epitaxy is such a 
refined technique that it is possible to 
grow an individual layer having the 
thickness of a single atom 

A typical microlaser may consist of 
more than 500 individual layers. To 
minimize the power required by the 
laser, one makes the amplifying medi¬ 
um quite thin, about a hundredth of a 


micron. The fact that it is so thin 
means that for the laser to work t light 
must bounce back and forth many 
more times than it must for a conven¬ 
tional diode laser. As a consequence, 
the mirrors must have a much higher 
reflectivity than the 30 percent reflectiv¬ 
ity of the conventional diode laser. In 
fact, the reflectivity must be 99 percent 
or more. 

S uch a high reflectivity is attained 
by depositing in alternate layers 
two semiconductors, such as gal¬ 
lium arsenide and aluminum arsenide, 
that have different indices of refrac¬ 
tion—that is, light travels at different 
speeds through them. The difference in 
the indices gives rise to a partial reflec¬ 
tion at each interface, just as the differ¬ 
ence in the indices of glass and air 
causes a partial reflection from a win¬ 
dow. Although the reflection from each 
interface is only about 0.6 percent, 
a total reflectivity of greater than 99 
percent can be achieved by stacking 
many alternate layers of the proper 
thickness. 

Ironically, then, the bulk of a micro- 
laser consists not of the approximate¬ 
ly hundredth-micron-thick section con¬ 
taining the amplifying medium but 
rather of the mirrors, which together 


are four or five microns thick. The rela¬ 
tive thickness of the mirrors is well jus¬ 
tified, however, because an entire array 
of microlasers—mirrors and all-can 
be grown at once, instead of being 
painstakingly fabricated in the series of 
steps required to make a diode laser. 

Just as important as the ability of 
molecular-beam epitaxy to form an en¬ 
tire microlaser in one step is the preci¬ 
sion with w r hich it can form the thick¬ 
ness of each layer. Careful control of 
layer thickness is particularly important 
in fabricating ihe mirrors. The technique 
for achieving the necessary control is 
based on the fact that an individual 
atomic layer becomes progressively 
rougher as it grows, until about half of 
it is in place. Then the layer begins to 
become progressively smoother until, 
when it is completely in place, it is 
atomically smooth. 

One can determine how smooth a 
surface is by bouncing a beam of high- 
energy electrons off it: the smoother 
the surface, the more easily the elec¬ 
trons are reflected and detected on a 
screen on the other side. Hence, the in¬ 
tensity of the reflected beam oscillates 
in lime as successive layers are grown. 
Accurate measurement of the frequen¬ 
cy of the oscillation can precisely deter¬ 
mine the lime to deposit a single layer 
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gallium arsenide {pink). The actual am¬ 
plifying medium is quite thin {pink lay¬ 
er); the bulk of the device consists of 
its mirrors {red and yellow layers). 


of atoms. The resulting exact knowl¬ 
edge of the deposition rate can then be 
used to strictly control the layer’s thick¬ 
ness. Timing of the mechanical shut¬ 
ters with a computer provides precise 
regulation. 

Another advantage of molecular- 
beam epitaxy is that it enables one 
to modulate the electrical conductivity 
and reflectivity of the mirrors. The elec¬ 
tric current for pumping the diode 
must pass through the mirrors, but un¬ 
fortunately, the current does not flow 
easily in this instance. The electrical 
and optical properties cannot be opti¬ 
mized simultaneously, and so micro¬ 
lasers must be designed to accommo¬ 
date the two competing demands as 
well as possible. 

O nce the wafers have been grown, 
conventional techniques for 
transferring patterns are used 
to carve the wafers into individual mi¬ 
crolasers. An etch mask, consisting of a 
two-dimensional array of disks of etch- 
resistant material, is deposited on the 
wafer surface by vapor deposition and 
photolithography, a printing process 
that uses plates made according to a 
photographic image. Then, in a novel 
etching step, a collimated beam of xe¬ 
non atoms, guided by the deposited 


mask, vertically etches out each Coke 
can-shaped microlaser. The resulting 
sidewalls are smooth, and the surface 
damage is minimal. 

Our group at Bellcore has used these 
advanced techniques to make arrays 
of microlasers in which a few layers of 
one of the mirrors were deliberately 
varied in thickness. Consequently, the 
wavelength of each laser differs slightly 
from that of its neighbor—by an evenly 
spaced amount. Such arrays could have 
a major impact in the field of fiber-optic 
communications, where it is desirable to 
send multiple signals, each at a unique 
wavelength, down a single fiber. 

The Bellcore group has also made en¬ 
tire arrays of microlasers that can be 
turned on and off by light pulses. The 
arrays could be incorporated in infor¬ 
mation-processing machines that oper¬ 
ate by parallel processing, in which ele¬ 
ments of a problem are solved simulta¬ 
neously rather than in sequence [see 
“Advanced Computer Architectures/' 
by Geoffrey C Fox and Paul C Messina; 
Scientific American, October 1987]. 
Related efforts at Nippon Electric Cor¬ 
poration, the University of California at 
Santa Barbara and Sandia National Lab¬ 
oratories, among others, are also meet¬ 
ing with success. 

Future work in microlasers is likely to 
take two paths. First, the present gener¬ 
ation of microlasers has an output at 
wavelengths of approximately one mi¬ 
cron (infrared radiation). It would be 
desirable to increase the output wave¬ 
length to the region ranging from 1.3 to 
1.5 microns, because these wavelengths 
are transmitted with the fewest losses 
in an optical fiber and are therefore of 
potential use in optical communica¬ 
tions. To date, microlasers operating in 
the longer-wavciength region have not 
worked very well, primarily because of 
a lack of suitable semiconductor mate¬ 
rials that can be grown into a stack of 
layers forming mirrors for those wave¬ 
lengths. At present, instead of being 
five or six microns tall, an efficient mi¬ 
crolaser working at 1.5 microns w r ou!d 
have to be about 20 microns tall, which 
would take almost 24 hours to grow 
precisely using molecular-beam epitaxy. 
Such a structure would not be very 
practical, but alternative designs still to 
be demonstrated may prove sufficient. 

Further miniaturization, which is also 
just now being explored, is the second 
likely line of future research. The road 
will be difficult; w r e are already close to 
reaching the small-size limit beyond 
which the lasers will no longer work. 
The reason is that the diameter of the 
laser must be comparable to the wave¬ 


length of the radiation it emits; if the 
diameter is smaller than the wavelength, 
it does not contain the light effective¬ 
ly. Admittedly, there is an added bonus 
of working wilh gallium arsenide: al¬ 
though the laser wavelength is about 
one micron in air, within the laser itself 
it is about three limes shorter because 
of the high index of refraction of the 
semiconductor. At some size smaller 
than 0.3 micron, however, a microLaser 
will no longer work. 

W hy bother to shrink the size 
of microlasers from a relative¬ 
ly comfortable one micron to, 
say, a difficult one third of a micron? 
Further reduction could allow an order 
of magnitude more information to be 
communicated and processed with the 
same power requirements. Second, even 
more fundamental advantages in powd¬ 
er and speed could be attained—advan¬ 
tages that are not predicted by simple 
scaling. 

Virtually every laser is inefficient. 
The first flash of light emitted by the 
pumped atoms in the amplifying medi¬ 
um goes randomly in all directions. 
Most of the light does not even strike 
the laser mirrors, and it is lost. Only a 
tiny fraction, one part in 10,000 or so, 
travels in just the right direction to 
contribute to the working of the laser. 
It turns out, however, that when the 
cavity containing the amplifying medi¬ 
um is short and has a small diameter, 
the walls of the cavity itself, through 
reflections, can modify the direction 
in which the light is initially emitted. 
In a small cavity the light can be emit¬ 
ted only in certain allowed directions 
and at certain wavelengths. In an ex¬ 
tremely small cavity the light is emitted 
only along the direction of the desired 
laser beam. 

It would therefore appear that mi¬ 
crolasers having a diameter of approx¬ 
imately one third of a micron may form 
the ultimate optoelectronic informa¬ 
tion-processing device: a small, fast and 
highly efficient laser requiring low pow¬ 
er. Although the prime motivation for 
building such a device would be for in¬ 
formation processing, other applica¬ 
tions would undoubtedly be found. Pan¬ 
els of visible-light microlasers could 
provide efficient lighting, turning the 
applications full circle from exotic op¬ 
toelectronic computer technology' to a 
more down-to-earth lamp with which 
you might read this magazine. 

We have experimented to see just 
how small microlasers can be made and 
still work. For the purposes of our tests, 
we pump the atoms in the amplifying 
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MULTILAYERED STRUCTURE of a microlaser is evident in a scanning electron mi¬ 
crograph. To show the structure, layers of aluminum arsenide have been etched 
preferentially, with the result that layers of gallium arsenide have larger diameters 
and project out. Such preferential etching is not done on a working microlaser. 



WORLD'S SMALLEST MICROLASERS are about eight microns long and only half a mi¬ 
cron in diameter. The authors have successfully tested them with bursts of light. 


medium with focused bursts of light 
instead of electric current. It is easier 
to fabricate light-pumped devices than 
electrically pumped ones, and although 
optically pumped devices are never ex¬ 
pected to have any commercial poten¬ 
tial, our tests with them have helped 
convince us (and our managers) that 
an effort to make electrically pumped 
cavities of such size is not completely 
outrageous. 

So far we have demonstrated that de¬ 
vices having a diameter as small as 
one half of a micron can work. Inter¬ 
estingly enough, our tests actually pre¬ 
cede any accurate theoretical simula¬ 
tion. Modeling the complex interactions 
arising from the large number of semi¬ 
conductor layers would consume huge 
amounts of computer time and might 
even require an optical computer! 

P erhaps the most exciting aspect of 
microlaser research is the manner 
in which it spans the disciplines 
of fundamental physics, device phys¬ 
ics, classical optics, semiconductor op¬ 
tics and optoelectronic and systems 
integration. Microlasers also challenge 
investigators' creativity to take advan¬ 
tage of the tremendous applications 
awaiting discovery. Communications 
and remote sensing are two areas in 
which optical systems appear to have 
fundamental advantages over electron¬ 
ic systems. As machine vision becomes 
increasingly important, arrays of inex¬ 
pensive microlasers could allow the 
technology to be adapted to aid the 
sight-impaired. We believe the variety 
of applications of microlasers will he 
exceedingly wide, but at this point it is 
only a belief. We look forward to re¬ 
reading our article 10 years from now 
to see where we were completely off 
target and where we were right on. 
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FROM SCIENCE AND BUSINESS 


Make, 

Model and... 

A privacy advocate puts 
license plates on-line 

I f you drive a car in Massachusetts, 
Simson L. Garfinkel probably knows 
who you are. David Lewis of the 
Massachusetts Registry of Motor Vehi¬ 
cles told a session at the Computers, 
Freedom and Privacy' Conference in San 
Francisco that the agency is required by 
law to sell its registration file for the 
cost of copying. “So how much does it 
cost?" asked Garfinkel, a computer jour¬ 
nalist and technical adept, “What fields 
does it contain?" 

The answer: $77 for a magnetic tape 
containing nine million registration rec¬ 
ords with the make, model and year of 
each car, plus the name and address of 
the owners, the date of registration and 
any liens against the vehicle. 

Garfinkel hopes to make the hie—all 
two gigabytes or so—available to one 
and all for searching via computer net¬ 
work as an exercise in freedom of infor¬ 
mation. A data-base consultant at the 
conference estimated that a high-end 
personal computer could process sever¬ 
al requests per second from car thieves, 
stalkers, marketers, the merely curious 
and other agents of social and econom¬ 
ic change. California restricted access 
to its motor vehicle files several years 
ago, after an aberranl fan tracked down 
actress Rebecca Schaeffer through her 
automobile registration and killed her. 
But registration and license records are 
open to the public in most states. So are 
court records, real-estate title listings 
and even, in some cases, the files of pub¬ 
lic gas and electricity companies. 

So, what has been protecting our pri¬ 
vacy? Mainly time and trouble. In the 
past, those wishing to search public rec¬ 
ords either had to pore through stacks 
of documents or find a mainframe com¬ 
puter. Garhakel's plan, however, high¬ 
lights the growing conflict between the 
presumption of open public records and 
citizens' desire for privacy . Desktop com¬ 
puters can now assemble a dossier of fi¬ 
nancial, medical and other information 
at the touch of a few keys. 

Advocates of free access to such in¬ 
formation assert that it can be used to 
lubricate the wheels of commerce, aid 


in medical care or improve the quality 
of government. For example, everyday 
credit-card transactions rely on financial 
data bases. In some hospitals, physicians 
can retrieve patients 1 records in seconds 
instead of an hour or more (about half 
the time, paper records arrive too late 
to be of any use, notes Eunice Little of 
the American Health Information Man¬ 
agement Association). And shortly af¬ 
ter traffic citation records became avail¬ 
able in Massachusetts, Lewis pointed 
out, newspaper reports exposed an ap¬ 
peals commission that was letting off 
up to two thirds of the drunk drivers 
w r ho appeared before it. Such an inves¬ 
tigation would have been virtually im¬ 
possible without a computerized search. 

The privacy-minded rebut by pointing 
out the hazards that accompany easy 
access to information. Although mur¬ 
ders aided by public and private data 
bases are rare, tales of financial damage 
are widespread. Indeed, Jack H. Reed, 
chairman of Information Resource Ser¬ 
vice Company, a personal-data seller, 
told the conference audience how he had 
been denied a mortgage because of a 
misleading credit report. Insurers, who 
subscribe to a centralized medical infor¬ 
mation data base, have been accused of 
denying coverage to people who have 
had themselves tested for HIV, even if 
they test negative, on the theory that be¬ 
ing worried enough to take the test im¬ 
plies risky behavior. 

These kinds of potential abuses are 
becoming more important as lawmakers 
(and private companies! put personal 
data to uses for which they were never 
intended. Federal law, for example, sup¬ 
ports using motor vehicle information 
to track parents whose child-support 
payments are late; a single data-base en¬ 
try can cause computers to issue a war¬ 
rant for the alleged deadbeat's car to be 
seized. In a striking mismatch of crime 
and punishment, Massachusetts legis¬ 
lators have proposed blocking license 
renewal for citizens with unpaid library 
fines. "We told them they were crazy,” 



Lewis notes. If automotive files, contain¬ 
ing only name, address, vehicle identi¬ 
fication number and a few other bits of 
information, can spur such controver¬ 
sy, what of medical information? Clin¬ 
ton administration policymakers regard 
automated medical records as a crucial 
ingredient in cutting health care costs— 
Rene C. Kozloff, a project officer at Ku- 
nitz and Associates, a health-manage¬ 
ment information firm, anticipates a 
“conception to death record 11 stored on 
either smart cards or a central data base. 

Yet there are minimal controls over 
the five or six dozen people who may 
handle those records as a result of a 
visit to a hospital or clinic. Given the 
problems that have been caused by dis¬ 
closure of medical records kept on pa¬ 
per, opening such information to mas¬ 
sive, uncontrolled computer searches 
seems unwise, says Janlori Goldman of 
the American Civil liberties Union. 

Privacy advocates have been working 
for nearly 20 years for a so-called Fair 
Information Practices Act that would 
give the subjects of public and private 
data bases power over how r personal in¬ 
formation on lhem is used. Although 
pro-privacy forces have thus far been 
unsuccessful in the U.S., they have had 
more luck in Europe. The British enact¬ 
ed “Data Protection” rules in 1984, and 
a privacy directive for the European Un¬ 
ion is in draft form. 

British law requires businesses that 
keep data bases to register them with 
the Data Protection Registrar, to ask for 
people's consent before gathering infor¬ 
mation about them and not to use those 
data for a purpose different from the 
one for which they were collected. “In¬ 
formation about others is held in trust" 
rather than being owned by data-base 
compilers, says Rosemary' Jay, legal ad¬ 
viser for the registrar. Jay has brought 
court challenges against credit-reporting 
agencies; she has also had to deal with 
direct marketers seeking access to the 
registrar's list of data bases. “Cheeky," 
she comments. — Paul Wallich 


LICENSE PLATE in Massachusetts is one 
of about nine million available on a 
database. Slate law requires the motor 
vehicle agency to sell its license regis¬ 
tration file, holding detailed information 
on every car and driver, to all comers. 
What a buyer gets (for $77) is a mag¬ 
netic tape holding data on automo¬ 
bile registrations in Massachusetts: the 
make, model and year of each car, to¬ 
gether with the owner's name and ad¬ 
dress and other information. 
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Flat-Panel Displays 

Recent advances in microelectronics 
and liquid crystals make possible video screens 
that can be hung on a wall or worn on a wrist 

by Steven W. Depp and Webster E. Howard 


F rom the family television set to the 
computer terminal, the electronic 
display has become an indispens¬ 
able way to deliver information. No oth¬ 
er medium offers its speed, versatility 
and interactivity. These attributes are 
being used to create a wide variety of 
products that can provide information 
in any combination of text, graphics, 
still images or video. Further evolution 
of this technology will depend, to a 
great extent, on advances in flat-panel 
displays* 

Although the conventional cathode- 
ray tube (CRT) remains the dominant 
display, it has been difficult to modify 
this technology into a form that is port¬ 
able, sparing in its use of power and yet 
capable of producing a superior image. 
Attempts to squash the CRT into a flat 
panel have led either to inferior picture 
quality or to complex designs with ex¬ 
cessive manufacturing costs. The latest 
such attempt replaces the scanning elec¬ 
tron gun with an array of tiny electron 
emitters fabricated on one plate and 
capped by a second, with the plates kept 
apart by spacers. But to support the vac* 
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uiun between the plates, the spacers 
must be large or numerous; in either 
case, they tend to obscure the displayed 
image. Engineers are still seeking a satis¬ 
factory and manufacturable solution. 
By their nature, flat-panel displays oc¬ 
cupy small volume, weigh little and re¬ 
quire modest amounts of power. Some 


can even be written on, like paper. Once 
a flat panel can be carried about or even 
worn on one's wrist, like a watch, an in¬ 
dividual user will be able to have access 
to any information, in any place, at any 
time. Such displays are now at hand. 
Some airlines use them to provide pas¬ 
sengers with armrest movies; in Japan, 


Reprinted from the March 1993 issue 


LIQUID-CRYSTAL MATERIAL is sealed between two glass plates, one bearing transis¬ 
tors to control the electrodes of each cell, the other bearing color filters and an elec¬ 
trode to complete all circuits. Polarizers in the front and rear complete the array, 
which is illuminated from behind. Liquid-crystal molecules, fixed to a substrate, ap¬ 
pear in the scanning tunneling micrograph above. 
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hotels use them in elevators to adver¬ 
tise their restaurants and shops. Within 
10 years, high-definition television and 
dashboard-mounted navigation systems 
will be commonplace. Flat displays will 
also spur die development of entirely 
new products, such as pocket-carried 
notepads that can store all the memos 
one might ever write and search them 
for information keyed to words or dates. 

The ideal flat display would portray 
images with good brightness, sharp con* 
trast, high resolution, quick response, 
many shades of gray and all the colors 
of the rainbow 7 . It would also be rugged, 
long-lasting and inexpensive. The three 
technologies that have achieved some 
market acceptance—plasma panels, elec¬ 
troluminescent displays and liquid-crys¬ 
tal displays—all fall short in one or an¬ 
other of these respects, but a fourth 
just reaching market provides an im¬ 
age that rivals and in some ways sur¬ 
passes that of the CRT. It is the active- 


matrix liquid-crystal display (LCD), 
which currently gamers most of the re¬ 
search and development resources and 
manufacturing investment 

W hen workers hist began to de¬ 
velop flat-panel displays, no 
one had conceived of active* 
matrix liquid-crystal devices, and many 
approaches for making or modulating 
light in controlled patterns were tried. 
The first technology to be used in flat 
panels with high information content 
employed plasma, or gas discharges. It 
appeared in the late 1960s. 

A plasma display begins with two 
sheets of glass fabricated with a set of 
parallel ribbons of conductive film. The 
sheets are placed so that the sets cross. 
The sheets also enclose a small space 
filled with a mixture of gases that gen* 
erally Includes neon [see illustration on 
next page J. At any intersection point, a 
sufficiently large voltage will cause the 


gas to break down into a plasma of elec¬ 
trons and ions, which glows as it is ex¬ 
cited by the current. In effect, one has 
an array of miniature neon lamps that 
provide their own light, thus constitut¬ 
ing an “emissive" display. 

Because the gas ionizes at a well*de* 
fined voltage, it is easy to control w hich 
intersections light up and which do not. 
One merely applies a voltage equal to 
half the firing threshold to a given row 
and also to its matching column, en¬ 
suring that only the crossover point has 
enough voltage to discharge. By scan¬ 
ning sequentially, a row at a time, and 
repeating the process at least 60 times 
per second, one can trick the eye into 
perceiving a steady Image. The image 
will necessarily be somewhat dim be¬ 
cause a given point cannot glow 7 more 
than a small fraction of the time. De¬ 
spite this drawback, the design has 
found some application in portable com¬ 
puters and a handful of other products. 
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PLASMA DISPLAY 


CONDUCTORS 


EMISSIVE DISPLAYS glow with their own 
light by energizing a plasma or a phos¬ 
phor. Plasma displays (left) consist of an 
array of miniature neon lamps that are 
discharged by the combination of one 
voltage from the cell's row and anoth¬ 
er from its column. Alternating-current 
designs ( not shown ) use insulated elec¬ 
trodes to retain a charge, creating a mem¬ 
ory effect. Thin-film electroluminescence 
displays (right) replace the gas with a 
solid phosphor film. Emissive displays 
are rugged but consume too much pow¬ 
er for some portable applications and 
cannot easily provide full color. 



THIN-FILM ELECTRO¬ 
LUMINESCENT DISPLAY 


An elaboration of this approach 
achieves a brighter image by employ¬ 
ing alternating current. Its inventors, 
H. Gene Slottow and Donald L. Hitzer 
of the University of Illinois, found that 
alternating current would produce an 
inherent memory effect because a cell 
that has just fired will briefly retain 
some charge on its insulated electrodes. 
When the voltage reverses, this charge 
will add to any new voltage that is 
applied and will trigger the discharge 
again. Because the picture elements (pix¬ 
els) fire each time the voltage reverses, 
they emit light for a much larger pro¬ 
portion of the time. Originally, interest 
in alternating-current plasma centered 
on its memory, but with today's inex¬ 
pensive semiconductor memory, the dis¬ 
play's main advantages are brightness, 
sturdiness and reliability, it is particu¬ 
larly prized in military applications. 

Most plasma displays are orange. It 
is not easy to modify the design to pro¬ 
duce full color, a feature that consumers 
have come to expect (more than BO per¬ 
cent of the computer monitors now r sold 
provide full-color displays). For color, 
three sources—one emitting red light, 
the others, blue or green—are required. 
But it would hardly be practical to 
achieve these colors by filling each pix¬ 
el with a different gas. Engineers have 
therefore emulated the fluorescem tube 


by getting their light in one form and 
using phosphorescent coatings, or phos¬ 
phors, to convert it into several others. 
One gas, common to the entire array, 
emits ultraviolet light. This invisible ra¬ 
diation then causes each pixel to glow 
red, blue or green, depending on its 
phosphor, 

B ecause plasma displays consume 
a great deal of power, they ap¬ 
pear mainly in applications in 
which energy efficiency and portability 
are not required. But such displays can 
be fashioned into panels measuring as 
much as 1.5 meters along the diagonal, 
enough to make a high-dehnition tele¬ 
vision screen that might hang on a wall. 
If color plasma panels can achieve rea¬ 
sonable cost and high reliability, they 
may be used in such screens, 

.Another important emissive flat-pan- 
el technology is thin-film electrolumi¬ 
nescence. Engineers originally hoped to 
use electroluminescence as a sophisti¬ 
cated source of home lighting. The tech¬ 
nology proved to be not nearly efficient 
enough, however, and the devices end¬ 
ed up in alphanumeric displays, com¬ 
peting with plasma displays. 

Like gas-discharge devices, an electro¬ 
luminescent display resembles a sand¬ 
wich. A light emitter, or phosphor—typ¬ 
ically zinc stdfide doped with manga¬ 


nese—is placed between insulating lay¬ 
ers that bear orthogonal electrodes fsee 
illustration abovel When the voltage 
exceeds a well-defined threshold, the 
emitter breaks down and conducts cur¬ 
rent. The current then excites the 
manganese ions, which give off a yellow 
light, anal-ogous to the glowing neon of 
the plasma display. 

Although such displays are also quile 
durable, they suffer from two draw¬ 
backs: they cannot provide full color, 
and they consume almost as much en¬ 
ergy as do plasma displays. Full color 
requires a good blue-emitting phosphor, 
but none having suitable brightness, 
efficiency and longevity has ye l been 
found. Full color also requires a smooth¬ 
ly varying gray scale, and this has been 
difficult to control. In addition, the effi¬ 
ciency of such panels declines as the 
number of picture elements increases. 
Each element functions as a capacitor, 
and significant amounts of energy are 
needed simply to charge and discharge 
them all. Tills problem militates against 
using high-informa lion-content electro¬ 
luminescent panels in battery-powdered 
applications. 

The primary non emis sive technology 1 
makes use of the electro-optic prop¬ 
erties of a class of organic molecules 
known as liquid crystals (LCs). As the 
name Implies, liquid crystals are com- 
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TRANSMITTING STATE NONTRANSWITTING STATE 



LIGHT TWISTING SHUTTER is used in mosi nonemissive flat-panel displays. Thread¬ 
like, or nematic, liquid-crystal molecules are arranged so as to rotate the polariza¬ 
tion of light, Nonenergized pixels enable the light to pass a second polarizer (left k 
When a voltage is applied, the twist is disrupted, and the light is blocked (ri^fit). 


pounds that flow like liquids but have 
a crystalline order in the arrangement 
of their molecules. This phase of mat¬ 
ter seems improbable, but it is not so 
rare as one might think. It has been es¬ 
timated that an organic chemist ran¬ 
domly synthesizing compounds would 
produce molecules with liquid crys¬ 
talline properties about once in every' 
1,000 experiments. These molecules 
have been known for about 100 years. 
They appear in many forms, from cell 
membranes to soap scum. 

The most important of the LCs are 
the nematic, or threadlike, compounds. 
Their rod-shaped molecules are free to 
move with respect to one another, yet 
subtle intermolecular forces tend to 
keep their long axes aligned. The effect 
somewhat resembles the schooling of 
fish. One can set the direction of the 
mole exile s’ alignment by placing them 
in an electric field or dose to a specially 
prepared surface. By controlling the 
alignment, one effectively controls the 
optical properties as w r ell—above all, 
Lhe ability' of the material to affect the 
transmission of light. 

in one popular configuration, a liq¬ 
uid-crystal compound is sandwiched be¬ 
tween glass sheets having different pat¬ 
terns of molecular alignment [see illus¬ 
tration on this page ], To construct such 
a “twisted nematic” LC, fabricators coat 
the inner face of each sheet with a trans¬ 
parent, electrically conductive film such 
as indium tin oxide. They then add a 
thin layer of an organic polymer and 
finally brush the polymer in a desired 
direction. Brushing aligns the polymer 
by combing its chains or making tiny 
scratches, or both. The surface effects 
communicate themselves to the adja¬ 
cent liquid-crystal molecules through a 
mechanism that remains obscure. The 
twist is achieved by placing the glass 
sheets so that their preferred orienta¬ 
tions run at right angles to one another. 

If polarized Light is directed through 
the liquid-crystal cell, the direction of 
polarization will tend to follow' the twist. 
It therefore emerges from the sandwich 
rotated by 90 degrees. Crossed polariz¬ 
ers on either side of the cell will then 
pass light rather than blocking it, as 
would be expected if the cell were not 
present. This is the “on,” or transmitting, 
state. The “off, 11 or nontransmitting, state 
occurs when an electric held is applied 
via the two transparent conductors. The 
held arranges the liquid-crystal mole¬ 
cules with their long axes parallel to the 
held lines. This realignment removes 
the twisted configuration, and thus the 
cell no longer rotates the incoming po¬ 
larization. The cell then has no signif¬ 


icant optical effect, and the crossed 
polarizers block the light as usual. In 
an actual cell, the transmission varies 
smoothly with voltage. 

Thus far w r e have described a single 
pixel. A complete liquid-crystal display 
incorporates many of them by putting 
the row electrodes on one glass sub¬ 
strate and the column electrodes on the 
other; each crossover point defines the 
address of a pixel. Because the light 
comes from a reflector or light source, 
the matrix operates as an array of liny, 
electronically controlled shutters. The 
simplicity of design and the modest 
voltage and power requirements of this 
“passive matrix" LCD have made it the 
best-selling flat-panel technology today. 

Yet the simplicity of this approach 
places an inflexible limit on its perfor¬ 
mance. As Paul M. Alt and Peter Pleshko 
of IBM have demonstrated, one can im¬ 
prove resolution only by sacrificing con¬ 
trast. The fault lies in cross talk, an in¬ 
herent feature of the system by which 
pixels are energized. Here is bow it hap¬ 
pens. A voltage is applied to a single row r , 
and the column voltages are adjusted 
to produce a large combined voltage 
across the selected pixels in that row. 
Unselected pixels receive a smaller to¬ 
tal voltage [see illustration on next page ]. 

The addressing continues as the next 
row' down is energized, a process that 
sweeps from top to bottom in about one 
sixtieth of a second, then repeats for 
the next frame. During the depiction of 
a frame of video, each selected pixel re¬ 


ceives a large voltage pulse when its row 
is activated; unselected pixels receive 
moderate voltages, and all pixels receive 
a series of smaller cross-talk pulses 
when the remaining row s are addressed. 

Because cross talk rises with the num¬ 
ber of row s, the difference in effective 
voltage between selected and unselect¬ 
ed pixels declines as the size of the ar¬ 
ray increases. For arrays having 240 
rows—half as many as a typical televi¬ 
sion screen—the difference comes to 
only 6.7 percent. For a nematic cell twist¬ 
ed through 90 degrees, an acceptable 
contrast would require a difference in 
voltage of at least 50 percent. 

T here are three strategies for get¬ 
ting around the trade-off between 
contrast and resolution. First, one 
can try 7 to make the transmission-volt¬ 
age curve steeper, so that small differ¬ 
ences in voltage yield large changes in 
transmission. “Supertwisted nematic" 
LCDs do this by twisting the liquid crys¬ 
tal through 180 degrees or more. Sec¬ 
ond, one can use liquid crystals that 
exhibit a memory effect, enabling one 
to address many rows without sacrific¬ 
ing contrast. Ferroelectric liquid crys¬ 
tals have this property, and they have 
been assembled into displays of 1,000 
rows and more. But they are somewhat 
slow. Moreover, because they have only 
two stable transmission states, they can¬ 
not easily reproduce various shades of 
gray. These drawbacks render the pas¬ 
sive-matrix approach less suitable for 
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the display of realistic images and video. 

The third and most radical approach 
separates the functions of addressing 
and transmitting, so that each may be 
optimized. Such “active matrix" address¬ 
ing employs an array of transistors, 
each of which activates a single pixel. 
Each pixel receives a voltage from its 
column line only when its own transis¬ 
tor is switched on. The other rows can 
be addressed when the transistor switch¬ 
es off; meanwhile the pixel holds the 
voltage it had been given. Because this 
method effectively isolates the pixel 
from cross talk, the number of address¬ 
able rows can be extremely large. In ad¬ 
dition, the technique can easily provide 
color. Pixels and their respective tran¬ 
sistors are simply grouped into triads in 
which each pixel has a filter for one of 
the three primary colors \see. illustration 
on page. 71 ]. 

The entire display is rewritten after all 
the rows have been addressed. Such re¬ 
freshing, as it is called, prevents the dis¬ 
tortions that might otherwise appear 
as charge gradually leaks from the liq¬ 
uid-cry stal cells, reducing their voltages 
and changing their transmission of light. 
More important, by refreshing every six¬ 
tieth of a second, the pixels can track 
video and other rapid screen changes. 

Active-matrix displays closely resem¬ 
ble dynamic random-access memory 
(DRAM) chips. Both are complex inte¬ 
grated circuits that store charge in a mil¬ 
lion or so discrete Locations, each one 
under the control of a single transis¬ 
tor. Yet a computer reads a DRAM chip 
a tow at a time by sensing the charge 


at each location, whereas the human 
eye in effect reads the entire display 
in parallel. 

Another difference is that DRAM 
stores digital data; active-matrix dis¬ 
plays store analog data. In the former, 
each cell must be either mostly “on” or 
“off”; in the latter, cell voltages must 
vary along a gray-scale continuum. This 
feature requires the display to “encode” 
far more information than a DRAM chip 
of similar size can manage. 

It has been possible to meet this con¬ 
straint by careful design and controlled 
manufacturing tolerances. Fortunate¬ 
ly, these tolerances need apply only on 
a small scale, from pixel to pixel. The 
reason is that although the eye is sensi¬ 
tive to the local variations produced at 
the edges of objects, it hardly notices 
the variations that build gradually as it 
scans from one side of the screen to 
the other. 

An active-matrix display is controlled 
by thin-film transistors (TFTs), a tech¬ 
nology that has come into its own only 
in the past decade. Such transistors de¬ 
rive from solar-cell manufacturing tech¬ 
nology' and can be made in large ar¬ 
rays at comparatively low cost. The only 
drawback—a lower current-carrying ca¬ 
pacity—hardly matters in display ap¬ 
plications because very little current is 
needed to control a liquid crystal. 

A thin-film transistor uses deposited 
layers of different materials to consti¬ 
tute the semiconductor, the insulators 
and the electrodes. As in conventional 
transistors, two terminals conduct cur¬ 
rent, and the third switches the transis¬ 


tor on and off. But conventional tran¬ 
sistors form most of these parts on the 
surface of a single, semiconducting crys¬ 
tal, whose electrical properties are mod¬ 
ified in particular regions by the ad¬ 
dition of charge-donating atoms, called 
dopants. The TFT can be fabricated on 
virtually any surface, including inexpen¬ 
sive glass. 

I t took about 20 years to turn the 
idea of the TFT into a commercial 
product. When Paul K. Weimer of 
RCA invented the technology in 1962, 
experts expected that it would find ap¬ 
plication in conventional electronic cir¬ 
cuits. But other electronic devices quick¬ 
ly superseded it, discouraging most re¬ 
searchers from working on TFT tech¬ 
nology. Only in 1974 did T. Peter Brody 
and his colleagues at Westinghouse dem¬ 
onstrate that TFTs might be used as 
switches for liquid-crystal displays. Even 
that application proved difficult at the 
time because the available materials and 
processes could not produce large ar¬ 
rays of stable, defect-free devices. 

Researchers advanced by trying a va¬ 
riety of semiconductors. Poly crystalline 
silicon became the first to find its way 
into a commercial product in 1984, 
when Seiko-Epson used it in a pocket 
color television set with a remarkably 
attractive two-inch screen. Rut the dis¬ 
play had to be fabricated with expen¬ 
sive integraled-circuit processes and 
high-temperature materials. .Already it 
was apparent that the future lay with 
another material, amorphous silicon. In 
1979 P. G. LeComber and his colleagues 
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PASSIVE VERSUS ACTIVE: passive liquid-crystal matrices (left) 
give all pixels in a given row an address pulse, then add or 
subtract a column voltage. Unselected cells thus accumulate 
an average “cross-talk voltage 1 ’ that rises with the number of 
rows, producing a trade-off between contrast and resolution. 
Active matrices (right ) avoid this problem by using an array of 


thin-film transistors to address the liquid crystals. While the 
transistors are switched on, the associated liquid-crystal cells 
are charged to the voltages on the column Lines, also known 
as data lines. When the transistors are turned off, the volt¬ 
ages are held constant. In this way, an image can be written 
row by row and maintained until the next “refresh cycle.” 
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WALL-HUNG TELEVISION in the 1990 movie Total Recall depicts life in the year 
2084, yet comparable products should reach the market within a decade. When not 
presenting live video, such a panel might revert to the pattern of the surrounding 
wallpaper, display works of art from a digital library 7 or serve as an interface with 
a computer network. 


at the University of Dundee had the in¬ 
sight to see that amorphous silicon, al¬ 
ready being developed for inexpensive 
solar cells, could be suitable for TFTs 
in displays. 

There are several key processes for 
fabricating the TFT array. First, the sub¬ 
strate is formed of glass that has been 
purified of alkali metals, which might 
otherwise contaminate the transistors 
or liquid crystal. The molten glass is 
poured out, in a finely controlled pro¬ 
cess developed by Corning, to produce 
a sheet so flat that, were it scaled to 
the size of a football field, its thickness 
would vary by less than the breadth of 
a pencil. 

Later, the semiconductor layer is de¬ 
posited by a plasma process using 
silane gas, SiH 4 , under low pressure. An 
electrical discharge ionizes the gas and 
breaks the molecules into fragments, 
which condense on the glass as a ran¬ 
dom network of silicon, rich in hydro¬ 
gen. The hydrogen is crucial because it 
ties up broken bonds that might oth¬ 
erwise trap electrons and disrupt the 
semiconductor. Finally, metal electrodes, 
insulators and other elements in the 
TFT are deposited in a manner similar 
to that used in fabricating integrated 
circuits. Here, however, a much larger 
area must be covered. 

About two dozen companies, most¬ 
ly in Japan, developed TFT/LCD tech¬ 
nology during the mid-1980s. By the 
end of the decade, iBM/Toshiba, Sharp, 
Hitachi and others were demonstrat¬ 
ing excellent image quality in color dis¬ 
plays spanning diagonals of 10 inches 
or more. For the first time, a flat-panel 
display could match a cathode-ray tube 
in contrast, brightness and color satu¬ 
ration (or vividness). Indeed, when the 
two kinds of display are placed side by 
side, most observers prefer the crisp, 
undistorted, jitter-free image of the 
TFT/LCD. 

,41 though the active-matrix display is 
meeting the standards of image qual¬ 
ity set by the CRT, it costs several times 
as much to produce. Further refine¬ 
ments in manufacturing technology are 
required; to develop the necessary' expe¬ 
rience, manufacturers will concentrate, 
in the beginning, on the many emerging 
applications for which a fiat display is 
indispensable, 

.Among such applications are tiny 
televisions and videotape recorders, 
portable—even wear able—c omputers, 
dashboard-mounted screens for auto¬ 
mobile navigation systems, avionics dis¬ 
plays for military , commercial and space 
applications, as well as electronic books, 
notebooks and clipboards. Soon the list 
will include still more exotic products, 


such as shopping-cart displays and 
products for the emerging industry of 
virtual-reality entertainment. 

B y 1995 such applications are ex¬ 
pected to form a market of be¬ 
tween S4 billion and $5 billion. 
That scale of production should even¬ 
tually reduce unit costs enough to make 
flat-panel displays become competitive 
with CRTs in television, desktop com¬ 
puting and other traditional markets. 
At the end of this decade there should 
be more revenue from flat panels than 
from CRTs. 

We predict that as flat panels contin¬ 
ue to evolve toward higher resolution 
and reduced power and weight, they 
will increasingly replace paper. In addi¬ 
tion to their flexibility, they offer the 
advantage of responding to touch or 
stylus. These qualities all tend to sim¬ 
plify the most cumbersome element in 
modem electronics, the interface, en¬ 
abling the user to take full advantage 
of the computer itself. 

One such display, with data storage, 
might replace a filing cabinet full of 
forms. Entirely new uses will also arise. 
When one is not using one's screen as a 
television or as a computer monitor, it 
may disappear, like a chameleon, into 


the wallpaper pattern or serve as an art 
gallery' or photograph album. We can 
easily foresee a time when even this 
magazine will be an electronic publica¬ 
tion viewed on a personal flat-panel dis¬ 
play, enlivened by video graphics and 
backup information available at a touch 
of the screen. 
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FROM CHALLENGES FOR 1994 


When Cells 
Divide 

Making space 
for the next 
wave of wireless 
communications 

I f Boyamin were In Westwood 
lounging around his parents’ pool 
today, the word whispered in his 
ear would be “wireless*" The wave that 
has rapidly but calmly lifted radio 
telecommunications From a niche tech¬ 
nology to an $ 8-biUion^ 11-million-cus¬ 
tomer industry in just 10 years is start¬ 
ing to break. It has met another wave: 
the swell of digital networks as com¬ 
puters evolve from tools of calculation 
to portals of communication. Caught in 
the spray, cellular companies are thrash¬ 
ing about to get atop this confluence. 

For the industry to thrive, it must si¬ 
multaneously become more competi¬ 
tive and more cooperative* Simply low¬ 
ering the price of admission to wireless 
networks is not enough; the diverse 
equipment and services must all work 
together as w r ell. With the right balance, 
the wireless market could quintuple in 
the U.S. over the next decade, predict 
market analysts at Arthur D. Little. That 
event would bring personal, portable 
telephone services to 60 million people 
and their computers by 2005. 

Substantial technological hurdles 
must be cleared if that is to happen* 
The first is capacity: the analog radio 
infrastructure in place simply does not 
have enough channels to support an 
explosion of demand. The Fee’s deci¬ 
sion in September 1993 to auction off 
160 megahertz of bandwidth for per¬ 
sonal communications services—more 
than three times the portion of the spec¬ 
trum currently allotted to cellular tele¬ 
phone systems—is but a temporary fix* 
For the fcc also decided to allow exist¬ 
ing mobile telephone companies to pur¬ 
chase only small plots of that valuable 
real estate; the rest will go to new en¬ 
trants, up to seven per city. 

As the resulting competition drives 
prices down, rising consumer expecta¬ 
tions seem likely to force capital in¬ 
vestment up. In order to entice custom¬ 
ers not reared on the fuzzy, unreliable 
connections typical of the analog Ad¬ 


vanced Mobile Phone Service (AMPS) 
standard, cellular companies must be 
able to offer not only land-line-quality 
speech transmission but also Tellable 
connections for a new breed of fast 
computer modems. 

Indeed, as Benjamin L, Scott, chief 
operating officer for Bell Atlantic Mobile, 
notes, “the growth potential for wire¬ 
less data service is enormous. In our 
markets alone, $1.3 billion is up for 
grabs." Cellular firms realized long ago 
that to meet all these demands, they 
would have to replace AMPS with a dig¬ 
ital standard. The prospect of being 
trapped with shrinking margins and no 
way to add customers has simply ad¬ 
ded a note of urgency to the debate 
over what that standard should be* 

In its rush to develop digital servic¬ 
es, however, the cellular industry has 
made several false starts. GTE Mobilnet 
and Amcritech, among others, have an¬ 
nounced with much fanfare a service 
they have begun testing: Cellular Dig¬ 
ital Packet Data. By stuffing chunks of 
your data into the pauses in other peo¬ 
ple’s conversations, the service should 
provide wireless connection to the In¬ 
ternet at speeds up to 19,200 bits per 
second. But if all-digital wireless service 
is introduced over the next two years 
as expected, such analog-based servic¬ 
es will succumb to obsolescence. 

The cellular industry's first attempt 
at a digital standard may suffer the 
same fate. The Telecommunications In¬ 
dustry Association adopted a scheme 
called Time Division Multiple Access 
(TDMA) in 1989. TDMA increases the 
capacity of analog cellular systems up 
to six times by chopping conversations 
into short segments and interleaving 
pieces from several conversations into 
each digital channel. 

Ten large cellular telephone compa¬ 
nies signed on as early adopters of 
TDMA. Bui within a year the standard 
w r as challenged by a rival method pro¬ 
posed by Qualcomm, a San Diego start¬ 
up. The company had patented a tech¬ 
nique called Code Division Multiple Ac¬ 
cess (CDMA), which it claimed could 
increase by 10 to 20 times the capacity 
provided by AMPS, while delivering bet¬ 
ter quality than TDMA. 

Qualcomm Lries to do this by avoid¬ 
ing the use of channels. Instead CDMA 
dumps all the transmissions sent with¬ 
in a cell into one wide band. It keeps 
individual signals separate by assign¬ 
ing each one a computer-generated 
code. That code is then used to manip¬ 
ulate data or digitized speech math¬ 


ematically so that its bits are spread 
evenly throughout the spectrum, where 
they mingle with bits from up to 61 
other conversations. A base station, 
portable telephone or laptop modem 
receiving a CDMA call can use the same 
code to unscramble an incoming mes¬ 
sage. All other transmissions, scram¬ 
bled with different codes, look like or¬ 
dinary 7 static to the receiver and are fil¬ 
tered out. 

By reducing interference to incoher¬ 
ent noise (as opposed to a coherent 
conversation), CDMA can use the same 
wide band of spectrum in every cell. 
TDMA and AMPS, in contrast, must care¬ 
fully assign channels so that no frequen¬ 
cy is ever used in two adjacent cells. 
Aside from wasting spectrum, this forc¬ 
es a caller's telephone to switch chan¬ 
nels abruptly when the caller crosses a 
cell boundary. Such hand-offs are the 
mam source of dropped calls. With no 
channels to switch, two CDMA base sta¬ 
tions can talk to the same telephone at 
once, allowing “soft” hand-offs. And be¬ 
cause CDMA systems can fill the spec¬ 
trum with more information, they can 
accommodate more callers. 

Qualcomm has tacked other inno¬ 
vations onto its standard to boost ca¬ 
pacity further. Whereas TDMA always 
digitizes speech by sampling it 8,000 
times per second, CDMA uses a vari¬ 
able-rate digitizer that sends just 1,000 
bits per second during the 60 percent 
of a typical conversation that a person 
spends listening or thinking. The extra 
airwaves can be used by other calls. A 
so-called rake receiver turns the bane 
of radio communications, multipath dis¬ 
tortion, to its advantage. The problem 
occurs when a signal, having bounced 
off buildings or hills, arrives from sever¬ 
al directions at slightly different times. 
In television, this problem causes ghost 
images. The rake receiver watches for 
such reflections, picks the three strong¬ 
est and combines them to produce a 
dearer signal. Finally, built-in power 
control lets base stations instruct por¬ 
table telephones to turn their transmis¬ 
sion power up or down to avoid fad¬ 
ing out of range or overwhelming oth¬ 
er signals. 

It took three years of testing, but 
Qualcomm finally convinced the indus¬ 
try to canonize CDMA as a second digi¬ 
tal standard in July 1993. Since then, the 
technique has steadily gained support, 
garnering commitments from three of 
the biggest cellular service providers, 
with another three expected to sign up 
soon. U.S. West has begun installing 
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CDMA equipment in the Seattle area, 
according to a company spokesperson, 
and planned to offer the service to cus¬ 
tomers late in 1994, Yet the majority of 
carriers are not expected to go digital 
until well into 1995. 

By that time, observes Gregory Pot¬ 
tle, a wireless technology researcher at 
the University of California at Los An¬ 
geles, the state of the art may have ad¬ 
vanced considerably, “I think there is 
another factor of four or five to be 
gained in capacity” above what CDMA 
promises, he says. Clever use of multi¬ 
ple antennas in each telephone can re¬ 


duce distortion, for example. Engineers 
at U.C.L.A. and the Georgia Institute of 
Technology are testing improved cod¬ 
ing schemes that adapt to changing in¬ 
terference conditions to help reduce 
errors. And AT&T is working on ad¬ 
vanced speech-compression algorithms 
to halve the amount of data needed for 
land-line quality. 

Longer-term gains may come from 
research into ways of canceling out in¬ 
terference altogether, “The base station 
is receiving signals from every user any¬ 
way,” Pottle points out. "Why shouldn't 
it process this information to wipe out 


unwanted interference between call¬ 
ers?” This need not require a super¬ 
computer, he asserts. “Typically, there 
are a few f users who dominate the in¬ 
terference; you cancel just the worst 
offenders." 

Combined thoughtfully, these inno¬ 
vations could open enough airspace for 
150 million wireless customers in Lire 
U.S. T Pottie estimates, if the cellular in¬ 
dustry can draw half that many away 
from traditional copper-wire telephone 
companies and future op heal-fiber and 
coaxial cable services, it will have done 
well for itself indeed. — W, Wayt Gibbs 
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FREQUENCY ALLOCATIONS made by the Federal Communi- cided in 1993 to triple the number of frequencies that can be 
cations Commission in 1987 are shown in part. The fcc de- used for cellular telephone (land mobile) services. 
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The Computer 
for the 21st Century 

Specialized elements of hardware and software, 
connected by wires, radio waves and infrared, will be 
so ubiquitous that no one will notice their presence 


by Mark Weiser 


T he most profound technologies 
are those that disappear. They 
weave themselves into the fabric 
of everyday life until they are indistin¬ 
guishable from it* 

Consider writing, perhaps the first 
information technology. The ability to 
represent spoken language symbolical¬ 
ly for long-term storage freed informa¬ 
tion from the limits of individual mem¬ 
ory, Today this technology’ is ubiqui¬ 
tous in industrialized countries. Not 
only do books, magazines and newspa¬ 
pers convey written information, but so 
do street signs, billboards, shop signs 
and even graffiti. Candy wrappers are 
covered in writing. The constant back¬ 
ground presence of these products of 
"literacy technology" does not require 
active attention, but the information to 
be transmitted is ready for use at a 
glance. It is difficult to imagine modem 
life otherwise. 

Silicon-based information technology, 
in contrast, is far from having become 
part of the environment. More than 50 
million personal computers have been 
sold, and the computer nonetheless re¬ 
mains largely in a world of its own. It 


MARK WTJSER is head of the Comput¬ 
er Science Laboratory at the Xerox Palo 
Alio Research Center. He is working on 
the next revolution of computing after 
workstations, variously known as ubiqui¬ 
tous computing or embodied virtuality. 
Before working at PARC, he was a profes¬ 
sor of computer science at the University 
of Maryland; he received his Ph.D. from 
the University of Michigan in 1979* Weis¬ 
er also helped found an electronic pub¬ 
lishing company and a video arts compa¬ 
ny and claims to enjoy computer pro¬ 
gramming "for the fun of it." His most 
recent technical work involved the imple¬ 
mentation of new theories of automatic 
computer memory' reclamation, known 
in the field as garbage collection. 


is approachable only through complex 
jargon that has nothing to do with the 
tasks for which people use computers. 
The state of the art is perhaps analo¬ 
gous to the period when scribes had to 
know 7 as much about making ink or 
baking clay as they did about writing. 

The arcane aura that surrounds per¬ 
sonal computers is not just a “user in¬ 
terface" problem. My colleagues and I 
at the Xerox Palo Alto Research Center 
think that the idea of a “personal" com¬ 
puter itself is misplaced and that the 
vision of laptop machines, dynabooks 
and “knowledge navigators" is only a 
transitional step toward achieving the 
real potential of information technolo¬ 
gy* Such machines cannot truly make 
computing an integral, invisible part of 
people's lives. We are therefore trying to 
conceive a new r way of thinking about 
computers, one that takes into account 
the human world and allows the com¬ 
puters themselves to vanish into the 
background. 

S uch a disappearance is a funda¬ 
mental consequence not of tech¬ 
nology but of human psycholo¬ 
gy. Whenever people learn something 
sufficiently well, they cease to be aw r are 
of it. When you look at a street sign, 
for example, you absorb its Informa¬ 
tion without consciously performing 
the act of reading. Computer scientist, 
economist and Nobehst Herbert A. Si¬ 
mon calls this phenomenon “compil¬ 
ing"; philosopher Michael Polanyi calls 
it the “tacit dimension”; psychologist 
j, J. Gibson calls it “visual invariants"; 
philosophers Hans Georg Gadamer and 
Martin Heidegger call it the “horizon" 
and the “ready-to-hand"; John Seely 
Brown of PARC calls it the “periphe¬ 
ry." All say, in essence, that only when 
things disappear in this way are w r e 
freed to use them without thinking and 
so to focus beyond them on new 7 goals. 


The idea of integrating computers 
seamlessly into the world at large runs 
counter to a number of present-day 
trends. "Ubiquitous computing" in tills 
context does not mean just computers 
that can be carried to the beach, jun¬ 
gle or airport. Even the most powerful 
notebook computer, with access to a 
worldwide information network, still 
focuses attention on a single box. By 
analogy 1 with writing, carrying a super¬ 
laptop is like owning just one very im¬ 
portant book. Customizing this book, 
even writing millions of other books, 
does not begin to capture the real pow¬ 
er of literacy* 

Furthermore, although ubiquitous 
computers may use sound and video 
in addition to text and graphics, that 
does not make them “multimedia com¬ 
puters." Today's multimedia machine 
makes the computer screen into a de¬ 
manding focus of attention rather than 
allowing it to fade into the background. 

Perhaps most diametrically opposed 
to our vision is the notion of virtual re¬ 
ality, which attempts to make a world 
inside the computer. Users don special 
goggles that project an artificial scene 
onto their eyes; they wear gloves or 
even bodysuits that sense their mo¬ 
tions and gestures so that they can 
move about and manipulate virtual ob¬ 
jects. *41 though it may have its purpose 
in allowing people to explore realms 
otherwise inaccessible—the insides of 
cells, the surfaces of distant planets, the 
information web of data bases—virtu¬ 
al reality is only a map, not a territo¬ 
ry. It excludes desks, offices, other peo¬ 
ple not wearing goggles and bodysuits, 
weather, trees, walks, chance encoun¬ 
ters and, in general, the infinite rich¬ 
ness of the universe. Virtual reality 7 fo¬ 
cuses an enormous apparatus on simu¬ 
lating the world rather than on invisibly 
enhancing the world that already exists. 

indeed, the opposition between the 
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UBIQUITOUS COMPUTING begins to emerge in the form of live 
boards that replace chalkboards as well as in other devices at 
the Xerox Palo Alto Research Center, Computer scientists 
gather around a live board for discussion. Building boards 


and integrating them with other tools has helped researchers 
understand better the eventual shape of ubiquitous comput¬ 
ing. In conjunction with active badges, live boards can cus¬ 
tomize the information they display. 


THE COMPUTER IN THE 21ST CENTURY 79 























INFRARED 


WORK¬ 

STATION 


FILE 

SERVER 


I RADIO 

FREQUENCY 


RADIO 


( FREQUENCY 



B 


WIRED AND WIRELESS NETWORKS link computers and al¬ 
low their users to share programs and data. The computers 
pictured here include conventional terminals and file serv¬ 
ers, pocket-size machines known as labs and page-size ones 


known as pads. Future networks must be capable of support¬ 
ing hundreds of devices in a single room and must also cope 
with devices—ranging from tabs to laser printers or large- 
screen displays—that move from one place to another. 


notion of virtual reality and ubiquitous, 
invisible computing is so strong that 
some of us use the term “embodied 
virtuality” to refer to the process of 
drawing computers out of their elec¬ 
tronic shells. The “virtuality" of com¬ 
puter-readable data—all the different 
ways in which they can be altered, pro¬ 
cessed and analyzed—is brought into 
the physical world. 

H ow do technologies disappear 
into the background? The van¬ 
ishing of electric motors may 
serve as an instructive example* At the 
turn of the century, a typical workshop 
or factory contained a single engine 
that drove dozens or hundreds of dif¬ 
ferent machines through a system of 
shafts and pulleys. Cheap, small, effi¬ 
cient electric motors made it possible 
first to give each tool its own source of 
motive force, then to put many motors 
into a single machine. 

A glance through the shop manual 
of a typical automobile, for example, 
reveals 22 motors and 25 solenoids. 
T hey start the engine, clean the wind¬ 
shield, lock and unlock the doors, and 
so on. By paying careful attention, the 
driver might be able to discern when¬ 
ever he or she activated a motor, but 
there would be no point to it. 

Most computers that participate in 
embodied virtuality will be invisible in 


fact as well as in metaphor. Already 
computers in light switches, thermo¬ 
stats, stereos and ovens help to acti¬ 
vate the world. These machines and 
more will be interconnected in a ubiqui¬ 
tous network. As computer scientists, 
however, my colleagues and I have fo¬ 
cused on devices that transmit and dis¬ 
play information more directly. We have 
found two issues of crucial importance: 
location and scale. Little is more basic 
to human perception than physical jtLX- 
taposition, and so ubiquitous comput¬ 
ers must know where they are. (Today's 
computers, in contrast, have no idea 
of their location and surroundings.) Lf a 
computer knows merely what room it 
is in, it can adapt its behavior in sig¬ 
nificant ways without requiring even a 
hint of artificial intelligence. 

Ubiquitous computers will also come 
in different sizes, each suited to a 
particular task. My colleagues and I 
have built what we call tabs, pads and 
boards: inch-scale machines that ap¬ 
proximate active Post-it notes, foot-scale 
ones that behave something like a sheet 
of paper (or a book or a magazine) and 
yard-scale displays that are the equiva¬ 
lent of a blackboard or bulletin board* 

How many tabs, pads and board-size 
writing and display surfaces are there 
in a typical room? Look around you: 
at die inch scale, include wall notes, 
titles on book spines, labels on con¬ 


trols, thermostats and clocks, as well as 
small pieces of paper. Depending on the 
room, you may see more than 100 tabs, 
10 or 20 pads and one or two boards. 
This leads to our goal for initially de¬ 
ploying the hardware of embodied virtu¬ 
ality : hundreds of computers per room. 

Hundreds of computers in a room 
could seem intimidating at first, just 
as hundreds of volts coursing through 
wires in the walls once did. But like the 
wires in the walls, these hundreds of 
computers will come to be Invisible to 
common awareness. People will simply 
use them unconsciously to accomplish 
everyday tasks. 

Tabs arc the smallest components of 
embodied virtuality. Because they are 
interconnected, tabs will expand on the 
usefulness of existing inch-scale com¬ 
puters, such as the pocket calculator 
and the pocket organizer. Tabs will 
also take on functions that no comput¬ 
er performs today. For example, com¬ 
puter scientists at PARC and other re¬ 
search laboratories around the world 
have begun working with active badg¬ 
es—dip-on computers roughly the size 
of an employee I.D. card, first devel¬ 
oped by the Olivetti Cambridge research 
laboratory* These badges can identify 
themselves to receivers placed through¬ 
out a building, thus making it possible 
to keep track of the people or objects 
to which they are attached. 


80 The Computer in the 21 st Century 

































































































The software that 
symbolizes ease of use now 
has a symbol of its own. 



Mac OS 


As millions of Macintosh* personal 
computer users around the world will gladly 
confirm, no computing experience equals the 
feeling that comes with working on a Mac' 
Thatk because Macintosh is still the 
only personal computer designed from the 
beginning to work the way you do. 

So when we designed this symbol to 
represent the Macintosh operating system, 


we included something youd expect from the 
most human computer of all: a smile. 

"today, you will find the Mac OS logo 
appearing on Macintosh-compatible hard¬ 
ware, software and peripherals everywhere. 

it stands for simplicity and intuitive design. 
So you can be sure dial the products you’re 
buying are easy to set up and use. 

It stands for compatibility with Macintosh 


and the thousands of business and scientific 
programs designed for die Mac. 

And if you’re looking for multimedia tides 
that are easy to work with, look for it as a sign 
of assurance that they’ll run problem free. 

Most important of all, the Mac OS logo 
stands for power. The kind of power you need 
to do more than ever. The * * 

power to beyour best? i\ppl6^ 


© 1995 Apple Cempmter, Inc. Ail rights merred Apple, the Apple toga. Macintosh and "The pouvr la be)vttr hesi " are registered tmdemarhs ofApple Computer, htc. Mac and the Mac OS logo are trademark ofApple Computer, Inc. 













Now they’re sharing their frustration. With you. 


Time for aWorkgroup Server. 



Funny tiling about the Macintosh' 
computer. With little fanfare and an 
idea known simply as “plug and play,” it 
turned awhole lot 
of novice users 
into networkers. 

And is it any 
surprise? All you 
have to do is plug 
a connector into your Macintosh, and 
you’re networked.You can share printers. 
You can share modems. You can even 
share files with your peers. 

This kind of'‘peer-to-peer”network 
is all some workgroups need. 

Others, however, soon find they’re 
ready to take the next step: aWorkgroup 
Server dedicated to improving the ebb 
and flow of vital information. 

How do you know if you’re ready? 
Just ask yourself a few simple questions. 

Do I have more 
than five com¬ 
puters tied 
together in a 
peer-to-peer net¬ 
work? Is one printer always backlogged 
while others sit idle?When people share 
files, are their systems slowing down? Is 



there confusion aboutwho has the latest 
data and where it resides? 

If you answered yes to any of diese 
questions, itk defi¬ 
nitely time to con¬ 
sider aWorkgroup 
Server from Apple. 

Workgroup 
Servers provide a 
centralized place for users to store and 
share files. Which means your shared 
files don’t get lost, your systems don’t 
slow down and users always have access 
to the latest information. 

A server also gives you a place to 
put network applications and services— 
accounting programs, databases, e-mail 
and more-for everyone to use. 

And thaft just the start. With every 
Workgroup Server, you also get Dantz 
Retrospect Remote, so you can back up 
every system on the network- clients 
and servers - automatically. Plus Apple' 
RAID disk mirroring software, so you 
can rest easy about data reliability. 

Want more still? Add FileWave soft¬ 
ware to your server, and you can easily 
distribute new programs and upgrades 
from the server. Or add Apple Remote 


Access software, and users can access 
your network from anywhere. 

“OK”you say, “but how difficult is it 
to use aWorkgroup Server?” It’s as easy 
as using a Macintosh. All you have to 
do is connect the component, turn on 
the power, and you’re ready to go. 

Choosing the right server is just as 
easy. We have three models based 
on the new PowerPC” RISC chip -the 
Workgroup Servers 6150,8150 and 9150. 

No matter which one you choose, 
you’re backed by our expert phone sup¬ 
port, 24 hours a day, 
ydaysaweek. 

And now, 
for a limited 
time, you’ll 
get GraceLAN 
Server Manager software, 
a $395 retail value, at no extra charge* 
% get your free Workgroup Server 
brochure or for more information on 
our server trial program, simply pick up 
the phone and call us at 800-538-9696, 
ext. 430." And unlock the power ofyour 
workgroup. The power to be your best: 
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The First Revolution In Communications. 




SIEMENS 


The Next. 


Apple, AT&T, IBM 
and Siemens are 
pleased to announce the formation of a historic 
communications initiative. It's called Versitl h 
By making the convergence of computers and 
communications a reality, we'll be creating 
some incredible new ways for you to communicate 


and work with others — giving you more freedom 
than you ever dreamed possible. 

To find out more, call us at 800-803-6240* 
Or you can reach us via our Internet address: 
versit ED cup. porta U com. 

We look forward to hearing from you. Because 
you'll soon be hearing a Lot from us. 



^outside the U.5., caLL 201-327-2803. ©1994 Apple, ATST, IBM and Siemens. Versit and the Versit Logo are trademarks of Apple Computer, Inc. r AT&T Carp., International 
Business Machines Curp-and Siemens SoLro Communications. Inc. ALL Other company Logos ere registered trademarks of their respective companies. 















In our experimental embodied vir¬ 
tuality, doors open only to lhe right 
badge wearer, rooms greet people by 
name, telephone calls can be automati¬ 
cally forwarded to wherever the recipe 
ent may be T receptionists actually know 
where people are, computer terminals 
retrieve the preferences of whoever is 
sitting at them, and appointment di¬ 
aries write themselves. The automatic 
diary shows how such a simple task as 
knowing where people are can yield 
complex dividends: meetings, for ex¬ 
ample, consist of several people spend¬ 
ing time in the same room, and the 
subject of a meeting is most probably 
the files called up on that room’s dis¬ 
play screen while the people are there. 
No revolution in artificial intelligence is 
needed, merely computers embedded 
in the every day world. 

My colleague Roy Want has designed 
a tab incorporating a small display that 
can serve simultaneously as an active 
badge, calendar and diary. It will also act 
as an extension to computer screens: in¬ 
stead of shrinking a program window 
down to a small icon on the screen, for 
example, a user will be able to shrink 
the window onto a tab display. Ibis will 
leave the screen free for information 
and also let people arrange their com¬ 
puter-based projects in the area around 
their terminals, much as they now ar¬ 
range paper-based projects in piles on 
desks and tables. Carrying a project to 
a different office for discussion is as 
simple as gathering up its tabs; the as¬ 
sociated programs and files can be 
called up on any terminal . 

T he next step up in size is the 
pad, something of a cross be¬ 
tween a sheet of paper and cur¬ 
rent laptop and palmtop computers. 
Robert Krivacic of PARC has built a 
prototype pad that uses two micro¬ 
processors, a workstation-size display, 
a multibutton stylus and a radio net¬ 
work with enough communications 
bandwidth to support hundreds of de¬ 
vices per person per room. 

Pads differ from conventional por¬ 
table computers in one crucial way. 
Whereas portable computers go every¬ 
where with their owners, the pad that 
must be carried from place to place is a 
failure. Pads are intended to be “scrap 
computers” (analogous to scrap paper) 
that can he grabbed and used anywhere; 
they have no individualized identity 7 or 
importance. 

One way to think of pads is as an anti¬ 
dote to windows. Windows were invent¬ 
ed at PARC and popularized by Apple in 
the Macintosh as a way of fitting sev¬ 
eral different activities onto the small 
space of a computer screen at the same 


time. In 20 years computer screens 
have not grown much larger. Computer 
window systems are often said to be 
based on the desktop metaphor—but 
who w ould ever use a desk only nine 
inches high by 11 inches wide? 

Pads, in contrast, use a real desk. 
Spread many electronic pads around on 
the desk p just as you spread out papers. 
Have many tasks in front of you, and 
use the pads as reminders. Go beyond 
the desk to drawers, shelves, coffee ta¬ 
bles. Spread the many parts of the many 
tasks of the day out in front of you to 
fit both the task and the reach of your 
arms and eyes rather than to fit the 
limitations of glassblowing. Someday 
pads may even be as small and light as 
actual paper, but meanwhile they can 
fulfill many more of paper’s functions 
than can computer screens. 

Yard-size displays { boards) serve a 


number of purposes: in the home, vid¬ 
eo screens and bulletin boards; in the 
office, bulletin boards, white boards or 
flip charts. A board might also serve as 
an electronic bookcase from w’hich one 
might download texts to a pad or tab. 
For the time being, however, the ability 7 
to pull out a book and place it comfort¬ 
ably on one's lap remains one of the 
many attractions of paper. Similar ob¬ 
jections apply to using a board as a 
desktop; people will have to become 
accustomed to having pads and tabs 
on a desk as an adjunct to computer 
screens before taking embodied virtu¬ 
ality any further. 

Prototype boards, built by Richard 
Bruce and Scott Elrod of PARC, are in 
use at several Xerox research labora¬ 
tories. They measure about 40 by 60 
inches and display 1,024x768 black- 
and-white pixels. To manipulate the 


The Active Badge 

T his harbinger of inch-scale 
computers contains a small 
microprocessor and an infrared 
transmitter. The badge broad¬ 
casts the identity of its wearer 
and so can trigger automatic 
doors, automatic telephone for¬ 
warding and computer displays 
customized to each person read¬ 
ing them. The active badge and 
other networked tiny computers 
are called tabs. 
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display, users pick up a piece of wire¬ 
less electronic “chalk" that can work 
either in contact with the surface or 
from a distance. Some researchers, us¬ 
ing themselves and their colleagues as 
guinea pigs, can hold electronically me¬ 
diated meetings or engage in other 
forms of collaboration around a live 
board. Others use the boards as test¬ 
beds for improved display hardware, 
new “chalk 51 and interactive software. 

For both obvious and subtle rea¬ 
sons, the software that animates a 
large shared display and its electron¬ 
ic chalk is not the same as that for a 
workstation. Switching back and forth 
between chalk and keyboard may in¬ 
volve walking several steps, and so the 
act is qualitatively different from us¬ 
ing a keyboard and mouse. In addition, 
body size is an issue. Not everyone can 
reach the top of the board, so a Macin¬ 
tosh-style menu bar might have to run 
across the bottom of the screen instead. 

We have built enough live boards 
to permit casual use: they have been 
placed in ordinary- conference rooms 
and open areas, and no one need sign 
up or give advance notice before us¬ 
ing them* By building and using these 
boards, researchers start to experience 


and so understand a world in which 
computer interaction informally en¬ 
hances every room. Live boards can 
usefully be shared across rooms as 
well as within them. In experiments 
instigated by Faul Dourish of Euro- 
PARC and Sara Ely and Frank Halasz 
of PARC, groups at widely separated 
sites gathered around boards—each 
displaying the same image—and jointly 
composed pictures and drawings. They 
have even shared two boards across 
the Atlantic. 

live boards can also be used as bul¬ 
letin boards. There is already too much 
text for people to read and compre¬ 
hend all of it, and so Marvin Theimer 
and David Nichols of PARC have built a 
prototype system that attunes its pub¬ 
lic information to the people reading it. 
Their “scoreboard" requires little or no 
interaction from the user other than to 
look and to wear an active badge. 

Prototype tabs, pads and boards are 
just the beginning of ubiquitous com¬ 
puting. The real power of the concept 
comes not from any one of these de¬ 
vices—it emerges from the interaction 
of all of them. The hundreds of proces¬ 
sors and displays are not a “user inter¬ 
face" like a mouse and windows, just 


a pleasant and effective “place" to get 
things done. 

What will be most pleasant and effec¬ 
tive is that tabs can animate objects 
previously inert. They can beep to help 
locate mislaid papers, books or other 
items. File drawers can open and show 
ihe desired folder—no searching. Tabs 
in library catalogues can make active 
maps to any book and guide searchers 
to it, even if it is off the shelf, left on a 
table by the last reader. 

tn presentations, the size of text on 
overhead slides, the volume of the am¬ 
plified voice, even the amount of am¬ 
bient light, can be determined not by 
guesswork but by the desires of the lis¬ 
teners in the room at that moment. 
Software tools for tallying votes in¬ 
stantly and consensus checking are al¬ 
ready available in electronic meeting 
rooms of some large corporations; tabs 
can make them widespread. 

r I Ihe technology required for ubiq¬ 
uitous computing comes in three 
A pans: cheap, low-power comput¬ 
ers that include equally convenient dis¬ 
plays, software for ubiquitous appli¬ 
cations and a network that ties them 
all together. Current trends suggest that 



COMPUTER SCRATCHPADS augment the conventional screen type pads are wired to conventional computers; thus far only 
in this office at the Xerox Palo Alto Research Center. Proto- a handful of wireless models have been built. 
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the first of these requirements will eas¬ 
ily be met. Rat-panel displays contain¬ 
ing 640x480 black-and-white pixels 
are now' common. This is the standard 
size for PCs and is also about right 
for television. As long as laptop, palm¬ 
top and notebook computers continue 
to grow r in popularity, display prices 
will fall, and resolution and quality 
will rise. By the end of the decade, a 
1,000 x 800-pixel high-contrast display 
will be a fraction of a centimeter thick 
and weigh perhaps 100 grams. A small 
battery will provide several days of con¬ 
tinuous use. 

Larger displays are a somewhat dif¬ 
ferent issue. If an interactive comput¬ 
er screen is to match a white board in 
usefulness, it must be viewable from 
arm’s length as well as from across a 
room. For close viewing, the density of 
picture elements should be no worse 
than on a standard computer screen, 
about 80 per inch. Maintaining a densi¬ 
ty of 80 pixels per inch over an area 
several feet on a side implies display¬ 
ing tens of millions of pixels. The big¬ 
gest computer screen made today has 
only about one fourth that capacity. 
Such large displays will probably be ex¬ 
pensive, hut they should certainly be 
available. 

The large display will require ad¬ 
vanced microprocessors to feed it. Cen¬ 
tral-processing-unit speeds reached a 
million instructions per second in 1986 
and continue to double each year. Some 
industry observers believe that this ex¬ 
ponential growth in raw’ chip speed may 
begin to level off about 1994 but that 
other measures of performance, Includ¬ 
ing power consumption and auxiliary 
functions, will still improve. The 100- 
gram flat-panel display, then, might be 
driven by a microprocessor that exe¬ 
cutes a billion operations per second 
and contains 16 megabytes of on-board 
memory along with sound, video and 
network interfaces. Such a processor 
would draw, on average, a few percent 
of the potver required by the display. 

Auxiliary storage devices will aug¬ 
ment main memory 7 capacity: conserva¬ 
tive extrapolation of current technol¬ 
ogy’ suggests that removable hard disks 
(or nonvolatile memory chips) the size 
of a matchbook will store about 60 
megabytes each. Larger disks contain¬ 
ing several gigabytes of information 
will be standard, and terabyte storage— 
roughly the data content of the Library 
of Congress—will be common. Such 
enormous stores will not necessarily 
be filled to capacity with usable infor¬ 
mation. Abundant space will, however, 
allow radically different strategies of 
information management. A terabyte 
of disk storage will make deleting old 


hies virtually unnecessary, for example. 

Although processors and displays 
should be capable of offering ubiqui¬ 
tous computing by the end of the dec¬ 
ade, trends in software and network 
technology 7 are more problematic. Cur¬ 
rent implementations of “distributed 
computing” simply make networked 
file servers, printers or other devic¬ 
es appear as if they w r ere connected 
directly to each user's computer. This 
approach, however, does nothing to ex¬ 
ploit the unique capabilities of physi¬ 
cally dispersed computers and the in¬ 
formation embodied in knowing where 
a particular device is located. 

C omputer operating systems and 
window-based display software 
will have to change substantial¬ 
ly. The design of current operating sys¬ 
tems, such as DOS and Unix, is based 
on the assumption that a computer's 
hardware and software configuration 
will not change substantially while it is 
running. Tins assumption is reasonable 
for conventional mainframes and per¬ 
sonal computers, but it makes no sense 
in terms of ubiquitous computing. 
Pads, tabs and even boards may come 
and go at any time in any room, and 
it will certainly be impossible to shut 
down all the computers in a room to 
install new software in any one of 
them. (Indeed, it may be impossible to 
find all the computers in a room.} 

One solution may be "micro-ker¬ 
nel" operating systems such as those 
developed by Rick Rashid of Carne¬ 
gie Mellon University and A. S. Tanen- 
baum of Vrije University in Amster¬ 
dam. These experimental systems con¬ 
tain only the barest scaffolding of fixed 
computer code; software modules to 
perform specific functions can be read¬ 
ily added or removed. Future operat¬ 
ing systems based on this principle 
could shrink and grow automatically to 
fit the changing needs of ubiquitous 
computation. 

Current window display systems also 
are not ready to cope with ubiqui¬ 
tous computing. They typically assume 
that a particular computer will display 
ail the information for a single appli¬ 
cation. Although the X Window Sys¬ 
tem and Windows 3.0, for example, can 
cope with multiple screens, they do 
not do w f eli with applications that start 
out on one screen and move to anoth¬ 
er, much less those that peregrinate 
from computer to computer or room 
to room. 

Solutions to this problem are in their 
infancy. Certainly no existing display 
system can perform well while working 
with the Ml diversity 7 of input and out¬ 
put forms required by embodied virtual- 



RADIO TRANSCEIVER links pads and 
other movable computer devices to the 
wired network. This unit, intended to 
be mounted on the ceiling, contains an¬ 
tennas in its crossed arms and two light- 
emitting diodes to signal its status. 


ity. Making pads, tabs and boards work 
together seamlessly will require chang¬ 
es in the kinds of protocols by which 
applications programs and their dis¬ 
played windows communicate. 

The network that will connect ubiq¬ 
uitous hardware and software poses 
further challenges. Data transmission 
rates for both wired and wireless net¬ 
works are increasing rapidly. Access to 
gigabit-per-second wired nets Ls already 
possible, although expensive, and will 
become progressively cheaper. (Giga¬ 
bit networks will seldom devote all 
of their bandwidth to a single data 
stream; instead they will allow enor¬ 
mous numbers of low r er-speed trans¬ 
missions to proceed simultaneously.) 
Small wireless networks, based on dig¬ 
ital cellular telephone principles, cur¬ 
rently offer data rates between two and 
10 megabits per second over a range 
of a few hundred meters. Low-pow¬ 
er wireless networks capable of trans¬ 
mitting 250,000 bits per second to 
each station will eventually be available 
commercially. 

Yet the problem of transparently 
linking wired and wireless networks 
resists solution. Although some stop¬ 
gap methods have been developed, en¬ 
gineers must develop new communi¬ 
cations protocols that explicitly rec¬ 
ognize the concept of machines that 
move in physical space. Furthermore, 
the number of channels envisioned in 
most wireless network schemes is still 
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very small, and the range large (50 
to 100 meters), so that the total num¬ 
ber of mobile devices is severely lim¬ 
ited. The ability of such a system lo 
support hundreds of machines in ev¬ 
ery room is out of the question. Sin¬ 
gle-room networks based on infrared 
or newer electromagnetic technologies 
have enough channel capacity for ubiq¬ 
uitous computers, but they can work 
only indoors. 

Present technologies would require a 
mobile device to have three different 
network connections: tiny-range wire¬ 
less, long-range wireless and very high 
speed wired. A single kind of network 
connection that can somehow' serve all 
three functions has yet to be invented. 

N either an explication of the prin¬ 
ciples of ubiquitous comput¬ 
ing nor a list of the technolo¬ 
gies involved really gives a sense of 
what it would be like to live in a world 
full of invisible widgets. Extrapolating 
from today’s rudimentary’ fragments 
of embodied virtuality is like trying to 
predict the publication of Finnegans 
Wake shortly after having inscribed the 
first day tablets. Nevertheless, the ef¬ 
fort is probably worthwhile: 

Sal awakens; she smells coffee. A few 


KEY COMPONENTS OF UBIQUITOUS COMPUTING are the pads and labs under de 
velopmcnt at the Xerox Palo Alto Research Center. The page-size pad (fop, exterior 
and inferior views) contains two microprocessors, four million bytes of random-ac¬ 
cess memory, a high-speed radio link, a high-resolution pen interface and a black- 
and-white display that is 1,024 by 768 pixels. Because it uses standard window 
system software, the pad can communicate with most workstations. The much 
smaller tab (at left), 2 3 A by 3 1 A inches, has three control buttons, a pen interface, 
audio and an infrared link for communicating throughout a room. The author be¬ 
lieves future homes and offices will contain hundreds of these tiny computers. 


minutes ago her alarm dock, alerted 
by her restless rolling before waking, 
had quietly asked, “Coffee?" and she 
had mumbled, "Yes." "Yes” and “no" 
are the only words it knows. 

Sal looks out her windows at her 
neighborhood. Sunlight and a fence are 
visible through one, and through oth¬ 
ers she sees electronic trails that have 
been kept for her of neighbors coming 
and going during the early morning. 
Privacy conventions and practical data 
rates prevent displaying video footage, 
but time markers and electronic tracks 
on the neighborhood map let Sal feel 
cozy in her street. 

Glancing at the windows to her kids’ 
rooms, she can see that they got up 15 
and 20 minutes ago and are already in 
the kitchen. Noticing that she is up, 
they start making more noise. 

At breakfast Sal reads the news. She 
still prefers the paper form, as do most 
people. She spots an interesting quote 
from a columnist in the business sec¬ 
tion. She wipes her pen over the news¬ 
paper’s name, date, section and page 
number and then circles the quote. The 
pen sends a message to the paper, 
wliich transmits the quote to her office. 

Electronic mail arrives from the com¬ 
pany that made her garage door open¬ 
er. She had lost the instruction manu¬ 
al and asked them for help. They have 
sent her a new manual and also some¬ 
thing unexpected—a way to find the 
old one. According to the note, she can 
press a code into the opener and die 


missing manual will find itself. In the 
garage, she tracks a beeping noise to 
where the oil-stained manual had fallen 
behind some boxes. Sure enough, there 
is the tiny tab the manufacturer had 
affixed in the cover to try to avoid E- 
mail requests Like her own. 

On the way to work Sal glances in 
the foreview mirror to check the traf¬ 
fic. She spots a slow-down ahead and 
also notices on a side street the telltale 
green in the fore view of a food shop, 
and a new one at that. She decides to 
take the next exit and get a cup of cof¬ 
fee w'hiie avoiding the jam. 

Once Sal arrives at work, the fore¬ 
view helps her find a parking spot 
quickly. As she walks into the building, 
the machines in her office prepare to 
log her hi but do not complete the se¬ 
quence until she actually enters her of¬ 
fice. On her way, she stops by the of¬ 
fices of four or five colleagues to ex¬ 
change greetings and new r s. 

Sal glances out her window's: a gray 
day in Silicon Valley, 75 percent humidi¬ 
ty and 40 percent chance of afternoon 
showers; meanwhile it has been a quiet 
morning at the East Coast office. Usually 
the activity Indicator shows at least one 
spontaneous, urgent meeting by now. 
She chooses not to shift the window on 
the home office back three hoitrs—too 
much chance of being caught by sur¬ 
prise. But she knows others who do, 
usually people who never get a call from 
the East but just w r ant to feel Involved, 

The telltale by the door that Sal pro- 
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grammed her first day on the job is 
blinking; fresh coffee. She heads for 
the coffee machine. 

Coming back to her office, Sal picks 
up a tab and “waves* it to her friend 
joe in the design group, with whom 
she has a joint assignment. They are 
sharing a virtual office for a few weeks. 
The sharing can take many forms—in 
this case, the two have given each other 
access to their location detectors and 
to each other's screen contents and lo¬ 
cation. Sal chooses to keep miniature 
versions of all Joe's tabs and pads in 
view and three-dimensionally correct in 
a little suite of tabs in the back corner 
of her desk. She can’t see what any- 
thing says, but she feels more in touch 
with his work when noticing the dis¬ 
plays change out of the corner of her 
eye, and she can easily enlarge any¬ 
thing if necessary. 

A blank tab on Sal’s desk beeps and 
displays the word “Joe” on it. She picks 
it up and gestures with it toward her 
live board, Joe wants to discuss a docu¬ 
ment with her, and now it shows up on 
the wall as she hears Joe's voice: 

"I’ve been wrestling with this third 
paragraph all morning, and it still has 
the wrong tone. Would you mind read¬ 
ing it?” 

Sitting back and reading the para¬ 
graph, Sal w ants to point to a word. She 
gestures again with the 11 Joe” tab onto a 
nearby pad and then uses the sty lus to 
circle the word she wants: 

“I think it's this term "ubiquitous.' It's 
just not in common enough use and 
makes the whole passage sound a little 
formal. Can we rephrase the sentence 
to get rid of it?” 

“Til try that. Say, by the way, Sal, did 
you ever hear from Mary- Hausdorf?” 

“No. Who's that?” 

H You remember. She was at the meet¬ 
ing last w^eek. She told me she was go¬ 
ing to get in touch with you.” 

Sal doesn’t remember Mary, but she 
does vaguely remember the meeting. 
She quickly starts a search for meet¬ 
ings held during the past two weeks 
with more than six people not previ¬ 
ously in meetings with her and finds 
the one. The attendees' names pop up, 
and she sees Mary. 

As is common in meetings, Mary 
made some biographical information 
about herself available to the other at¬ 
tendees, and Sal sees some common 
background. She’ll just send Mary a 
note and see what’s up. Sal is glad Mary' 
did not make the biography available 
only during the time of the meeting, as 
many people do.... 

In addition to showing some of the 
ways that computers can enter invisi¬ 


bly into people’s lives* this scenario 
points up some of the social issues 
that embodied virtuality will engender. 
Perhaps key among them is privacy: 
hundreds of computers in every room, 
all capable of sensing people near them 
and linked by high-speed networks, 
have the potential to make totalitarian¬ 
ism up to now seem like sheerest anar¬ 
chy. Just as a workstation on a local- 
area network can be programmed to 
intercept messages meant for others, 
a single rogue tab in a room could po¬ 
tentially record everything that hap¬ 
pened there. 

Even today the active badges and self- 
wri ting appointment diaries that offer 
aU kinds of convenience could be a 
source of real harm in the wTong hands. 
Not only corporate superiors or under¬ 
lings but also overzealous government 
officials and even marketing firms could 
make unpleasant use of the same infor¬ 
mation that makes invisible computers 
so convenient. 

Fortunately, cryptographic techniques 
already exist to secure messages from 
one ubiquitous computer to another 
and to safeguard private information 
stored in networked systems. If de¬ 
signed into systems from the outset, 
these techniques can ensure that private 
data do not become public. A well-im¬ 
plemented version of ubiquitous com¬ 
puting could even afford better privacy 
protection than exists today. 

B y pushing computers into the 
background, embodied virtuality 
will make individuals more aware 
of the people on the other ends of their 
computer links. This development may 
reverse the unhealthy centripetal forc¬ 
es that conventional personal comput¬ 
ers have introduced into life and the 
workplace. 

Even today', people holed up in win¬ 
dowless offices before glowing comput¬ 
er screens may not see their fellows for 
the better part of each day. .And in vir¬ 
tual reality', the outside world and ail 
its inhabitants effectively cease to exist. 
Ubiquitous computers, in contrast, re¬ 
side in the human world and pose no 
barrier to personal interactions. If any¬ 
thing, the transparent connections that 
they offer between different locations 
and times may tend to bring communi¬ 
ties closer together. 

My colleagues and I at PARC believe 
that what we call ubiquitous comput¬ 
ing will gradually emerge as the domi¬ 
nant mode of computer access over the 
next 20 years. Like the personal com¬ 
puter, ubiquitous computing will pro¬ 
duce nothing fundamentally new, but 
by making everything faster and easier 
to do, with less strain and fewer mental 


gymnastics, it will transform what is ap¬ 
parently possible. Desktop publishing, 
for example, is essentially no different 
from computer typesetting, which dates 
back to the mid-1960s. But ease of use 
makes an enormous difference. 

When almost every object either con¬ 
tains a computer or can have a tab at¬ 
tached to it, obtaining information will 
be trivial: "Who made that dress? Are 
there any more in the store? What was 
the name of the designer of that suit 
I liked last week? "The computing en¬ 
vironment knows the suit you looked 
at for a long time last w^eek because it 
knows both of your locations, and it 
can retroactively find the designer’s 
name even though that information did 
not interest you at the time. 

Sociologically, ubiquitous computing 
may mean the decline of the computer 
addict. In the 1910s and 1920s many 
people “hacked ” on crystal sets to take 
advantage of the new' high-tech world 
of radio. Now" crystal-and-cat’s-whis¬ 
ker receivers are rare because high- 
quality radios are ubiquitous. In ad¬ 
dition, embodied virtuality will bring 
computers to the presidents of indus¬ 
tries and countries for nearly the first 
time. Computer access will penetrate 
all groups in society’. 

Most important, ubiquitous comput¬ 
ers will help overcome the problem 
of information overload. There is more 
information available at our fingertips 
during a walk in the w oods than in any 
computer system, yet people find a walk 
among trees relaxing and computers 
frustrating. Machines that fit die human 
environment instead of forcing humans 
to enter theirs will make using a com¬ 
puter as refreshing as taking a walk in 
the woods. 
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The Future of the Transistor 

As it has grown smaller and cheaper, 
engineers have scoffed at theoretical 
barriers to its progress—so far 


by Robert W. Keyes 


I am writing this article on a com¬ 
puter that contains some 10 mil¬ 
lion transistors, an astounding 
number of manufactured items for one 
person to own. Yet they cost less than 
the hard disk, the keyboard, the dis¬ 
play and the cabinet. Ten million sta¬ 
ples, in contrast, would cost about as 
much as the entire computer. Transis¬ 
tors have become this cheap because 
during the past 40 years engineers have 
learned to etch ever more of them on a 
single wafer of silicon. The cost of a 
given manufacturing step can thus be 
spread over a growing number of units. 

How much longer can this trend con¬ 
tinue? Scholars and industry experts 
have declared many times in the past 
that some physical limit exists beyond 
which miniaturization could not go. An 
equal number of times they have been 
confounded by the facts. No such limit 
can be discerned in the quantity of 
transistors that can be fabricated on 
silicon, which has proceeded through 
eight orders of magnitude in the 46 
years since the transistor was invented 
[see box on page 94]. 

I do not have a definitive answer to 
the question of limits. I do, however, 
have some thoughts on how the future 
of solid-state electronics will develop 
and what science is needed to support 
continuing progress. 

Several kinds of physical limitations 
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might emerge as the size of the transis¬ 
tor continues to shrink. The task of con¬ 
necting minute dements to one another 
might, for example, become impossible. 
Declining circuit size also means that 
researchers must cope with ever strong¬ 
er electric fields, which can affect the 
movement of electrons in several ways. 
In the not too distant future the tran¬ 
sistor may span only hundreds of ang¬ 
stroms. At that point, the presence or 
absence of individual atoms, as well 
as their behavior, will become signifi¬ 
cant. Diminishing size leads to increas¬ 
ing density of transistors on a chip, 
which raises the amount of waste heat 
that is thrown off. Today’s chips shed 
about 10 times as much heat as does a 
cooking surface of comparable size, a 
flux that can rise at least 10-fold with¬ 
out exceeding the cooling capacity of 
known designs. As the size of circuit 
elements drops below f the wavelength 
of usable forms of radiation, existing 
manufacturing methods may reach 
their limits. 

T o see how such problems might 
arise and how they can be ad¬ 
dressed, it is useful to review the 
operation of the field-effect transistor, 
the workhorse of modem data process¬ 
ing. Digital computers operate by ma¬ 
nipulating statements made in a binary 
code, which consists of ones and zeroes. 
A field-effect transistor is operated so 
that, like a relay, it is switched only 
"on" or "off." The device therefore rep¬ 
resents exactly one binary unit of infor¬ 
mation: a bit. In a large-scale system, 
input signals control transistors, estab¬ 
lishing connections that produce sig¬ 
nals on output wires. The wires carry 
the signals to other switches that pro¬ 
duce outputs, which are again sent on 
to another stage. The connections with¬ 
in the computer and the way in which 
the input signals determine an output 
together represent a logical statement. 
A series of such statements, in turn, 
determines a word in a document or an 
entry in a spreadsheet. 



MINIATURIZATION has made transistors 
cheaper than staples by spreading man- 
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The field-effect transistor contains 
a channel that interacts with three elec¬ 
trodes; a source, which supplies elec¬ 
trons to the channel; a drain, which 
receives them at the other side; and a 
gate, which influences the conductiv¬ 
ity of the channel [see illustration on 
next page]. Each part contains differ¬ 
ent impurity atoms, or dopants, which 
modify the electrical properties of the 
silicon 

The gate switches the transistor on 
when a positive voltage applied to it at¬ 
tracts electrons to the interface between 


the semiconductor and the gate insu¬ 
lator. These electrons then establish a 
connection between the source and 
drain electrodes that allows current to 
be passed between them. At this point, 
the transitor is “on" The connection 
persists for as long as the positive 
charge remains on the gate. An incom¬ 
ing signal is applied to the gate and thus 
determines whether the connection be¬ 
tween source and dram is established. 
If a connection results, the output is 
connected to the ground potential, one 
of the standard digital voltages. If no 


connection results, the output is con¬ 
nected through the resistor to the posi¬ 
tive power supply, the other standard 
digital voltage. 

Circuits of transistors must be obliv¬ 
ious to the operations of neighboring 
arrays. Existing concepts of insulation, 
impedance and other basic electrical 
properties of semiconductors and their 
connections should work well enough, 
for designers' purposes, in the next gen¬ 
eration of devices. It is only when con¬ 
ducting areas approach to within about 
100 angstroms of one another that 



ufacturing costs over millions of devices on each of the hun- completed wafer. Its components will be connected by the 
dreds of chips on a single wafer. This worker holds a nearly condensation of metal in a vacuum chamber 1 foreground ), 
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quantum effects, such as electron tun* 
neling, threaten to create problems. In 
laboratory settings, researchers are al¬ 
ready at the brink of this limit, at about 
30 angstroms; in commercial devices, 
perhaps a decade remains before that 
limit is reached. 

Another challenge is the strengthen¬ 
ing of the electric field that inevitably 
accompanies miniaturization. This ten¬ 
dency constrains the design of semi¬ 
conductor devices by setting up a basic 
conflict. Fields must continually get 
stronger as electron pathways shrink, 
yet voltages must remain above the 
minimum needed to overwhelm the 
thermal energy of electrons. In silicon 
at normal operating temperatures, the 
thermal voltage is 0.026 electron volt. 
Therefore, whenever a semiconductor 
is switched so as to prevent the pas¬ 
sage of electrons, its electrical barrier 
must be changed by a factor several 
times as laTge. One can m ini m ize the 
thermal problem by chilling the chip 
(an expensive proposition). 

Even cooling cannot end the problem 
of the electric field. Signals must still 
have the minimum voltage that is char¬ 
acter! Stic of a semi conductor junction. 
In silicon this electrical barrier ranges 
between half a volt and a volt, depend¬ 
ing on the degree of doping. That small 
voltage, applied over a very 1 short dis¬ 
tance, suffices to create an immensely 
strong electric held. As electrons move 
through such a held, they may gain so 


much energy that they stimulate the 
creation of electron-hole pairs, which 
are themselves accelerated. The result¬ 
ing chain reaction can cause an ava¬ 
lanche of rising current, thereby dis¬ 
rupting the circuit. .An avalanche begins 
when fields exceed about 500,000 volts 
per centimeter, compared with about 
400,000 volts in today’s chips. 

T iT orkers resort to a variety of 
\f\j tricks to mitigate the effects 
M of strong electric fields. They 
have designed field-effect transistors, 
for example, in which the field can be 
moved to a place where it does not dis¬ 
rupt other electronic functions. This 
strategem is just one of many, all of 
which entail trade-offs with other de¬ 
sired characteristics, such as simplicity 
of design, ease of manufacture, reliabil¬ 
ity 1 and long working life* 
Miniaturization also increases the 
heat given off by each square centime¬ 
ter of silicon. The reason is purely geo¬ 
metric: electrical pathways, and their 
associated energy 1 losses, shrink in one 
dimension, whereas chip area shrinks 
in two. That relation means that as cir¬ 
cuits get smaller, unit heat generation 
falls, albeit more slowly than does the 
number of units per square centimeter. 

Devices already pour out as much 
as 30 watts per square centimeter, a ra¬ 
diance that one would expect of a ma¬ 
terial heated to about 1,200 degrees 
Celsius. Of course, the chips cannot be 


allowed to reach such temperatures, 
and so cooling systems remove heat 
as fast as it is produced. We have not 
even come close to exhausting the ex¬ 
isting cooling technologies, which can 
siphon off energy 1 many times faster 
than is now required. 

The exigencies of manufacturing im¬ 
pose constraints on the performance of 
electronic devices that might not be ap¬ 
parent from a purely theoretical discus¬ 
sion. Low-cost manufacturing leads, per¬ 
force, to small differences among the 
devices that are made on each wafer, 
as well as among those fabricated on 
different wafers. This variability cannot 
be banished—it is inherent in the way 
solid-state devices are made. 

A semiconducting material, such as 
silicon, is made into a transistor in 
an integrated process involving many 
steps. Templates, called masks, are ap¬ 
plied to the silicon in order to expose 
desired areas. Next, various operations 
involving chemical diffusion, radiation, 
doping, sputtering or the deposition of 
metal act on these areas, sometimes 
by constructing device features, oth¬ 
er times by erecting scaffolding to be 
used in succeeding steps and then tom 
down. Meanwhile other devices—resis¬ 
tors, capacitors and conductors—are 
being built to connect the transistors. 

Variations intrude at every step. For 
example, perfect focusing of the source 
of radiation over a large wafer is hard 
to achieve. The temperature of the wa¬ 
fer may vary slightly from one place to 
another during processing steps, caus¬ 
ing a difference in the rate of chemical 
reactions. The mixing of gases in a re¬ 
action chamber may not be perfect. For 
many reasons, the properties of devic¬ 
es on a given wafer and between those 
on different wafers are not identical. 
Indeed, some devices on a wafer may 
be no good at all; the proportion of 
such irremediable errors places a prac¬ 
tical limit on the size of an integrat¬ 
ed circuit. 

A certain amount of fuzziness is in¬ 
herent in optical exposures. The light 
used in photolithography is diffracted as 
it passes through the holes in the tem¬ 
plate, Such diffraction can be minimized 
by resorting to shorter wavelengths. 

When photolithographic fabrication 
w r as invented in the early 1970s, white 
light was used. Workers later switched 
to monochromatic laser light, mov¬ 
ing up the spectrum until, in the mid- 
1980s, they reached the ultraviolet 
wavelengths. Now the most advanced 
commercial chips are etched by deep 
ultraviolet light, a difficult operation 
because it is hard to devise lasers with 
output in that Tange. The next genera¬ 
tion of devices may require x-rays, tn- 



FIFLD-EFFFCT TRANSISTOR, the workhorse of data processing, is built as a sand¬ 
wich of variously doped silicon layers. It contains a channel, a source, a drain and 
an insulated gate. When a positive voltage is applied to the gate, electrons move 
near the insulation, establishing a connection underneath it that allows current to 
pass from source to drain, switching the transistor on. 
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deed, each generation of circuitry re¬ 
quires manufacturing equipment of un¬ 
precedented expense. 

Other problems also add to the cost 
of making a chip- The mechanical con¬ 
trols that position wafers must become 
more precise. The “clean rooms" and 
chambers must become ever cleaner to 
ward off the ever smaller motes that 
can destroy a circuit. Quality-control 
procedures must become more elabo¬ 
rate as the number of possible defects 
on a chip increases. 

M iniaturization may at first 
glance appear to involve ma¬ 
nipulating just the width and 
breadth of a device, but depth matters 
as well. Sometimes the third dimension 
can be a valuable resource, as when en¬ 
gineers sink capacitors edgewise into a 
chip to conserve space on the surface. 
At other times, the third dimension can 
constrain design. Chip designers must 
worry about the aspect ratio, that is, the 
relation of depth to surface area. Their 
device resembles a sandwich (some¬ 
times even a Dogwood sandwich). If the 
layers are multiplied excessively, etch¬ 
ing will tend to undercut the structure 
before it can be completed. Such con¬ 
straints compel workers to achieve 
tighter control over the thickness of 
films and over the penetration of impu¬ 
rities into the semiconductor. At pres¬ 
ent levels of control, about 20 layer¬ 
ing operations—called mask steps—are 
feasible. 

The formulas that are used to design 
large devices cannot be used for the 
tiny transistors now being made in lab¬ 
oratories. Designers need to account for 
exotic new phenomena that appear in 
such extremely small devices. Because 
the effects cannot be accurately treated 
by purely analytic methods, the design¬ 
ers have recourse to computer models 
that simulate the motion of electrons 
in a device. 

A computer follows a single electron 
through a device, keeping track of its 
position as time is increased in small 
steps. Physical theory and experimen¬ 
tal information are used to calculate the 
probability' of the various events that 
are possible. The computer uses a table 
for the probabilities, stored in its memo¬ 
ry, and a random number generator to 
simulate the occurrence of these events. 
For example, an electron is accelerated 
by an electric field, and the direction of 
its motion might be changed by a colli¬ 
sion with an impurity. Adding the re¬ 
sults of thousands of electrons modeled 
in this fashion gives a picture of the re¬ 
sponse of the device. 

Consider the seemingly trivial ques¬ 
tion of how to represent the motion 




BISTABLE CIRCUIT does the transistor's 
job by exploiting nonlinear effects- A de¬ 
vice such as a tunnel diode is placed at 
the junction of two main electrodes and 
a minor one {top). If the minor electrode 
injects some extra current, the circuit 
will move from one stable state to the 
other (bottom). Such devices are imprac¬ 
tical because they cannot tolerate much 
variation in signal strength. 


of an electron within an electric held. 
When path lengths were comparatively 
long, an electron quickly accelerated to 
the point at which collisions robbed it 
of energy as fast as the field supplied 
new energy. The particle therefore spent 
most of its time at a constant velocity, 
which can be modeled by a simple, lin¬ 
ear equation. But when path lengths 
became shorter, the electron no longer 
had time to reach a stable velocity. The 
particles now accelerate all the time, 
and the equations must account for 
that complication. 

If such difficulties can arise in mod¬ 
eling a well-understood phenomenon, 
what lies ahead as designers probe the 
murky physics of the ultra small? Simu¬ 
lations can be no better than the mod¬ 
els that physicists make of events that 
happen in small spaces during short pe¬ 
riods. To refine these models, research¬ 
ers need to carry out experiments on 
femtosecond time scales. 

More knowledge of solid-state phys¬ 
ics is required, because as chips grow 
more complex they require more fabri¬ 
cation steps, and each step can influ¬ 
ence the next. For instance, when dop¬ 
ing atoms are introduced into a crystal, 
they tend to attract, repel or otherwise 


affect the motion of other dopants. 
Such effects of dopants on other dop¬ 
ants are not well understood; further 
experiments and theoretical investiga¬ 
tions are therefore needed. Chemical 
reactions that take place on the surface 
of a silicon crystal demand a supply of 
silicon atoms, a kind of fluid flow T with¬ 
in the solid lattice; does such motion 
carry other constituents along with it? 
These questions did not exercise de¬ 
signers of earlier generations of chips, 
because the transistors were then large 
enough to sw ? amp such ultramicroscop- 
ic tendencies. 

T he prospect of roadblocks aside, 
the transistor has only itself to 
blame for speculation about al¬ 
ternative technologies. Its extraordinary 
success in the 1950s stimulated an ex¬ 
plosive development of solid-state phys¬ 
ics. In the course of the work, investi¬ 
gators discovered many other phenom¬ 
ena, which in turn suggested a host of 
ideas for electronic devices. Several of 
these lines of research produced re¬ 
spectable bodies of new engineering 
knowledge but none that led to any¬ 
thing capable of even finding a niche in 
information processing. 

Some workers have argued that the 
transistor owes its preeminence to be¬ 
ing first off the block. Because of that 
head start, semiconductors have been 
the center of research, a position that 
guarantees them a margin of technolog¬ 
ical superiority that no rival can match. 
Yet I believe the transistor has intrinsic 
virtues Lhat, by themselves, could proba¬ 
bly preserve its dominant role for years 
to come. 

I participated, as a minor player, in 
some of the efforts to build alternative 
switches, the repeated failures of which 
made me wonder what w’as missing. 
Of course, quite a few new r fabrication 
methods had to be developed to imple¬ 
ment a novel device concept. But even 
though these could be mastered, it was 
difficult to get a large collection of com¬ 
ponents to work together. 

What gave the transistor its initial, 
sudden success? One difference stood 
out: the transistor, like the vacuum 
tube before it, has large gain. That is, it 
is capable of vastly amplifying signals 
of the kind processed in existing cir¬ 
cuits, so that a small variation in input 
can produce a large variation in output. 
Gain makes it possible to preserve the 
integrity' of a signal as it passes through 
many switches. 

Rivals to the transistor may have 
been equally easy to miniaturize, but 
they exhibited far less gain. Take, for 
instance, bistable devices [see illusfra- 
tion on this page], w hich perform log- 
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The Shrinking Transistor 


M iniaturization is manifest in this comparison between 
an electromechanical switch, circa 1957, and a recent 
chip containing 1 6 million bits of memory (right). Progress 
appears in these snapshots (counterclockwise): Bell Labo¬ 


ratories' first transistor (1 948); canned transistors (1958); 
salt-size transistors (1964); 2,000-bit chip (1973); boards 
with 1 85,000 circuits and 23 megabits of memory apiece 
(1985); and a 64-megabit memory chip (1 992). 



Early integrated circuit Circuit assembly Contemporary memory chip 


94 The Computer in the 21 st Century 






























































IMMENSE AND DENSE: this active-matrix liquid-crys¬ 
tal panel shows that today's electronic structures 
can achieve great complexity over large areas. Each 
liquid-crystal pixel is controlled by its own transis¬ 
tor, providing extraordinary resolution. 


ic functions by moving between 
two stable states that are separat¬ 
ed by an unstable transition. Re¬ 
searchers have produced such a 
transition by designing circuits 
having a range of values in which 
current declines as voltage in¬ 
creases. Any slight disturbance, 
such as that obtained by injecting 
extra current through the device, 
will switch the circuit between its 
two stable states. Because this 
slight input can bring about large 
changes in the current and volt¬ 
ages, there is a sense in which 
gain is achieved. 

Yet the gain is far less use¬ 
ful than that provided by a tran¬ 
sistor because it operates with¬ 
in narrow tolerances. A bistable 
switch thus performs deceptive¬ 
ly well in the laboratory, where 
one can fine-tune the circuit so 
it stays near the crossover point. 

A collection of such switches, 
however, does not lend itself to 
such painstaking adjustments. 
Because not all the circuits will 
work, no complex device can be based 
on their operation. Negative resistance 
therefore plays no role in practical data 
processing. 

The same difficulty has plagued the 
development of nonlinear optical de¬ 
vices, in which the intensity of optical 
beams replaces the currents and volt¬ 
ages of electrical circuits. Here, too, the 
operation depends on fine-tuning the 
system so that a small input will upset 
a delicate balance. (Such switches have 
occasionally been termed “optical tran¬ 
sistors," a label that misconstrues the 
principles of transistor action.) Optical 
switches face a problem even more fun¬ 
damental. Light, unlike electricity, hard¬ 
ly interacts with light, yet the interac¬ 
tion of signals is essential for logic 
functions. Optical signals must there¬ 
fore be converted into electrical ones in 
a semiconductor. The voltage thus pro¬ 
duced changes the optical response of 
another material, thereby modulating a 
beam of light. 

A nother proposed switch, some- 

/\ times called a quantum interfer- 
jl V ence device, depends on the in¬ 
terference of waves. In the most famil¬ 
iar case, that of electromagnetic radia¬ 
tion, or light, one wave is divided into 
two components. The components be¬ 
gin oscillating in phase, that is, their 
peaks and troughs vibrate in tandem. If 
the components follow routes of differ¬ 
ent lengths before reuniting, the phase 
relation between their waveforms will 
be changed. Consequently, the peaks 
and troughs either cancel or reinforce 


one another, producing a pattern of 
bright and dark fringes. The displace¬ 
ment of the fringes measures the rela¬ 
tive phase of the system. 

Electrons also possess a wave nature 
and can be made to interfere. If the two 
components of a wave move at equal 
speeds over similar paths to a rendez¬ 
vous, they will reconstitute the original 
wave; if they move at different speeds, 
they will interfere. One can manipulate 
the velocity of one wave by applying a 
tiny electric field to its pathway. The 
correct field strength will cause the 
waves to cancel so that no current can 
flow through the device. 

At first sight, this action duplicates 
that of a field-effect transistor, which 
uses an electric field to control a cur¬ 
rent through a semiconductor. In an in¬ 
terference device, however, conditions 
must be just right: if the applied volt¬ 
age is too high or too low, there will 
be some current. This sensitivity means 
that an interference device will not re¬ 
store the binary nature of a degraded 
input signal but will instead add its own 
measure of noise. Data passing from 
one such device to another will quickly 
degenerate into nothingness. 

The lack of real rivals means that 
the future of digital electronics must 
be sought in the transistor. The search 
begins anew with each voyage into a 
smaller scale or a different material. The 
latest reexamination was occasioned 
by the introduction of new semicon¬ 
ductor materials, such as gallium ar¬ 
senide and related compounds, sever¬ 
al of which may even be incorporated 


into a single device. These combi¬ 
nations may be used to produce 
what are called heterojunctions, 
in which crystalline lattices of dif¬ 
ferent energy' gaps meet. Lattices 
may mesh imperfectly, creating 
atomic-scale defects, or they may 
stretch to fit one another, in the 
process creating an elastic strain. 
Either defects or strain can pro¬ 
duce electrical side effects. 

These combinations compli¬ 
cate the physics but at the same 
time provide a variable that may 
be useful in surmounting the 
many design problems that min¬ 
iaturization creates. For instance, 
the dopants that supply electrons 
to a semiconductor also slow the 
electrons. To reduce this slowing 
effect, one can alternate layers of 
two semiconductors in which elec¬ 
trons have differing energies. The 
dopants are placed in the high- 
energy' semiconductor, but the 
electrons they donate immediate¬ 
ly fall into the lower-energy lay¬ 
ers, far from the impurities. 

What, one may ask, would one want 
with a technology that can etch a mil¬ 
lion transistors into a grain of sand or 
put a supercomputer in a shirt pock¬ 
et? The answer goes beyond computa¬ 
tional power to the things such pow¬ 
er can buy in the emerging informa¬ 
tion economy. It has only recently been 
taken for granted that anyone with a 
personal computer and a modem can 
search 1,000 newspapers for references 
to anything that comes to mind, from 
kiwifruit to quantum physics. Will it 
soon be possible for every person to 
carry' a copy of the Library' of Congress, 
to model the weather, to weigh alter¬ 
native business strategies or to check¬ 
mate Gary Kasparov? 
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Single Electronics 

Is electric current the motion of individual electrons or 
the continuous flow of a fluid of charge? Recent experiments 
confirm both ideas and may lead to novel electronic devices 

by Konstantin K, Likharev and Tord Claeson 


W hat is the smallest amount of 
electric charge that can sit on 
the head of a pin? The answer 
may surprise. A pin, like almost every¬ 
thing else, consists of electrons, pro¬ 
tons and neutrons. Each proton holds 
one fundamental unit of charge (de¬ 
noted as +e), and each electron car¬ 
ries a similar negative charge (~e); the 
neutron has no charge. It may seem 
that the total charge on the head of 
the pin could be found hy counting 
the number of protons, subtracting the 
number of electrons and ignoring the 
neutrons. Using this logic, the smallest 
nonvanishing amount of charge should 
be +e or -e. But recent experiments 
demonstrate otherwise. They clearly 
show that the charge on the head of a 
pin can be equal to a fraction of the 
charge of an electron, for example, 
+0.5e or '0.1 e. 

Whereas counting the number of 
angels on a pin has yet to yield any¬ 
thing of practical value, measuring 
charge in small structures has provid¬ 
ed fascinating tests of physics as well 
as several potential applications for 
electronics. The tests were performed 
with extremely small devices, typically 
about 30 billionths of a meter in width, 
which is comparable to the diameter of 


KONSTANTIN K. LIKHAREV and TQRD 
CLAESON have collaborated for several 
years to develop single electronics. Lik¬ 
harev, who is now professor of physics 
at the State University of New York at 
Stony Brook, spent most of his career at 
Moscow State University. He lirst entered 
the institution as an undergraduate, then 
earned his PhD. there and stayed on as 
a research scientist. For three years, Lik¬ 
harev directed the Laboratory' for Cryo¬ 
electronics at the university. Since 1982 
Claeson has been professor of physics 
at Chalmers University of Technology 
in Goteborg, Sweden. He obtained his 
undergraduate degree and Ph.D. from 
Chalmers, and he has helped to establish 
a Swedish facility for fabricating nano¬ 
meter-scale solid-state devices. 


a virus. By studying the behavior of 
such minuscule components at temper¬ 
atures of a fraction of a degree above 
absolute zero, researchers have devel¬ 
oped a better understanding of how 
electric charge moves through mate¬ 
rials. Whereas charge passes through 
thin insulators in discrete amounts 
(like water dripping from a faucet), it 
travels through ordinary conducting 
materials in a continuous way (like wa¬ 
ter flowing in a pipe). 

These discoveries have led to the in¬ 
vention of various novel devices that 
control the movement of individual 
electrons in solids. The single-electron¬ 
ic devices may serve as transistors and 
other computational dements. Although 
the technology is still in its infancy, we 
believe it will play a major role in the 
future of electronics. 

T he field of single electronics 
emerged from investigations of a 
device known as a tunnel junc¬ 
tion [see illustration on page 98]. It con¬ 
sists of two electrodes—pieces of a con¬ 
ducting material—separated by a thin 
layer of an insulating material, as thin 
as about one nanometer (a billionth 
of a meter). Although electrons move 
fredy in conductors, they do not readi¬ 
ly enter insulators. Yet according to the 
laws of quantum mechanics, electrons 
have a small chance to pass, or tunnel, 
through the ihin insulating layer. 

[f a voltage is applied across the 
junction, electrons wilt prefer to tunnel 
in one particular direction through the 
insulator. Hence, they will carry some 
electric current through the junction. 
The magnitude of the current depends 
on both the thickness of the insulating 
layer and the material properties of the 
conducting electrodes. 

By the middle of the 1980s physicists 
understood many properties of tunnel 
junctions. A few T physicists suspected, 
however, that tunnel junctions w^oidd 
exhibit interesting behavior if they 
were made smaller than 100 nanome¬ 
ters or so. 


In early 1985 Dmitri Averin and one 
of us (Likharev) tried to predict the be¬ 
havior of very small tunnel junctions 
with superconducting electrodes. (Su¬ 
perconductivity is a property of some 
materials cooled to temperatures dose 
to absolute zero. Notably, superconduc¬ 
tors do not resist the flow 7 of electric 
current.) Averin and Likharev hoped to 
tackle the problem by applying ideas of 
quantum theory. They derived some 
equations that described the device, 
but the equations were so complicated 
diat they could not have been solved 
without a struggle. 

It was decided, therefore, to examine 
the easier case of a small tunnel junc¬ 
tion with electrodes made from ordi¬ 
nary conductors. For this problem, the 
equations could be readily solved and 
gave a completely unexpected result. 
They showed that if a constant electric 
current is passed through a junction, 
it will induce a voltage that oscillates 
periodically in lime. Most remarkably, 
these periodic oscillations would have 
a frequency simply equal to the current 
divided by the charge of an electron. 
The frequency Ls totally independent of 
any other parameters of the system, A 
more careful examination of the equa¬ 
tions has shown that each oscillation 
represents the response of the device 
as a single electron tunnels through 
the insulating layer. The phenomenon 
is now known as single-electron tunnel¬ 
ing (SET) oscillations. 

To understand this effect, one must 
appreciate how electric charge moves 
through a conductor, say, an ordinary 
aluminum wire. An electric current can 
flow through the conductor because 
some electrons are free to move through 
the lattice of atomic nuclei. Despite the 
motion of the electrons, any given vol¬ 
ume of rhe conductor has virtually no 
net charge because the negative charge 
of the timing electrons is always bal¬ 
anced by the positive charge of the 
atomic nuclei in each small fraction 
of the conductor. Hence, the important 
quantity is not the charge in any given 
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volume but rather how much charge 
has been carried through the wire. This 
quantity is designated as the '‘trans¬ 
ferred" charge. What is most surpris¬ 
ing, this charge can have practically 
any value, even a fraction of the charge 
of a single electron. 

Although this concept may seem 
counterintuitive at first, it can be ex¬ 
plained in simple terms. The trans¬ 
ferred charge actually has little to do 
with counting single electrons or pro¬ 
tons. This charge is proportional to the 
sum of shifts of all the electrons with 
respect to the lattice of atoms. Because 
the electrons in a conductor can be 
shifted as little or as much as desired, 
this sum can be changed continuously, 
and therefore so can the transferred 
charge. 

If an ordinary conductor is interrupt¬ 
ed by a tunnel junction, electric charge 
will move through the system by both 
a continuous and a discrete process. 
As the transferred charge flows contin¬ 
uously through the conductor, it will 
accumulate on the surface of the elec¬ 
trode against the insulating layer of 
the junction (the adjacent electrode will 
have equal but opposite surface charge). 
One can imagine this surface charge Q 
as a slight continuous shift of the elec¬ 
trons near the surface from their equi¬ 
librium positions. On the other hand, 
quantum mechanics shows that the 
tunneling can only change Q in a dis¬ 
crete way: when an electron tunnels 
through the insulating layer, the surface 
charge Q will change exactly by either 
+e or -e, depending on the direction of 
tunneling. The interplay between con¬ 
tinuous charge flow in conductors and 
discrete transfer of charge through tun¬ 
nel junctions leads to several interest¬ 
ing effects. 

T hese phenomena can be ob¬ 
served when the tunnel junctions 
are very' small and the ambient 
temperatures are very low. (Low tem¬ 
peratures reduce thermal fluctuations 
that disturb the motion of electrons.) 
In this case, if the charge Q at the junc¬ 
tion is greater than +e/2 T an electron 
can tunnel through the junction in a 
particular direction, subtracting e from 
Q. The electron does so because this 
process reduces the electrostatic en¬ 
ergy' of the system. (The energy in¬ 
creases in proportion to the square of 
the charge and does not depend on the 
sign of the charge.) Likewise, if Q is 


WATER DROPLET forms at the end of a 
glass pipe and falls—a process analo¬ 
gous to the way charge moves through 
single-electronic devices. 
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TUNNEL JUNCTION consists of two conducting electrodes 
separated by a thin layer of insulating material. When a volt¬ 



age is applied to the device, electric charge creeps through 
the insulator, creating a weak current 


less than - e/2, an electron can tunnel 
through the junction in the opposite di¬ 
rection, adding e to Q, and thus again 
decrease the energy. But if Q is less 
than +e/2 and greater than - e/2, tun¬ 
neling in any direction would increase 
the energy of the system. Thus, if the 
initial charge is within this range, tun¬ 
neling will not occur. This suppression 
of tunneling is known today as the 
Coulomb blockade. 

Curiously, physicists first noticed 
and studied Coulomb blockade more 
than 40 years ago. In the 1950s and 
1960s Comellis Gorier of the Kamer- 
lingh Qnnes Laboratory, Hans-Rudi Zel¬ 
ler and Ivar Giaver of the General Elec¬ 
tric Research Center and John Lambe 
and Robert Jaklevich of the Ford Motor 
Company observed this effect in ihin 
metallic films and explained it. Mean¬ 
while igor Kulik and Robert Shekhter 
of the Kharkov Institute of Low Temper¬ 
ature Physics devised its comprehen¬ 
sive theory for one particular system. 
It seems, however, that until the mid- 
1980s no one appreciated the concept 
of continuous charge transfer in met¬ 
als, and no one was aware of the sim¬ 
ple condition for the Coulomb block¬ 
ade. Once these ideas were understood, 
it was straightforward to discover new 
phenomena in small tunnel junctions. 

For example, what happens if the 
junction is connected to a source of 
constant current? If the surface charge 
Q is zero initially, then the system is 
within the Coulomb blockade limits, 
and tunneling is suppressed. Therefore, 
the current flowing from the source 
through wires will start to change the 
charge Q continuously. For convenience, 


assume thai the deposited charge rate 
is positive rather than negative. If the 
charge reaches and slightly exceeds 
+e/2, tunneling becomes possible. One 
electron will then cross the junction, 
making its charge slightly greater than 
-e/2. Hence, the system is within the 
Coulomb blockade range again, and 
tunneling is not possible. The current 
continues to add positive charge to the 
junction at a constant rate, and Q grows 
until it exceeds +e/2 again. The rep¬ 
etition of this process produces the 
single-electron tunneling (SEE) oscilla¬ 
tions: the voltage changes periodical¬ 
ly with a frequency equal to the current 
divided by the fundamental unit of 
charge, e. 

In this respect, charge flows through 
the tunnel junction like water leak¬ 
ing from a faucet. Initially, the charge 
collects in the junction just as water 
forms a droplet on the faucet. And in¬ 
deed, when enough charge builds up, 
some of it pushes through the junc¬ 
tion just as when the droplet reaches 
a certain size, it will fall. Yet whereas 
the water droplets can vary in size, the 
amount of tunneling charge is quan¬ 
tized; it always equals e. 

With a couple of plausible assump¬ 
tions, the formula for the frequency of 
SET oscillations can be derived from 
classical physics, because it describes 
behavior of electrons as particles. Nev¬ 
ertheless, a deep connection exists be¬ 
tween SET oscillations and one type of 
oscillations predicted by quantum the¬ 
ory', In many situations, the electron be¬ 
haves like a wave rather than a particle. 
The electron wave has a characteristic 
frequency, which is equal to the energy 


of the electron divided by Planck's con¬ 
stant. In 1962 Brian Josephson (then a 
student at the University of Cambridge) 
show r ed that in large tunnel junctions 
with superconducting electrodes, this 
relation can be observed experimentally 
as a fundamental relation between ap¬ 
plied voltage and the frequency of os¬ 
cillations in the current flowing through 
the junction. In the mid-1980s James 
Lukens and his co-workers at the State 
University of New York at Stony Brook 
used these “Josephson junctions” to 
demonstrate that the Planck-Bohr-Jo- 
sephson relation is accurate to at least 
16 decimal places. We believe the clas¬ 
sical equation for SET oscillations will 
prove to be equally exact. 

T o produce SET oscillations, phys¬ 
icists must fabricate tunnel junc¬ 
tions of a very small area and 
cool them enough to ensure that the 
thermal energy does not influence tun¬ 
neling. For example, the device must 
be cooled to temperatures of about a 
tenth of a degree above absolute zero 
if the junction is 100 nanometers in 
length and width. 

Low-temperature refrigeration and 
small-scale fabrication are not the only 
experimental problems that must be 
overcome. To apply current and volt¬ 
age to a tunnel junction, one must at¬ 
tach metallic wires to it. Unfortunately, 
the wires pick up quantum fluctuations 
of the electromagnetic fields that exist 
everywhere. These fluctuations can jam 
the single-electron effects completely. 
One of the simplest ways to eliminate 
the jamming is to connect several tun¬ 
nel junctions in series (end to end). In 
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such an arrangement the junctions de¬ 
fend one another from the fluctuations. 
This idea was implemented in 1989 by 
a team of Swedish and Soviet scientists. 
The team—which included Per Delsing 
of Chalmers University of Technolo¬ 
gy' in Sweden, Leonid Kuzmin of Mos¬ 
cow State University and the authors— 
made the junctions by modifying the 
so-called suspended mask technique 
for nanofabricatiorL Several investiga¬ 
tors contributed to the invention of the 
technique, which was perfected by Ger¬ 
ald Dolan of AT&T Bell Laboratories. 

To start, an insulating substrate 
should be coated with two layers of 
special organic materials, both thinner 
than one micron. We used a copolymer 
of polymethylmethacrylate (PMMA) 
and poiymethacrylic acid (PMAA) for 
the bottom layer, whereas the top layer 
was pure PMMA. The coated substrate 
is then placed into the vacuum cham¬ 
ber of a scanning electron microscope. 
Although the instrument is mainly de¬ 
signed for imaging applications, it is 
useful for device fabrication because 
it produces a beam of electrons a few 
nanometers in diameter, and the beam 
lias enough energy to break polymer 
bonds. A computer directs the beam to 
sweep over the polymer coating in a 
desired pattern in our experiments the 
pattern was a chain of closely located 
rectangular windows, 200 by 80 nano¬ 
meters. The sample is then developed 
in toluene, which removes PMMA from 
the exposed regions and the underly¬ 
ing copolymer from a somewhat larger 
area. This process leaves a PMMA layer 
with open windows that is suspended 
above the substrate. 

At this stage, the sample is placed 
into another vacuum chamber and is 
subjected to a beam of aluminum at¬ 
oms. This beam deposits a thin alu¬ 
minum film on the PMMA layer and 
on the parts of the substrate under the 
open windows, (These aluminum Is¬ 
lands will ultimately become the first 
conducting layer of the tunnel junction 
array.) Then a small amount of dry oxy¬ 
gen is allowed into the chamber, form¬ 
ing a very thin layer of aluminum oxide 
on the surface. (The aluminum oxide 
will become the insulating layer of the 
junction.) The oxygen is pumped out 
again, and a second layer of aluminum 
is deposited from another angle. In this 
way, the islands of the first and the 
second layer overlap, forming an array 
of tunnel junctions, each close to 80 by 
60 nanometers. 

As our team began fabricating arrays 
of tunnel junctions, we also considered 
how we might best measure SET oscil¬ 
lations. The expected powder of the os¬ 
cillations would be very low. To make 




c 




+ 

+* T 

+ 

T 

TUNNELING 

ELECTRON 

\ 

4* + 

+ 

! + 

+ 


+ 

+ T 


+ + 
+ - 





SINGLE-ELECTRON tunneling through a small junction is similar to a water droplet 
falling from a glass pipe. Initially, the interface between the electrode and the insu¬ 
lator has no charge (a), As electrons flow into the electrode, charge builds up on 
the surface of the conductor ( b ). When enough charge collects there, an electron 
will pass through the insulator and thereby diminish the surface charge (c). The 
process will repeat (d) if the charge is replenished. 
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CURRENT through an array of 25 tunnel 
junctions is nearly zero (orange line) be¬ 
tween -0.8 and +12. millivolts because of 
the Coulomb blockade. Yet when the ar¬ 
ray is exposed to microwaves, the block¬ 
ade is suppressed, and the current in¬ 
creases in steps (fr/ue line). The height of 
the steps equals the charge of an electron 
times the frequency of the microwaves. 


direct measurements, we would need 
extremely sensitive high-frequency de¬ 
tectors. A simpler way to detect the os¬ 
cillations is to irradiate the sample with 
microwaves. The radiation interacts 
("mixes”) with the SET oscillations in a 
way that can be easily observed. Specif¬ 
ically, as the current through the junc¬ 
tions increases from zero, the voltage 
should increase until the current equals 
e times the frequency 1 of the micro- 
wave radiation. As the voltage contin¬ 
ues to increase, the current remains 
constant for a while and then increas¬ 
es. As a result, a plot of current versus 
voltage should show horizontal steps 
at a current equal to the frequency 
times +e (or -e). In July 1989 we ob¬ 
served the expected steps [see illustra¬ 
tion above]. 

Our results were soon confirmed 


by a Dutch-French collaboration of re¬ 
searchers working at Delft University 
of Technology and the Center of Nude- 
ar Research at Saclay. These groups 
used two different types of junction ar¬ 
rays, in which the microwave field is 
applied to central electrodes rather than 
at the edges of the array. With these de¬ 
vices, the current- to-frequency relation 
was tested with an accuracy close to 0.1 
percent. Moreover, in 1990 Bart Geer- 
ligs and Hans Mooij of the Delft group 
confirmed a theory by Averin and Arca- 
dii Odintsov, which shows how the ac¬ 
curacy might be improved. We believe 
that in the near future the current-to- 
frequency ratio will be measured with 
an error below at least one part per mil¬ 
lion—and probably much better. 

Phenomena similar to single-electron 
oscillations should also occur in tunnel 
junctions that have superconducting 
electrodes. In 1982 Allen Widom, Terry 
Clark and their collaborators at the Uni¬ 
versity of Brighton first suggested a ru¬ 
dimentary theory for such phenomena 
in superconducting tunnel junctions. 
Then, in 1984, Alexander Zorin of Mos¬ 
cow State University and one of us (Lik¬ 
harev) developed a more refined and 
realistic theory. 

In superconductors, each electron has 
a partner, forming what is knowm as a 
Cooper pair. Consequently, if a tunnel 
junction is made from two supercon¬ 
ducting electrodes, the electrons tend 
to tunnel through the insulator in pairs. 
Theory' predicts, therefore, that the volt¬ 
age of a very r small superconducting 
tunnel junction will oscillate in time 
with a frequency equal to the current 
divided by 2e (rather than e). Likha¬ 
rev and Zorin called this particular ef¬ 
fect Bloch oscillations. In February 1991 
Kuzmin, David Haviland and their col¬ 
leagues at Chalmers found reliable evi¬ 
dence for Bloch oscillations in a small 
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TINY TUNNEL JUNCTIONS were made using the suspended mask technique. 


junction formed between two thin films 
made of a superconducting alloy. 

T he SET and Bloch oscillations can 
be considered as the ordering 
(“correlation") of single-electron 
or Cooper-pair tunneling events in time. 
Another type of correlation of these 
events is also possible and is important 
for future applications. This type of cor¬ 
relation occurs, for example, in a de¬ 
vice consisting of two tunnel junctions 
that share a middle electrode. If a con¬ 
stant voltage is applied across the de¬ 
vice, the tunneling events in each of the 
junctions should be mutually correlat¬ 
ed. Specifically, whenever an electron 
tunnels through one of the junctions, a 
second electron passes through the oth¬ 
er junction nearly simultaneously. 

Most important, as Averin and Lik¬ 
harev showed in 1985, this correlated 
tunneling can be controlled if electric 
charge is continuously injected into (or 
removed from) the electrode that con¬ 
nects the two junctions, If the charge 
injected into the electrode is close to 
zero or a multiple of e T the device main¬ 
tains a considerable Coulomb blockade: 
no current flow's through the junction 
if the voltage applied to the system is 
lower than a particular threshold. But if 
the charge of the middle electrode is 
either +Q.5e or -0.5e (or even +1.5e, 
+2.5e and so on), the Coulomb blockade 
is completely suppressed: electrons 
tunnel through the system, and a cur¬ 
rent can be induced by even a small ap¬ 
plied voltage. Thus, the current through 
the device can be controlled by chang¬ 
ing the charge of the middle electrode 
just like the current through a usual 
semiconductor transistor, but this con¬ 
trol can be achieved by much w r eaker 
charge signals. For this reason, the two- 
tunnel-j unction device is now known as 
the single-electron transistor. 

Fortunately, the correlated tunneling 
effect is nor sensitive to quantum fluc¬ 
tuations of the ambient electromagnet¬ 
ic field, and so the device can be con¬ 
nected easily to a voltage source and 
measuring instruments. For this rea¬ 
son, Kuzmin and Likharev w-ere able 
to conduct experiments on the single- 
electron transistor very rapidly after 
the device was conceived. On March 6, 
1987, they reported their results to a 
Soviet journal. (They later learned that, 
on the same day, Theodore Fulton and 
Gerald Dolan of Bell Labs had submit¬ 
ted a paper on almost similar observa¬ 
tions to an American journal.) These 
two w'orks marked the beginning of ex¬ 
perimental single electronics. 

During the past five years, physicists 
have devised many types of single-elec¬ 
tron transistors and developed more 
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complex single-electronic circuits. The 
behavior of all these circuits can be ful¬ 
ly explained using what is now called 
the Orthodox theory', which the Moscow 
group formulated in 1985. Hence, the 
Orthodox theory can be used to ana¬ 
lyze possible applications of single 
electronics, 

tn the near future, we foresee at least 
three important applications. First, the 
technology’ should provide a new stan¬ 
dard for measuring small currents. We 
expect an accuracy' of better than one 
pan per billion, about 1,000 times bet¬ 
ter than existing systems. Second, the 
technology promises super sensitive 
electrometers—instruments that wuuld 
measure charges as small as one ten- 
thousandth of e, which is almost a mil¬ 
lion times better than the resolution 
of commercially available instruments. 
(Such electrometers have already been 
used by researchers at Saclay and at 
BeO Labs to measure single-electron 
tunneling effects in other devices.) 

But the most important prospect 
for single electronics is its application 
to digital integrated circuits. Current¬ 
ly computer chips can have a density 
of some 10 million devices per square 
centimeter. Although this achievement 
is impressive, computer designers con¬ 
tinue to demand chips with ever higher 
device densities. But the conventional 
electronic devices are approaching their 
limit Most agree that any further re¬ 
ductions in size will require radically 
new ideas, and single electronics is 
ranked highly on this issue. 

En circuits based on single electronics, 
bits of information can be represented 
as the presence or absence of individual 
electrons. This technology may make 
it possible to pack up to 10 billion 
electronic devices on a one-square-cen- 
timeter chip (for that, the dimensions 
of tunnel junctions could be reduced to 
about 10 nanometers). Such a circuit 
would operate at four kelvins, a temper¬ 
ature that is acceptable for some appli¬ 
cations. Still, the development of such 
circuits will require a considerable in¬ 
vestment of time and effort. 

Conceivably, single-electron circuits 
could be made even more dense, but 
such attempts will encounter two prob¬ 
lems. First, researchers need to pioneer 
techniques to fabricate complex struc¬ 
tures whose smallest dimension is less 
than 10 nanometers. Second, they must 
determine how single-electron effects 
change as the dimensions of the device 
decrease to the atomic scale. 

To solve this second problem, Averin 
and Alexander Korotkov of the Moscow 
State University revised the Orthodox 
theory in 1989. They recognized that if 
a device is small enough, the laws of 
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SINGLE-ELECTRON TRANSISTOR can switch on or off the flow of billions of elec¬ 
tro tis per second when the charge on the middle electrode is changed by only half 
the charge of an electron. 


quantum mechanics play a larger role 
in the system. In such cases, the ener¬ 
gies of the electrons are quantized: 
that is, they can only equal certain dis¬ 
crete values. Yet they showed that the 
energy quantization does not exclude 
correlated tunneling, and indeed the ef¬ 
fects can coexist peacefully. 

To verify this conclusion, several 
groups have performed experiments 
in which electrons arc confined within 
tiny structures made of semiconduct¬ 
ing material. Such structures, which are 
known as quantum dots and quantum 
wells, can hold a “puddle” of a few hun¬ 
dred free electrons. Both devices allow 
electrons to tunnel in or out through 
well-defined energy barriers. In both 
types of experiments, physicists have 
observed single-electron effects and en¬ 
ergy quantization together, confirming 
that the phenomena can coexist. Paul 
McEuen and his colleagues at the Mas¬ 
sachusetts Institute of Technology and 
the IBM Thomas J. Watson Research 
Center were the first to demonstrate 
this coexistence in quantum dots; Bo 
Su and his co-workers at Stony Brook 
and at Bell Labs have obtained similar 
results using quantum wells. 

S everal fundamental issues are 
stiD to be solved. For one, inves¬ 
tigators have not yet tackled the 
issue of how energy' quantization influ¬ 
ences single-electron charging effects 
in circuits that consist of many quan¬ 
tum dots or quantum wells. A prelimi¬ 
nary analysis shows that in such struc¬ 
tures an electron can behave simulta¬ 
neously as a w'ave and as a particle. If 
this prediction turns out to be true, it 
will be very 7 important for fundamen¬ 
tal physics. 


.Another unresolved issue is whether 
the correlated transfer of electrons re¬ 
quires tunneling. Averin and Likharev 
have recently given arguments that it 
does not. Such correlated flows may 
be achieved in narrow channels, where 
the electrons can propagate only In 
one direction. Forthcoming experiments 
should reveal whether such channels 
can be fabricated. 

Regardless of these new issues, sin¬ 
gle electronics has already advanced 
our understanding of how electrons 
behave in materials. We believe that a 
contribution has been made as well to 
what could be called the psychology of 
physics. The discovery 7 of correlated tun¬ 
neling has given us an example of a con¬ 
ceptually simple and fundamental effect 
that remained undiscovered until the 
mid-1980s. It has shown that Newton's 
“ocean of undiscovered truth” is still full 
and is w'aiting for scientists armed with 
not much more than a bit of Imagina¬ 
tion and creativity. This is some tiling to 
be remembered by adherents of theoret¬ 
ical super sophistication and advocates 
of multibillion-dollar experiments. 
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Products and Services 
for Computer Networks 

Tired of the constraints of space and time? 
Intelligently designed network products that understand 
the needs of individuals will set us free 

by Nicholas P, Negroponte 


D uring a dinner party, you might 
wink across the table at a close 
friend. By applying a slightly 
perverted measure of bandwidth, we 
can daim that your wink delivers a mere 
one bit. Yet that bit carries an enormous 
amount of information; if asked, you 
might need more than 100,000 bits to 
explain the content of the message to a 
stranger. In a real sense, you achieved 
data compression in excess of 100,000 
to one. With that degree of compres¬ 
sion, we could send high-definition tele¬ 
vision (HDTV) over telephone lines at 
the sluggish rate of only 1,200 baud 
(bits per second). 

The success of the wink cannot be 
understood through the normal study 
of network efficiency. When sizing up 
networks, we tend to look at their chan¬ 
nel capacity, without due consideration 
of the computational abilities of the 
transceivers. The wink works for a con¬ 
trary reason: the transmitter and the re¬ 
ceiver share a body of common know¬ 
ledge and experiences, and they have 
the intelligence to put the act of wink¬ 
ing into context. At the moment, we are 
devoting almost no effort to building 
networks with similar cunning. 

If we are looking for creative appii- 
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cations of future networks, then we 
cannot isolate thoughts about channel 
mode and capacity—flat estimates of 
how r much information can travel how 
fast—from the computational resources 
at the ends of the network. The prop¬ 
ositions supporting that truth seem 
counterintuitive to some people; in¬ 
deed, many of my colleagues do not yet 
accept them. Nevertheless, to prove my 
point, I will look at the relevance of this 
truth to three domains of products and 
services: entertainment, transactions 
and electronic personal surrogates. 

First, however, let us dehunk band¬ 
width. Many networking professionals 
argue that networks will be useless 
without the broad bandwidths made 
possible by optical fiber lines. They say 
that w ? e must push to replace copper 
wires with fiber; only then can we have 
broadband networks capable of send¬ 
ing data at sufficiently high speeds. 

Yet, ironically, broadband systems 
are inevitable. The cost and mainte¬ 
nance for fiber lines will be so much 
less than for copper ones that fiber will 
be installed even without the need to 
accommodate wideband services. The 
rush to justify gigabit services is mere¬ 
ly a historical anomaly; today is a lime 
of crossover between the falling cost of 
fiber and the generally steady cost of 
copper. The installed base of fiber will 
grow' no matter what new services we 
offer. The problem is that its natural 
grow th is too slow for those who can 
imagine the benefits of bandwidth—or 
who might profit from them. 

By trying needlessly to justify the in¬ 
evitable, many network products and 
services being proposed now are con¬ 
trived or, worse, made with total dis¬ 
regard for concurrent advances in com¬ 
puting. People with a vested interest 
in the network are saying that we need 
big data pipes connecting our machines 
because we will be naive about how ? 


to process and store information. One 
such claim, for example, is that we will 
need broadband networks to transmit 
video. In fact, we already know that 
video can be delivered over the Ti (1.5- 
megabit-per-seeond) twisted-pair cop¬ 
per wires existing today. The real prod¬ 
ucts and services of the future will come 
from imaginative applications of both 
channel and computing capacity, not 
from either alone. 

P osimodern man is potentially a 
nomad. An educated guess Is that 
the authors In this issue of Scien¬ 
tific American spend on average more 
than half of their time traveling. Ac¬ 
cording to one theory', if we had good 
teleconferencing and extraordinarily 
easy to use broadband services, most 
travel would be unnecessary—we could 
all stay home, preserve the ozone layer 
from jet exhausts and avoid the wear 
and tear on our bodies. Yet staying at 
home would not be the most interest¬ 
ing consequence of better networks. 

The often overlooked point is that 
we can freely move about precisely be¬ 
cause we have the electronic means to 
stay in touch wilh our home base. No 
one needs to be more than a telephone 
caU, data transfer or fax transmission 
aw^ay from the office—indeed, from 
any office. What we network planners 
should be looking at is not the bits per 
second required to low f er our frequent- 

MOVING HOLOGRAMS created by com¬ 
puters in real time have been developed 
by the Media Laboratory of the Massa¬ 
chusetts Institute of Technology with 
support from the Defense Advanced Re¬ 
search Projects Agency and Rome Labo¬ 
ratory. As the technology for producing 
these images improves and is integrat¬ 
ed into the information network, holo¬ 
grams may become important vehicles 
for presenting news and entertainment. 
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flyer mileage but the computational 
and telecommunications resources that 
will allow us to be more or less inde¬ 
pendent of space and time. 

Independence of space and time is 
the single most valuable service and 
product we can provide humankind. 
This outcome need not translate itself 
into a nomadic existence* although the 
concept is not without interest. It can 
also allow us to remain in our pajamas 
as long as w r e please* 

Travel embargoes during the Persian 
Gulf War resuscitated interest in tele¬ 
conferencing* which undoubtedly will 
continue to gain appeal (if only by cor¬ 
porate flat in response to gratuitous 
business t raveling). T he more fascinat¬ 
ing developments, however, will come 
from new services that free you to wan¬ 
der and that create an electronic surro¬ 
gate For you on the network with w r hich 
others can communicate. 

Those developments will of course 
hinge on storing and transmitting in¬ 
formation, either through electromag¬ 
netic broadcasts or over optical fiber. 
Broadcast spectrum is scarce, whereas 
fiber, like computing power* is some¬ 
thing we can just keep making more of. 
Those facts mean that the channels for 
distributing different types of informa¬ 
tion, as we know them today, wall trade 
places. Most information we receive 
through the ether today—television* for 
example—wiU come through the ground 
by cable tomorrow. Conversely, most 
of what we now receive through the 
ground-such as telephone service- 
will come through the airwaves. 

Two rules of thumb define how r infor¬ 
mation should be distributed. First* use 
the broadcast spectrum to communi¬ 
cate with things that move: cars, boats, 
airplanes, wrist telecommunication ter¬ 
minals, dog collars, scuba tanks and the 
like. Second* deliver information to the 
desktop or living room by fiber. 


It is already easy to see these rules In 
action. The popularity of cellular tele¬ 
phones and cable television initiated 
the trend, and it will not stop* Within 
20 years, it will be perverse, if not illegal, 
to use satellites for broadcast television. 
The Federal Communications Commis¬ 
sion (fcc) should put the television net¬ 
works and independent stations on no¬ 
tice that their spectrum will slowly be 
withdrawn and encourage the cable op¬ 
erators and telephone companies to be¬ 
gin collaborating immediately* 

D o you recall O. Henry’s Christ¬ 
mas short story* “The Gift of the 
Magi, 11 about an impoverished 
husband and wife? He wanted to buy a 
comb for her long, beautiful hair* and 
she wanted to buy him a gold chain for 
his pocket watch. She secretly cut and 
sold her hair to buy the chain, and 
he pawned his watch to purchase the 
comb. Something akin to this is hap¬ 
pening with television and computers. 

Television manufacturers are increas¬ 
ingly adding computing power to their 
receivers* and computer makers are put¬ 
ting more video into their worksta¬ 
tions. Although this development may 
seem like a merger of the technologies, 
each side is disregarding the underly¬ 
ing utility of the other's techniques and 
aims. As a result, the television makers 
are cutting off their own access To the 
broader information delivery market* 
and computer manufacturers are pawn¬ 
ing their license to be in the entertain¬ 
ment industry. 

After considerable nationalistic fuss* 
the U*S* has emerged as the potential 
w r orld leader in advanced television by 
finally opting to go digital. Europe and 
Japan are embarrassed by the develop¬ 
ment because they have chosen to take 
nondigital paths. Nevertheless, the U*S* 
has farther to go in its approach to 
HDTV because, at the moment, all the 


proposals to the fcc are sadly and 
uniquely focused on delivering better- 
resolution pictures. Digital television 
has much more to offer than higher 
picture resolution* 

Two fundamental attitudes toward 
digital image transmissions in gener¬ 
al and television in particular need to 
change before we will see creative 
thought in this area. First, we must think 
of images as scalable. Bigger pictures 
require proportionately more pixels to 
represent them and more information 
to describe Them. Today both a four- 
inch video display and a 27-inch display 
use the same number of pixels, so the 
quality of the images changes with size. 

Second, in the long run, model-based 
image transmission and encoding are 
better than transmission of pictures 
alone* Mathematical models of a scene 
can describe the spatial relations of 
the objects in it and maneuver them 
through space. The idea of capturing a 
picture with a camera is obsolete if one 
can instead capture a realistic model 
from which the receiver can generate 
any picture. For instance, from a real¬ 
time model of a baseball game* a fan 
watching at home could get the view 
from anywhere in the ballpark—includ¬ 
ing the perspective of the baseball. 

The entertainment industry will be 
one of the first to capitalize on the new 
networking environment for products 
and services. In fact, some groundwork 
for expansion is already in place. Nin¬ 
tendo currently has an installed base in 
the U*S: of more than 30 million elec¬ 
tronic game machines; they are found 
in more than 70 percent of all the 
homes with a child between the ages of 
eight and 12 years* In short, Nintendo 
is America's largest domestic comput¬ 
er presence and potentially the coun¬ 
try’s major force for educational change. 
(Seymour A* Papert of the Media Lab¬ 
oratory at the Massachusetts Institute 
of T echnology is working with Ninten¬ 
do to understand better what children 
already learn from electronic games.) 
On a network* these machines w^ould 
change the face of our culture. 

Bui Nintendo does not see itself as a 
computer maker; company executives 
maintain they are in the entertainment 
business. They are not suffering a lack 
of vision; everyone knows that enter¬ 
tainment is big business. Furthermore, 
it is Likely to become very high tech 
and a major player in network prod¬ 
ucts and sendees. Speaking more gen¬ 
erally, as products and services contin¬ 
ue to evolve, businesses will be more 
inclined to define themselves by the 
services they offer to customers and 
less by the technologies they use. 

The first network entertainment ser- 
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vice to become available is likely to be 
“movies on demand” because the tech¬ 
nology for it will be developed the soon¬ 
est. How often have you walked into a 
video store and rented a movie that you 
have already seen or that turned out to 
be something you would never want to 
watch? Movie buffs rent videos brilliant¬ 
ly, but the rest of us are unable to re¬ 
member which Clint Eastwood him we 
have seen or to know from its title that 
Silence of the Lambs is a chilling movie 
about a psychopath. The in-store classi¬ 
fications of drama, action, comedy, for¬ 
eign and so forth are of little help. 

I magine a different scheme in w r hich 
you could look at a dozen playing 
card-size movie trailers, or pre¬ 
views, on your TV screen at the same 
time. Scalable video makes such a plan 
entirely possible. By modestly inter¬ 
acting with your TV 7 to indicate your 
choices of actors or themes, and by re¬ 
lying on your TV’s record of what you 
have already seen, you could easily se¬ 
lect the perfect film from any of the 
50,000 movies made in the Western 
world since the inception of cinema. In¬ 
deed, it would be only slightly more dif¬ 
ficult to ask only for a movie that is 
similar to another one that you liked. 

The network’s task w f ould be to store 
movies somewhere and to deliver them 


to you instantly. The storage task is not 
outrageous. For current VHS quality, 
one hour of movie is about five giga¬ 
bits. Although the best commercial dy¬ 
namic random-access memory (DRAM) 
chips today can hold only 64 megabits, 
capacities are growing exponentially. 
By 2000 it should be possible to store 
a film on five one-gigabyte chips. Just 
250,000 chips will be able to store every 
Western movie ever made. Until then, all 
50,000 movies could be stored on twice 
that many compact discs (CDs) or, in the 
still nearer term, on 50,000 videodiscs. 

The movie-viewing customer is not 
the only one who would benefit from 
this scheme. When M.I.T.'s Media Lab 
w-as asked to investigate the technology 7 
for Columbia Pictures in 1983, the idea 
w ? as to use the compact audio disc as a 
new form of packaged media that could 
be purchased for a price equal to that of 
rental. The idea appealed to movie com¬ 
panies because they could get a piece of 
the action for each copy sold to the 
public. Instead of the one-time income 
from tapes sold to video rental stores. 
Today a standards organization, the Mo¬ 
tion Pictures Expert Group, Is helping 
to coordinate the efforts of IBM, Apple, 
Intel, Philips, Sony and other compa¬ 
nies that have become interested in the 
development of compact-disc video. 

Because a movie would be encoded 


only once by its marketers and decoded 
millions of times by viewers, consider¬ 
able effort and money can be applied to 
ensure the quality of the encoding pro¬ 
cess. Encoding need not be done in real 
time. Sophisticated data compression 
techniques can “look ahead” through 
a video and find scenes rich in infor¬ 
mation (that is, rapid rates of pixel 
changes); some of those "excess” data 
can be saved along with earlier scenes 
that have little information. By stuffing 
the "peaks" into the “valleys,” one can 
maintain consistently high data com¬ 
pression. In this fashion, one hour of a 
movie not only fits on a CD but can be 
pushed through the CD's narrow band 
audio port. 

An even more interesting application 
of the same compression techniques is 
to bundle video data into efficient pack¬ 
ets that can he transmit led rapidly. In 
this way, ov er a fiber running at a giga¬ 
bit per second, one hour of video can 
be shipped in only five seconds. There¬ 
in lies a cogent example of how using 
both computer intelligence and band¬ 
width to deliver a service is superior 
to the traditional approach, which de¬ 
clares that video is a bandwidth hog re¬ 
quiring a continuous delivery 7 stream. 

In packeted form, video can be de¬ 
livered to a memory--equipped receiver 
and viewed in an order different from 


VERY HIGH DEFINITION TELEVISION being developed at the 
Media Lab offers almost photographic-quality images. The 
display has 2,000 vertical lines of resolution, compared with 
the 480 lines for standard television. Only in extreme close- 


up does a detail of the Persian Gulf (inset) begin to exhibit 
the poor quality seen on current television sets. The 6,000- 
pixel width or the display is achieved by tiling three 2,000- 
pixel monitors side by side. 










































































































































































































































































































"Look Ahead” Video Compression 



“Look ahead" video compression is a technique that makes it possible to encode 
and transmit recorded video information efficiently. Prior to compression, the lev¬ 
els of information change greatly from frame to frame (fop). This technique re¬ 
duces the bandwidth required to deliver the signal by fitting the “peaks" into the 
“valleys” {bottom). After additional compression techniques are performed, one 
hour of video can be transmitted over a fiber in less than five seconds. 


that in which it was sent. Related pack¬ 
ets would not be sent sequentially but 
would be interlinked or indexed by con¬ 
tent, Viewers could navigate up or down 
through this hierarchy of information. 
Someone watching a television news 
program, for instance, could push the 
w teM me more" button on the TV, and 
Dan Rather would elaborate on a partic¬ 
ular story to various levels of depth- 
all the while providing substance that 
would otherwise have been relegated 
to the cutting-room floor, 

A lthough television need not be a 
bit guzzler, holographic video is 
^ another story. Fifteen years ago 
in Star Wars, many of us saw R2D2 
beam Princess Leia's three-dimension¬ 
al image onto Obi-Wan Kenobi's floor 
Cinematic special effects aside, real¬ 
time holography will not appear in liv¬ 
ing rooms for a few decades. The Me- 
dia Lab, which is to my knowledge the 
only laboratory working on real-time 
holography, has achieved it for images 
measuring about one cubic inch. Those 
images are achieved with a massively 
parallel, multimillion-dollar computer, 
a roomful of electro-optic instruments, 
a spinning mirror and a heavy-duty la¬ 
ser. It is unclear how that technology 
will scale up to allow eight-inch-high 
football players to run around your 
house passing a half-inch football. 

Look at the numbers. The Media Lab's 
current system uses a 50-megabit-per- 
second channel to generate a small im¬ 
age. Scaling up to a living room-size 


football game would require computing 
45 terabits per second by brute force. 
Even if we subtract three orders of 
magnitude by using “smart" processing 
techniques, we are still looking at 45 
gigabits per second. 

The massive bandwidth consumption 
of holography suggests that it will be 
necessary for a receiver to get a compu¬ 
tational model of an event rather than 
raw holographic data. The holograph¬ 
ic images for the living-room football 
game could be generated from an accu¬ 
rate model. Information for manipulat¬ 
ing that model would be sent over a 
fiber, but the image w r ould actually be 
computed and created by the receiv¬ 
er—not captured by a camera. 

Regardless of whether the model or 
the hologram is transmitted, substan¬ 
tial bandwidth is required—the band¬ 
width that only fiber can deliver. Al¬ 
though my football example is drawn 
from the world of entertainment, it is 
likely that the technology will first be 
developed in medical imaging for re¬ 
mote diagnosis in the near term and 
teleoperations in the longer term. 

I nformation has value, but it is as 
perishable as fresh fruit. It varies 
from person to person, from mo¬ 
ment to moment. And in some cases, 
the value can suddenly drop to zero: the 
knowledge that a seat on an airplane 
is empty becomes worthless when the 
plane pulls away from the jet way. But 
when information leads to a transac¬ 
tion, such as a booking for that empty 


seat, the value is less ephemeral. A ser¬ 
vice that facilitates transactions earns 
the gratitude of both the buyer and the 
seller. The service, in turn, is equally 
happy because it can probably bill both 
parties. Information transactions have 
so much appeal for both businesses 
and consumers that they are sure to be 
among the first network products and 
services. 

Multimedia computing, which com¬ 
bines moving video, audio and text, is 
likely to be an important tool for trans¬ 
actions. It is anticipated to be a serious 
bandwidth consumer, but short-term 
multimedia solutions need not be. Cus¬ 
tomers at home could access some in¬ 
formation at a remote site by narrow- 
band communications. The rest could 
already reside in the home at the time 
of the transaction, having arrived there 
by regular mail or overnight delivery. 
(If you send three CDs by Federal Ex¬ 
press Priority' One service from Los An¬ 
geles to Boston, then the information 
transfer is greater than a modern 64- 
kilobit-per-second data line could pro¬ 
vide during the same time.) 

A simple example would be the use 
of a videodisc for summer-home rent¬ 
als. As many as 54,000 houses could 
be pictured on the disc, which could be 
distributed to potential renters. Users 
would control the disc by specifying 
what they wanted in a summer house: 
the cost, the number of rooms, the sea¬ 
sonal availability, the location and views, 
and so on. The viewing system would 
display only the available houses that 
fit the criteria. In this case, videodisc 
technology' created a product, but the 
network mixed the central and local 
computing services to make the trans¬ 
action possible. 

More generally, the problem and so¬ 
lution can be described as a kind of 
Yellow Pages. In this context, however, 
tiie term has several meanings that go 
beyond those you might associate with 
lias venerable publication. For example, 
electronic Yellow Pages could be geo¬ 
graphically coded so that a company or 
service could be related to who you are, 
where you are, where you are going 
and what might be along the way. Be¬ 
cause this Yellow Pages would be an ac¬ 
tive part of the network rather than a 
static book on a shelf, it could contain 
up-to-the-minute information about its 
advertisers. It could include, for ex¬ 
ample, tonight’s specials at your favor¬ 
ite restaurant or today's bargains at 
Bloomingdale’s. 

More than 95 percent of the services 
that advertise in the Yellow Pages use 
them as their only advertising. For that 
reason, the opportunity for adding lay¬ 
ers of detail, daily information, photo- 
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sign of the handset, the brightness of 
the displays and the feel of the buttons 
should be utterly irrelevant. The caller 
simply wants to direct the telephone to 
contact so-and-so and to do something 
appropriate if that person is not avail¬ 
able. Finding the person (or failing to 
do so) is only a part of the task; doing 
the appropriate thing is what matters 
and takes extraordinary personaliza¬ 
tion and intelligence. 

What constitutes knowing someone? 
Usually it is a shared body of knowl¬ 
edge, but not in the sense of two peo¬ 
ple knowing organic chemistry. Rather 
it is in the sense of two people sharing 
experiences. Each of us has a sphere of 
acquaintances, professional and per¬ 
sonal, with whom we work and play. 
Similarly, we each have our own habits, 
patterns of life and idiosyncracies. Our 
jobs involve networks of people w ho as¬ 
sume different degrees of importance 
in our lives at different times. We know 
them because we are familiar with their 
ways, and they with ours. 

What makes a system personal is its 
knowledge of such information. In a 
very real sense, the system becomes 
a bona fide member of your personal 
and professional community. Electron¬ 


ic personalization is by definition a mix 
of centralized and decentralized infor¬ 
mation, manipulated and filtered by a 
retinue of electronic agents. 

A personalized newspaper serves 
as a good example. What would 
l you w'ant in such a newspaper? 
The question is tricky because, on the 
one hand, you would like stories that 
interest you. On the other hand, you 
would not entrust to any human or ma¬ 
chine the wholesale dismissal of all oth¬ 
er information. You might not normal¬ 
ly be interested in news of a sporting 
event, but you know- that your attitude 
would change if a close friend were 
competing. Newsworthiness is in the 
eye of the beholder—and not just the 
eye of the editor. Yet to date, the be¬ 
holder has not been a part of the equa¬ 
tion, except by coarse selection of one 
newspaper or magazine over another. 

In the future, news and personal in¬ 
formation systems will have the poten¬ 
tial to be much more integrated than 
they are today, w hich should be highly 
beneficial. If your early-morning flight 
is delayed, that fact should appear as 
the lead headline in your personalized 
newspaper. Indeed, if the network is 


“Tell Me More” Television 
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OF A 16-HOUR VIDEO PROGRAM 
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graphs, video pitches and audio narra¬ 
tives will appeal to service providers. 
The customer would also welcome that 
information. The data base could be 
explored from totally original angles, 
such as w Who is serving fresh white 
truffles tonight?” Transactions that re¬ 
sult from those queries are more like 
making a date than buying yogurt. 

The opportunity is made-to-order for 
multimedia network products and ser¬ 
vices. Yet, it will require Federal Judge 
Harold Greene to relax some of his re¬ 
strictions on the telephone companies 
that bar them from getting into the 
information-providing business. Simul¬ 
taneously, the current information pro¬ 
viders, particularly newspapers, will 
have to become more aggressive and 
imaginative in the electronic milieu. 

Today print advertising falls into 
roughly three groups: persuasion by af¬ 
filiation, convincing with facts and sell¬ 
ing the specific. By affiliating their prod¬ 
ucts with yachts, cowboys and good- 
looking people, cigarette and liquor ads 
are archetypes of the first category. Au¬ 
tomobile and department store ads are 
an example of the second. The classified 
section of the newspaper embodies the 
third. In every case, the reader must 
more or less stumble on the relevant in¬ 
formation: it does not percolate to the 
top of the information strata when the 
reader enters the market for a car or a 
summer suit. 

The big change for print media is that 
advertising wUl become news and that 
persuasion by affiliation will die off. 
The network will be sufficiently person¬ 
alized to anticipate your needs and in¬ 
terests and smart enough to find ob¬ 
scure auctions of fly-fishing equipment 
in the dead of winter. Advertisers wifi 
not necessarily be unhappy with such 
a network, because the broad reach is 
narrowed to a few who have a likely in¬ 
terest. Imagine how delighted Gener¬ 
al Motors and Nissan would be to have 
the opportunity to advertise to you spe¬ 
cifically when you start looking for a 
new T BMW. 

Almost all services can distinguish 
themselves by becoming personalized. 
We are pleased to be recognized and 
catered to as individuals rather than be¬ 
ing treated as a faceless part of the mob. 
Personal information systems, like the 
wink, are also extremely efficient. In this 
regard, the most desirable interaction 
with a network is one in which the net¬ 
work itself is invisible and unnoticeable. 
Planners often forget that people do not 
want to use systems at all—easy or not. 
What people want is to delegate a task 
and not worry about how it is done. 

Calling someone on the telephone is 
an excellent example: the physical de¬ 
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Packets of transmitted video information, all constituting one program, can be sent 
to a memory-equipped television receiver. The viewer can then browse through any 
of these hours of information in any order, seeking elaborations on subjects of in¬ 
terest or skipping what seems irrelevant. In this way, watching television can be¬ 
come more like reading a book or having a conversation. 
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smart enough, it should tell your alarm 
dock to let you sleep an additional 
hour {after checking for other airline 
routing options). And if your flight is 
on schedule, you should expect your 
morning edition to include the weather 
report for the city of your destination 
(so that you leave town with an umbrel¬ 
la in spite of the blue sky). 

S ome people cry at this point, 
“Tilt! I don't want my newspaper 
to be so personalized!” The ar¬ 
guments against the idea are usually 
twofold: r T count on the impersonal 
newspaper to be a common subject for 
conversation, and I assume other peo¬ 
ple know this as well,* and ”1 don't 
want to become narcissistic and intro¬ 
verted by hearing only what I want to 
hear all the time. 1 ' 

These concerns are not totally mis¬ 
guided. Still, they assume that personal¬ 
ization is a full swing away from com¬ 
mon knowledge, which it need not be. 
In fact, if you think of your best friends, 
they are people who do not tell you 
what you want to hear but are willing 
to tell you what they believe to be the 
truth and what is in your best interest. 
Such could be the case with an electron¬ 
ic agent as well; it need not be limited 
to w'hat it thinks you want to know. The 
trick is timeliness. Our elasticity for less 
relevant information is very different on 


early Monday morning than it is on Sun¬ 
day afternoon or when sitting in a gar¬ 
den compared with stepping over the 
threshold into an important meeting. 

Consider personalization in the con¬ 
text of a telephone, which today rings 
indiscriminately. A well-trained, experi¬ 
enced butler will respond to a call on 
the basis of who is calling and, in many 
cases, of what the caller wishes to say. 
While this arrangement may sound one¬ 
sided, it is not. Often, the caller is de¬ 
lighted to get the butler and leave the 
message regardless of whether the in¬ 
tended recipient is there, just to ensure 
the timeliness of the message's deliv¬ 
ery. The network of the future should 
behave no less intelligently. 

A specific example of personalizing 
information can be found in the idea 
of individualizing television. Ihc exam¬ 
ple is interesting in that it individual¬ 
izes the premiere mass medium and, 
in some ways, turns the idea of televi¬ 
sion networks upside down. 

In 1965 the Carnegie Corporation 
asked James R. Killian, jr., former presi¬ 
dent of M. LT., to chair a commission on 
educational television that laid the foun¬ 
dation for the Public Broadcasting Sys¬ 
tem. As the commission approached the 
end of its work in 1967, the need for a 
more technical view of the future sur¬ 
faced; J.CR, Liddider of who was 
famous for his work on computer and 


human interfaces, was asked to provide 
a quick appendix. In it he coined the 
term “narrowcasting." He wisely fore¬ 
saw an emerging need to make more 
specialized programs that would appeal 
to smaller audiences. That idea has been 
taken up enthusiastically by the maga¬ 
zine industry in particular and by the in¬ 
formation distribution industry in gen¬ 
eral: they are doing more and more nar¬ 
rowcasting of all kinds. What licklider 
missed was the once unthinkable limit¬ 
ing case: the audience of one. 

Contrasting broadcasting with nar¬ 
rowcasting overemphasizes the differ¬ 
ence between “broad" and "narrow.” 
Instead we should be focusing on the 
word “cast." Stew r art Brand, in his book 
The Media Lab, coined a term, “broad- 
catching,” that draws attention right¬ 
ly to the real challenge: to catch tele¬ 
vision and other media information 
selectively so that the sum of the col¬ 
lected parts is personalized. 

As mentioned earlier, it is possible to 
transmit one hour of TV in five seconds. 
In principle, your television could look 
at more than 5,000 hours of program¬ 
ming during a seven-hour workday. One 
can imagine a system of television in¬ 
dexing. In the near future, programs 
could be digitally broadcast with a table 
of contents ai the beginning. By con¬ 
sulting this table of contents, your in¬ 
telligent TV set could filter out inappro 



THIS FRAME OF ANIMATION for high-definition television 
would require about 50 million bits to describe all the pix¬ 
els; 30 frames per second are needed for animation. Trans¬ 
mitting that much information fast enough would take enor¬ 


mous bandwidth, if a computer in the receiver holds models 
of the pictured objects, however, only instructions about their 
movements need be sent. Smoothly moving high-resolution 
images are therefore possible with low T bandwidths. 
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PERSONALIZED ELECTRONIC NEWSPAPER can be compiled by computers scanning 
the network for information of particular relevance to specific individuals. A so¬ 
phisticated electronic model of a person can be used to determine which news 
items should be selected and how much prominence and detail they should have. 


priate programs. It could then more or 
less edit the 5,000 hours of program- 
ming it has monitored into a short, dis¬ 
tilled collage lasting no more than, say, 
10 minutes. Elaborations on the con¬ 
tained subjects of interest could be ob¬ 
tained by instructing the TV to “ tell me 
more. 11 The total length of the stored 
programming would be limited only by 
the receiver's memory capacity. Broad- 
catching of this sort can be generalized 
to many media. The personalized as¬ 
pect of the provided service would be 
handled by the receiver, not by the net¬ 
work as a whole. 

T oo often networks are likened to 
highways. By analogy, we are go¬ 
ing from a system of country 
roads to one of autobahns, with wider 
lanes and higher (or no) speed limits. 
This comparison is misleading because 
it suggests that the network can stand 
by itself. That is not the case. The add¬ 
ed intelligence at each node and at the 
ends of the network are what make the 
system work, 

To understand the difference that in¬ 
telligence makes, think about how f print¬ 
ed information can be distributed elec¬ 
tronically, A book could be stored in 
one location and shipped anywhere as 
a facsimile in no time at all. Each page 
would be fully encoded as a bit-map 
illustration, a faithful reproduction of 
the page, like a picture of it. At first 
glance, that prospect is tantalizing, es¬ 
pecially to those of us who have suf¬ 
fered through 40- or 80-character col¬ 
umns of text while knowing that the 
printed originals had a rich, expres¬ 
sive and readable format. Yet on closer 
examination, storing and transmitting 
books as faxes is a dreadful mistake. 

The right way to solve the problem 
is to store a description of a page for¬ 
mat, including the typographies in 
which tact is printed. That page de¬ 
scription should be transmitted along 
with the ASCII code for the characters 
in the text and the hit-map information 
for the photographs and other struc¬ 
tured graphics. At the receiving end, 
one needs the computer intelligence to 
decode the page description language 
and display the “pages” of the book. 

Why is this approach so desirable? 
Tw ? o reasons. For one, the information 
in the book remains computer read¬ 
able. Machines can refer to the text and 
decide whether to retrieve, route or file 
it. For another, in this form the infor¬ 
mation can be reformatted for display 
on a variety of media: you may occa¬ 
sionally want the information delivered 
to a display on your wrist or in your 
vest pocket rather than getting a fac¬ 
simile of the original page. 


Mind you, the mistake of facsimile 
is not limited to those people bent on 
finding excuses to consume bandwidth 
or promulgate dumb terminals. It is ev¬ 
ident today in all our daily lives. The 
notion of “imaging" documents in gen¬ 
eral and the presence of fax machines in 
particular are setting back by decades 
the cause of making information more 
readable to computers. 

Just think of how this inefficiency is 
part of your own behavior. You type a 
letter on a word processor, print it on a 
laser printer and stuff the hard copy 
into a fax (or use a fax modem). The 
last step in this chain just deleted the 
computer-readable format of the text; 
the recipient can no longer use the text 
in an information management system 
that would have access to the content. 
Yet wq all do this because there are 
many more fax machines than coher¬ 
ent electronic mail systems (let alone 
systems capable of interpreting page 
description languages). 


The fax, a dumb terminal par excel¬ 
lence, perfectly represents the servic¬ 
es that result w^hen we do not focus on 
the intelligence of the network and its 
ends buL instead rely on the lowest 
common denominator of transceiver. 
Making such mistakes grossly limits 
the quality and originality of the prod¬ 
ucts and services that can later arise. 
Let us not make them again with broad¬ 
band networks; networks present real 
opportunities for liberating us that are 
much too enticing to forfeit. 
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When Is Seeing Believing? 

Digital technology for manipulating 
images has subverted the certainty 
of photographic evidence, so that 
a picture may mislead the viewer 

by William J. Mitchell 



The Manipulation Process 

T o create the “angry" image {above, center) from 
the original photograph {above, left), the compu¬ 
ter artist first silhouetted the flowers out of the 
background. Next he cloned foliage from the upper 
right of the original and used it as a “paintbrush" to 
stipple greenery that replaces the porch behind the 
flowers in the original photograph. He softened, or 
blurred, Bush’s outline and surround, a process 
called vignetting, and slid them under the silhouet¬ 



ted flowers. All the shrubbery behind the 
pair was blurred slightly. 

The artist then silhouetted the rock in 
front of Thatcher and flipped it. The ferns 
that conceal the end of the hose in the 
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I n September 1993 newspapers around the world pub¬ 
lished an astonishing—almost unbelievable—photograph 
of Israeli prime minister Yitzhak Rabin shaking hands 
with Palestine Liberation Organization chairman Yasser Ara¬ 
fat on the White House lawn while President Bill Clinton 
looked on. In 1988 Life magazine published an equally strik¬ 
ing picture of Chairman Arafat warmly greeting then Prime 
Minister Yitzhak Shamir under the approving gaze of Presi¬ 
dent Ronald Reagan, One of these Images recorded an actual 
event and provided reliable evidence that peace was perhaps 
at hand in the Middle East. The other was a computer-ma¬ 
nipulated composite, a tongue-in-cheek fiction. 

Such fake “photographs" can now be produced by using 
widely available s ‘pai^t ,, and image-processing software to 
rearrange recolor and otherwise transform the elements of 
a scene. The same software can combine fragments of differ¬ 


ent images into one new image. Other software can generate 
completely synthetic photorealistic pictures by applying so¬ 
phisticated perspective projection and shading to digital 
models of three-dimensional scenes—a technique common¬ 
ly employed to present architectural projects and to create 
Hollywood special effects. 

Unlike drawings and paintings, which w r e regard as inher¬ 
ently untrustworthy products of human intention, these 
fakes can easily trick us into false beliefs. Like fingerprints 


DIGITAL MANIPULATION of news photographs can become a 
novel form of spin doctoring. Two of these pictures were ma¬ 
nipulated to suggest different emotions. What actually took 
place between George Bush and Margaret Thatcher—a chat, a 
quarrel or an intimate whisper? 




original had to be duplicated and expanded to 
give the hose some place to go in the new im¬ 
age, And to the right of Bush's extended leg is 
a piece of the wall duplicated from that just to 
the right of the hose in the original. The new 
fem softens the transition between the two 
pieces of wall as well as hiding the hose. 

In the "intimate whisper" image {above, 
right ), Bush's vignetted surround was slid 
over the leafy shrub between him and Thatch¬ 
er: Bush replaces bush. 
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Cut-and-Paste Photomontage 


T raditional cut-and-paste methods transformed a 1923 
photograph showing three Soviet farmers ( bottom) 
into “evidence" that surfaced in July 1991 of the contin¬ 
ued imprisonment of three lost fliers in Vietnam (top). 


Conventional photomontages, except when they are pro¬ 
duced with great care by highly skilled artists, are relative¬ 
ly easy to detect as fakes. This one has many imperfec¬ 
tions that give it away. 




Look closely at the Stalinesque mustaches—especially 
the one on the left. Do they look fully convincing? Can you 
detect the handwork? 

Should we read the sign as a foreshortened rectangle 
(with the right edge nearer the camera than the left) or as 
an irregular shape? Is it in front of the figure on the left, or 
is it behind? What is holding it up? (Note the hand at the 
top left in the original) The spatial ambiguities suggest 
that it was pasted in. 

Notice the fuzziness and poor tonal quality. This blurring 
may be deliberate, to conceal some of the imperfections. 
It also suggests generational loss resulting from repho¬ 
tographing rather than printing from an original negative. 


left at the scene of a crime or lipstick traces on a collar, they 
apparently result from causal rather than intentional pro¬ 
cesses and therefore seem accurate and dependable evi¬ 
dence of what actually took place. 

Faking photographs to manipulate belief is not new. Multi¬ 
ple exposure and printing, cutting-and-pas ting and retouch¬ 
ing have frequently been used for hoaxes and for political 
propaganda. In the 19th century, for example, "spirit photo¬ 
graphs” were produced by double exposure, and in the Stal¬ 
inist era propagandists airbrushed the politically inconve¬ 
nient Trotsky out of a famous photograph depicting Lenin 
addressing a crowd on May 5, 1920. But digital images make 
production of photographic falsehoods quicker and easier— 
and often much more difficult to trace. The question of how r 
to distinguish visual fact from fiction is becoming increas¬ 
ingly urgent as we witness the explosive proliferation of dig¬ 
ital-imaging technology. We are approaching the point at 
which most of the images that we see in our daily lives, and 
that form our understanding of the world, will have been 
digitally recorded, transmitted and processed. 


Close inspection of traditional photomontages often re¬ 
veals clear physical evidence of the doctoring that has taken 
place | see illustration above]. Printing masks and knife cuts 
may produce implausibly sharp edges; pencil marks and 
paint dabs may stand out against surrounding grainy tex¬ 
tures; blends and reconstructions of surface textures may be 
imperfect; colors may not quite match. But digital images 
are manipulated by altering pixel values stored In computer 
memory rather than by mechanically altering surfaces. 
Therefore, digital photomontages typically show far fewer 
traces of the artist's hand. Furthermore, software for pro¬ 
ducing digital composites often simplifies the artist’s task to 
such an extent that it may no longer take much time or 
much craftsmanship. Such software offers effective tools for 
tracing and blending edges, matching tones and colors and 
replicating textures. Thus, the fact that an image presents a 
seamless surface no longer provides strong grounds for con¬ 
cluding that it has not been manipulated. We must look for 
other kinds of clues—such as internal consistency, docu- 
mentable provenance and consistency with existing beliefs. 
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“The faster you get there, 
the more you can explore.” 
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Aldus PageMaker 


“ For me, the act of making 



1/Vhen you're dealing with lots of 
complicated, multitiered documents 
that require constant reorganiza¬ 
tion, PageMaker and the Power 
Macintosh are a pretty incredible 
[table 


oombination, undatable really.' 


design is a spiritual thing-taking this 


energy this idea, giving it life, and watch¬ 
ing the vitalityof a concept manifest itself 


in different ways. That’s where native 
PageMaker on a Power Macintosh comes 


in. It’s incredibly fast, so we can explore 


more manifestations in less 




The new, accelerated version of 
Aldus 1 ' PageMaker “combines its 
award-winning precision, flexibility 
and intuitive approach to docu¬ 
ment layout with the blistering 
speed of Power Macintosh. For 
more information and details 
on upgrades, cal! Adobe today 
at8G0-685"3&43. 


Powered by the RISC-based 
PowerPC" microprocessor. Power 
Macintosh" takes desktop comput¬ 
ing to new levels of performance, 
compatibility and productivity. For 
the name of the authorized Apple 
reseller nearest you, call Apple 
today at 800-732-3131. ext. 850. 


time. And create better design. It’s an 


enlightening experience. Profitable, too.” 

M Applet. 
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Accelerated software. The acceleration of discovery. 



Because applications accelerated for Power Macintosh- run so much faster, 
you have more lime for creative exploration. Or another cup of joe. 


Who needs faster 
software? Perhaps 
the better question is, 

“Who doesn’t?” 

Computational 
speed, after all, frees 
us to explore problems 
more deeply, allowing 
us to arrive at richer 
solutions, it frees us to 
relax our overworked 
synapses, resulting (if 
luck is with us) in new solutions that no number of hours at the 
keyboard could ever have produced. If we’re disciplined, speed can 
even give us more time to pursue interests away from the office, 
the campus or the cramped home study. 

Perhaps that's why so many people - from home and business 
users to software developers and scientists - are embracing Power 
Macintosh computers and the new generation of accelerated appli¬ 
cations they have ushered in. 


A path to productivity, 


Because accelerated (or “native”) applications have been 
optimized for the RISC-based PowerPC microprocessor at the heart 
of Power Macintosh, they run two to eight times faster than their 
non-native brethren. Which means you can complete every task you 
tackle that much faster, and move on to the dozens more awaiting 
your attention, it also means you have more time to refine all your 
work, to apply new concepts, to test new options. So everything— 
including you—ends up looking better than ever before. 

Look a little further into 
the new optimized applica¬ 
tions, and you’ll see a 
\\wdibtct \'7gX\ lot more than raw 
\ speed. You'll also 
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see new features 


and functions such as intelligent help, videoconferencing, 
speech recognition, text-to-speech conversion, desktop 
video and animation-things that simply weren’t practi¬ 
cal before the powerful combination of RISC technology 
and Macintosh' ease of use, 


A path to compatibility. 


Applications optimized for Power Macintosh run 
faster. And they do things you’ve never seen software do 
before. But what about all that perfectly functional soft¬ 
ware you already have running on your existing Mac’"? 

Don’t worry. Power Macintosh runs it too. In fact, 
it runs thousands of existing programs for 68040 and 
68030 Macintosh computers, For that matter, with SoftWindows'" 
softwiire from Insignia Solutions, your Power Macintosh can run thou¬ 
sands of programs for DOS and Windows systems* too. 


A groundswell becomes a tsunam: 


Long before we introduced Power Macintosh in March 1994, 
we were working hand in hand with software developers worldwide to 
ensure that a wide range of opti¬ 
mized applications would quickly 
become available. 

And hundreds now are. 

From general-purpose business 
software from companies such as 
Microsoft, Claris, WordPerfect 
and Aldus to powerhouse specialty 
packages from companies such 
as Ray Dream, Wolfram Research, 

Macromedia, Virtus and more. 

Tb get a better idea of appli¬ 
cations available today, take a look 
at the box to the right. To get the latest, comprehensive list of every 
accelerated app by fax, or to learn about the exciting new software 
on die horizon, call us today at 800-770-4852, Or contact us via the 
Internet at http://www.info.apple.com. 

Apple 1 * 


Adobe Photoshop 
Aldus Persuasion 
ArchiCAD (GraphiSoft) 
Claris MacWrite Pro 
MacFID (TECMAG) 
Mathematics. 
(Wolfram Research) 

Microsoft Excel 
Sketch! (Alias Research 
StatView 

(Abacus Concepts) 
Virtual Gibbs 
Virtus VR 
WordPerfect 
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Digital Photomontage 


D igital photomontage of seven astronauts on the sur¬ 
face of the moon was produced from an original 
photograph made in I 969 by uasa of a single astronaut, 
Edwin F. Aldrinjr (bottom). This montage is of high tech¬ 


nical quality; it is carefully contrived to seem spatially 
consistent, and sophisticated digital technology has elim¬ 
inated any obvious signs of cutting and pasting. So how 
can we tell it is a fake? 




There is an obvious internal inconsistency Because the composition was 
produced from scaled-down replicas of the original figure, the reflections in 
the visors are incorrect. Each shows the image of just one other astronaut, 
not the several we would expect. 

There is implausible repetition—good grounds for suspecting the image 
was produced by replication operations. Is it likely that all the astronauts 
except one would be holding their left arms in precisely the same position? 

There are some questionable cast shadows. The artist had to insert these 
with a digital "paintbrush” and faced the difficult task of making them com 
sistent with the rough terrain. Do those at the back stand up to close, criti¬ 
cal inspection? 

Such flaws and inconsistencies are very obvious once they have been 
pointed out, but they often go unnoticed at first glance. A skilled forger at¬ 
tempts to anticipate the types of cross-checking that a suspicious viewer 
will perform, then adjusts the visual evidence accordingly. 


Freedom from Internal inconsistencies does not demom 
strate the veracity of an image. The existence of such flaws 
may, however, serve to refute claims that an image is a pho¬ 
tographic transcription of physical reality \see illustration 
above]. Here are a few of the more obvious questions to ask 
when looking for inconsistencies. Do all the objects in the 
scene seem to be in correct perspective? Does the perspec¬ 
tive foreshortening of a surface seem consistent with the 
spatial orientation suggested by its shading? Do indicators 
of time, such as clocks and shadows, all show the same mo¬ 
ment of exposure? Do some objects seem surprisingly light 


or dark in relation to their surroundings? Are inserted ob¬ 
jects betrayed by lack of shadows or by shadows cast at an¬ 
gles different from those cast by other objects? Are there 
shadows that do not seem to be cast by any object? Are 
shadows and specular highlights consistent with the as¬ 
sumptions about locations of light sources? Do unexpected 
discontinuities in the background of the scene suggest that 
objects have been deleted from the foreground? Do shiny 
surfaces display the expected reflections of other parts of 
the scene? .Are surface intensities appropriately modified by 
diffuse inter reflection effects? .Are there plausible texture 
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Creating a Digital Photomontage 


"or base images* the computer artist chose a publicity 
still of Marilyn Monroe made to promote The Seven- 
Year itch in 1955 and a formal portrait taken of Abraham 
Lincoln in 1863 (/), To yield a richer final image, he 


scanned these black-arid- white pictures into the computer 
as if they were in color. Once he had the images digitized, 
he flipped the Monroe photograph across its vertical axis 
and silhouetted her out of the background (2). In the Lin¬ 



coln image, he extended the left side of the floor (3); the 
piece shown floating in space was copied and duplicated 
several times to provide the additional pattern needed. 


Next he filled the wall in roughly (4} in preparation for the 
silhouetted figure of Monroe, which he placed on top of 
the Lincoln image (5). He masked the two figures from the 



surrounding area so that the background could be evened 
out without affecting them (6). Close-ups (?) show Monroe 
before and after "noise" was added to degrade her image 


to match that of the older Lincoln photograph. (The noise 
function, which is built into the software, adds random 
pixels.) To provide Monroe with a hand and arm that she 





could tuck under Lincoln's elbow* the artist made a video then froze a frame of the video and captured it in his com- 
of his wife holding the arm of his assistant (S), using light- puter. The video was converted from color to gray scale 
ing that simulated that in the original photographs. He and composited into the Lincoln-Monroe image (9). 
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WHICH VERSION IS A TRUTHFUL DEPICTION? Most people 
have no way to judge which of these two images produced 
for low-resolution video portrays the actual building. No in¬ 
ternal clues reveal the fake. Scholars of Italian Renaissance 
architecture, however, can immediately recognize that the 
version with the tower {right) is Andrea Palladio’s published 
but unbuilt scheme for the Villa Godi, whereas the version 


without a tower {left) shows the design that was actually con¬ 
structed. The image of the unbuilt project was produced by 
shifting windows and chimneys, extending the narrow steps 
and replicating fragments of wall and roof surface to delin¬ 
eate the tower. Increasingly, our capacity to sort visual facts 
from falsehoods will rest on our ability to cross-check the vi¬ 
sual evidence against established knowledge and beliefs. 


gradients as surfaces recede? Do geometric perspective (size 
diminution with depth into the scene) and atmospheric per¬ 
spective (color shift with depth) convey the same depth in¬ 
formation? Is there a consistent gradient of sharpness from 
some focus plane? 

In general, the more information there is in an image, the 
more difficult it is to change without introducing detectable 
inconsistencies. It is, for example, much easier to alter a fuz¬ 
zy, low-resolution, dimly lit, black-and-white image than it is 
to do the same with a sharp, high-resolution, full-color pic¬ 
ture. A photographic manipulator, like a dissembler who 
weaves a tangled web of lies and eventually trips himself up, 
runs the risk of being caught out by some subtle inconsis¬ 
tency that shows up when the visual evidence is carefully 
cross-checked. 

Fully synthetic images produced by three-dimensional vi¬ 
sualization software may, however, be free of such defects. 
Carefully modeled three-dimensional scenes, rendered in 
shaded perspective by ray tracing or radiosity (which calcu¬ 
lates the interreflection of light within a scene), can simulate 
all the complex effects of light and shade that even the most 
demanding observer expects to see. Some fictional “photo¬ 
graphs” may readily pass the internal consistency test. 

We must then turn to such other criteria as the prove¬ 
nance of the picture. Because a photograph is exposed at a 
specific time and place, we can always ask to hear the story 
of how the photographer came to be at that very spot at that 
exact moment. Furthermore, we can ask for an account of 
how the picture subsequently made its w r ay from the point 
of exposure to its present location. Sometimes the general 
credibility of a source—whether, for example, a purported 
picture of the surface of Mars is published in Nature or in a 
supermarket tabloid—can stand as a surrogate for an explic¬ 
it narrative. 

The provenance of a traditional photograph is often easy 
to trace, because exposed films, negatives and prints must 
be carried physically from place to place and because devel¬ 
oping and printing must be performed in suitably equipped 
darkrooms. Digital-imaging technology makes this job much 
tougher: it eliminates negatives, it can replicate files in sec¬ 
onds, and digital images can be transmitted rapidly and in¬ 
visibly through computer and telephone networks. 


The subtlest challenge is posed by images that show r no 
detectable signs of tampering and no obvious internal in¬ 
consistencies and yet contradict our established beliefs. Let 
us say, for example, we do not believe Elvis Presley still lives 
but are presented by an apparently reputable source with a 
sharp, detailed “photograph” of him in a recognizably con¬ 
temporary setting. We can either maintain our confidence in 
the reliability of prior evidence that Elvis is dead and reject 
the image as a visual falsehood, or we can accept the new 
evidence before us and correspondingly modify our beliefs. 
Such intellectual judgments will be increasingly crucial and 
increasingly difficult to make with confidence in a world 
where convincing visual evidence can be faked with ease. 

For a century and a half, photographic evidence has 
seemed unassailably probative. Chemical photography’s 
temporary standardization and stabilization of the process 
of image making effectively served the purposes of an era 
dominated by science, exploration and industrialization. Pho¬ 
tographs appeared to be reliably manufactured commodi¬ 
ties, readily distinguishable from other types of depictions. 
They were generally regarded as causally generated, truthful 
reports about things in the real world, unlike more tradition¬ 
ally handcrafted images, which seemed notoriously ambigu¬ 
ous and uncertain human constructions. The emergence of 
digital imaging has irrevocably subverted these certainties, 
forcing us all to adopt a far more w'ary and vigilant interpre¬ 
tive stance. The information superhighway will bring us a 
growing flood of visual information in digital format, but we 
will have to take great care to sift the facts from the fictions 
and the falsehoods. 


WILLIAM J. MITCHELL is author of The Reconfigured Eye: Visu¬ 
al Truth in the Post-Photographic Era (MIT Press, 1992). He is 
professor of architecture and media arts and sciences and dean 
of the School of Architecture and Planning at the Massachusetts 
Institute of Technology. His research focuses on computational 
techniques and digital media in design and the visual arts. His 
previous publications include The Logic of Architecture (MIT 
Press, 1990) and, with Malcolm McCullough, Digital Design Me¬ 
dia (Van Nostrand Reinhold, 1991). 
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Computers 
and Architecture 


ARCHITECTURAL DESIGN process be¬ 
gins with simple sketches (above) and 
progresses through increasing levels of 
detail to the working drawings from 
which a structure (such as Cornell Uni¬ 
versity's Theory Center) is built. New 
software and hardware can facilitate all 
but the earliest steps of the process. 


Advanced modeling and rendering 
algorithms allow designers and clients 
to “walk” through buildings and redesign 
them long before construction 

by Donald P. Greenberg 


W hen it comes to designing a 
building and its interior spaces, 
architects still rely on sketch¬ 
es on the backs of napkins. They and 
their clients evaluate completed de¬ 
signs on the basis of hand drawings or 
painstakingly crafted immature mod¬ 
els. Many so-called computer-aided de¬ 
sign systems employed by architects are 
in reality only computer aids to draft¬ 
ing. They automate the production of 
working drawings, but they do not pro¬ 
vide the perceptual cues—color shad¬ 
ing, shadows, texture and motion—that 
are necessary' to evaluate an architec¬ 
tural space. 

New software and advanced graph¬ 
ics-rendering techniques, however, are 
beginning to contribute to the creative 
side of architecture. These programs 
relieve the designer of labor-intensive 
drawing and provide more freedom to 
explore new ideas in three dimensions 
rather than just two. Architects can 
W'ork through lhe entire preliminary 
design process—sketching and explor¬ 
ing aesthetic alternatives, refining then- 
designs and generating realistic images 
for analysis. 

Such sophisticated graphics pro¬ 
grams, already at work in research lab¬ 


STAIRWELL ELEVATION 


oratories and in architectural design 
courses at Cornell University, produce 
images much more useful to archi¬ 
tects and clients than the drawings and 
models now f employed. The images cap¬ 
ture subtle nuances of light and shad¬ 
ow, and—most crucial to understand¬ 
ing how f the finished design will work— 
they can be displayed in rapid se¬ 
quence to give the impression of mov- ti 
ing through a building as it will look af¬ 
ter it has been cons true led. 

Architectural software must satisfy 


DONALD P. GREENBERG is director of 
the computer graphics program at Cor¬ 
nell University, where he also teaches ar¬ 
chitecture. He and his colleagues apply 
computer graphics to modeling prob^ 
lerris ranging from the design of build¬ 
ings and stage sets and lighting to simu¬ 
lation of basic physics. He received his 
Ph.D. in structural engineering from 
Cornell in 1968. 
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the unique characteristics and quirks 
of the architectural design process. 
Most important, design ls iterative; if 
architects encounter a roadblock while 
refining a design, they must go back to 
a previous stage and rethink their ini¬ 
tial decisions. During each stage, the 
mode of communication changes sub¬ 
tly. The initial process starts with doo¬ 
dles on tracing paper or sketches on 
the backs of envelopes. Later stages 
add more and more detail and refine¬ 
ment as areas and dimensions are 
fixed. Pencil gives way to ink. Standard 
details such as window’s, doors and 
wall sections are incorporated in the 
drawings. 

The preliminary stage of design fo¬ 
cuses on the size and scale of a build¬ 
ing and its relationships to existing 
structures nearby. Studies establish the 


basic shape and composition of the 
structure and provide such require¬ 
ments as the number of square feet 
needed in different parts of the build¬ 
ing. The next phase, design develop¬ 
ment, encompasses the refinement of 
plans, elevations and cross sections, 
traffic patterns, the clustering of pri¬ 
vate and public spaces, and the lay¬ 
out of individual rooms. The working¬ 
drawing phase—currently the most ex¬ 
pensive and time-consuming—produc¬ 
es a set of detailed drawings that pro¬ 
vide exact dimensions and material 
specifications so that the building can 
be constructed. They also ensure com¬ 
pliance with building codes and bud¬ 
get requirements, and they help to pro¬ 
tect the architect against contractual 
misunderstandings. 

Currently available commercial pro¬ 
grams, aimed at producing working 
drawings efficiently, are far too un¬ 
forgiving to support the iterative de¬ 
sign process. The programs require too 
much information in too precise a form 
to be useful for doodling. Furthermore, 
drafting software is generally not de¬ 
signed to produce high-quality' render¬ 
ings suitable for communicating the 
fed of a building's spaces. 

Historically that task has Fallen to 
painstakingly constructed small-scale 
physical models. Such models are ex¬ 
pensive and inflexible, and they can 
generally only provide a bird’s-eye view 
of a building or interior. They certainly 
cannot give an architect or client a true 
sense of the perspective, colors, tex¬ 
tures and shading that would be per¬ 
ceived by someone walking through 
the final structure. 

Only computer graphics can do that. 
The extraordinary software and hard¬ 
ware advances of the past decade 
make it possible to generate full-col¬ 
or images of complex scenes rapidly 
enough to portray motion. Such model¬ 
ing software can create renderings of 
complex environments containing spe¬ 
cific materials with particular colors 
and textures—concrete, steel, glass and 
fabrics. Image-synthesis algorithms are 
now advanced enough to model even 
subtle nuances of light and shadow. 
Powerful workstations incorporating 
these algorithms permit architects to 
see the results of their design decisions 
immediately and to revise their designs 
interactively. 

C reating a picture of a scene is 
a five-step process. First the ar¬ 
chitect must define the objects in 
it, their shapes, positions, orientations, 
material characteristics and surface fin¬ 
ishes. The second step is to pick a 
point of view, a process analogous to 


positioning a camera and selecting and 
focusing the lens. The computer then 
transforms Lhe object data to create a 
perspective image. 

The third step is to determine which 
surfaces are visible to the observer. In 
the real world, physical laws take care 
of this problem, but computer-gener¬ 
ated scenes require time-consuming 
calculations to solve the so-called hid¬ 
den-surface problem. All objects in the 
scene must be checked to determine 
whether they overlap; if they do, only 
the object closest to the observer is 
displayed. 

The fourth step is to simulate light¬ 
ing. The light incident on any surface 
in the scene is a combination of that 
coming directly from sources {whose 
positions have been determined along 
with those of other objects in the scene) 
and light reflected from other surfaces 
(indirect lighting). The intensity of light 
reaching the observer, furthermore, de¬ 
pends both on the incident light and 
on the reflective qualities of each sur¬ 
face, To simplify the rendering process, 
many systems calculate only the direct 
illumination of surfaces. 

The last step is display. The ren¬ 
dering software must determine the 
amount of light that w ? ould reach the 
observer's eye from the real scene and 
generate an image that creates the 
same visual effect. The colors and in¬ 
tensities the software chooses may dif¬ 
fer depending on whether the image is 
to be displayed on a screen, printed or 
shown as a color slide. 

In modern high-performance graph¬ 
ics workstations, special-purpose hard¬ 
ware directly implements perspective 
transformations, visible-surface deter¬ 
mination and display routines. This 
hardware can also execute the algo¬ 
rithms required to model simple di¬ 
rect illumination. Workstations carry 
out the graphics computations fast 
enough so that architects can model 
their designs and evaluate them easily 
at early stages. 

The quality of images produced by 
most workstations is limited, however. 
Pictures can easily be recognized as 
computer generated because they do 
not include the effects of interreflec¬ 
tions among objects. As a result, they 
arc useful primarily for initial model¬ 
ing. Design evaluation requires much 
more realistic images, generated by 
more sophisticated software. Further¬ 
more, these images must be displayed 
in rapid sequence to create the illusion 
of motion. 

Computer graphics researchers have 
devoted considerable effort to the prob¬ 
lem of lighting. The effects of lighting 
and reflection in real scenes are very 
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TWO METHODS FOR SIMULATING LIGHT AND SHADING 



RAY-TRACING method for generating computer im¬ 
ages sends imaginary rays of light from the viewer’s 
eye into the scene being rendered. The color and light 
intensity at each point in the image depend on the re¬ 
flectivity of the surfaces encountered by the ray in its 
passage through the scene. 




RADIOSITY ALGORITHM calculates the light intensity 
of each surface in a scene as a function of the inten¬ 
sity of all other surfaces. Once the resulting set of 
simultaneous equations has been solved 
can be rendered rapidly from any angle 


complicated and subtle* Indirect light¬ 
ing is particularly difficult to model. It 
is possible to write equations that ac¬ 
curately simulate this global illumina¬ 
tion* but they consume unreasonable 
amounts of processing time. 

Two short-cut methods have become 
popular in the computer graphics com¬ 
munity: ray tracing and radiosity. These 
techniques represent almost diametri¬ 
cally opposite approaches to gener¬ 
ating an image. Ray tracing concerns it¬ 
self only with light that enters the ob¬ 


server’s eye and is particularly appro¬ 
priate for environments that contain 
highly reflective surfaces. Radiosity* in 
contrast* determines the distribution of 
light energy' throughout a scene and is 
best suited to environments containing 
mostly matte surfaces. 

Although ray tracing produces ex¬ 
traordinarily realistic images and can 
certainly be used for architectural pre¬ 
sentations* its value for design eval¬ 
uation is limited. The approach is 
view dependent* and so the entire com¬ 


putation must be repeated for each 
new' viewpoint. Ray-tracing algorithms 
w r ork too slowly to generate dynamic 
sequences that show an architect or 
client what it would look like to walk 
through a space* 

The radiosity approach, developed at 
Cornell in 1984* is view independent: it 
makes its calculations only once for a 
given scene. Once the global illumina¬ 
tion has been determined* it is easy to 
create a series of pictures from differ¬ 
ent viewpoints* Indeed, the algorithm 
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A WALK THROUGH 

LE CORBUSIER’S CHAPEL AT RONCHAMPS 





COMPUTER MODEL gives the impres¬ 
sion of moving through a space. Image- 
rendering software running on high- 
performance graphics workstations can 
generate views of a structure From any 
position at rates of several frames per 
second or more. Such walk-throughs are 
of use both in evaluations of structures 
yet to be built and in studies of existing 
buildings. The balcony at Ronchamps 
{left), for example, is not usually acces- 
sible to the public. 























































COLOR AND TEXTURE of computer renderings (such as this hypothetical museum 
of constructivist modern art) can be changed simply and quickly. Architects and 
their clients can evaluate different choices of construction materials and color 
schemes at minimal expense. 


can generate images fast enough to give 
the illusion of motion. 

Ray tracing reverses the usual laws 
of light propagation. In the real world, 
light rays spread out from each light 
source in a scene and reflect from 
surfaces in the scene; eventually a 
small proportion of all the light rays 
pass into the eye of the observer. In¬ 
stead ray-tracing algorithms follow 
the paths of the light rays back from 
the eye through the scene to the sur¬ 
faces and light sources that engen¬ 
dered them. 

The most popular method for mod¬ 
eling global illumination using ray trac¬ 
ing was introduced by Turner Whitted 
of Bell Laboratories in 1979. It traces 
the path of a single ray from the eye 
through each point in the image plane 
(each pixel on a workstation screen, for 
example) into the environment. When¬ 
ever the ray strikes a surface, it spawns 
reflected or refracted rays, which in 
turn are traced to establish the sur¬ 
faces they intersect. The final intensi¬ 
ty of each pixel is determined by add¬ 
ing up the light contributed by each 
spawned ray. 

R adiosity relies on the conserva¬ 
tion of energy to determine ac¬ 
curately the light intensity for 
each surface in a scene composed of 
ideal diffuse emitters and reflectors. An 
equation can be written defining the ra¬ 
diosity of each surface in a scene—the 
intensity of light leaving the surface— 
as a function of the radiosity of all the 
other surfaces. The radiosity of an ob¬ 
ject depends on two factors: emission 



(if the object is a light source) and 
reflection of incident light. The inci¬ 
dent light, in turn, depends on emis¬ 
sion from all the light sources in the 
environment and reflections from all 
the other surfaces. 

The radiosity values for all the sur¬ 
faces are then expressed as a matrix of 
simultaneous equations that can be 
solved to yield values for the illumi¬ 
nation of any given part of the scene. 
Currently the computation is tractable 
only for diffuse environments; com¬ 
plex patterns of emission or reflection 
make the equations too difficult to 
solve quickly. 

Radiosity is not only fast (after the 
initial calculations have been done); it 
is also very accurate. It can reproduce 
such phenomena as “color bleeding,” in 
which reflections from a red surface, 
for example, might make an adjacent 



white surface look pink, variations of 
shading within shadows, and the fuz¬ 
zy shadow edges produced by extend¬ 
ed light sources such as skylights or 
fluorescent light fixtures. 

C omputer-aided design systems 
can now produce the kinds of 
images architects need. The most 
important issue yet to be resolved is 
software that makes it easy for archi¬ 
tects to create their models. Research¬ 
ers are only now coming to grips with 
the kinds of operations required to de¬ 
sign a building—creating shapes, speci¬ 
fying surface qualities, joining objects 
together into seamless composites. Al¬ 
though the initial rough sketches for a 
design may always be done on paper, 
the coming decade will see programs 
that are simple to learn and to use yet 
powerful enough to handle the design 
of entire buildings down to the small¬ 
est detail and capable of generating 
moving, photorealistic images. 


FURTHER READING 
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Fundamentals of Interactive Com¬ 
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FROM SCIENCE AND BUSINESS 


Heads 

in the Cloud 

Can programmers entice 
consumers into the net? 

T o the engineers who design digi¬ 
tal superhighways, the symbol of 
a doud represents far-flung, in¬ 
terconnected networks such as the In¬ 
ternet. In many ways, the metaphor is 
an apt one: global networks are gath¬ 
ering behind an emerging front that 
promises to liberate us from the tyran¬ 
ny of information yet threatens to in¬ 
undate us with it. As entertainment, 
electronics, computer and telecommu¬ 
nications companies race to create and 
then dominate this new medium for 
sharing and selling information, they 
grope for the devices and uses that will 
draw customers into their clouds. 

Meanwhile, back on earth, software 
writers and confectors of electronic 
gizmos are busily attempting to make 
the dream come true. They have invent¬ 
ed a bewildering array of gadgets and 
programs to roll into market this year 
and next. Apple’s Newton and AT&T/ 
EQ’s Personal Communicator, released 
last year, were merely first drafts. IBM, 
Mitsubishi and BellSouth are readying a 


one-pound cellular phone/fax/modem 
with a computer in its handle. Motoro¬ 
la's entry is the first of a planned fami¬ 
ly of palmtop computers with built-in 
wireless fax, pager and electronic mail 
capability. Sony, Philips and Matsushita 
will follow with similar devices. 

Hand-held communicators are but 
one enticement. Coming soon to a tele¬ 
vision near you are a raft of new com¬ 
puter-based entertainment and informa¬ 
tion services that will flow through the 
cable and telephone lines that already 
penetrate most American homes. Such 
"interactive TV" could be a bonanza for 
Scientific: Atlanta and for General Instru¬ 
ments. Those companies have contracts 
to make decoder boxes that can send 
viewer commands back upstream. 

Initially, interactive TV services will 
try to compete in established markets 
to meet proved demand. TV Guide and 
Tele-Communications, Inc. (TCI), are 
preparing to launch an onscreen ver¬ 
sion of the magazine sent weekly to 40 
million homes. Aside from providing 
all the standard features of the printed 
guide (except the advertising), TV Guide 
On Screen wall allow parents to lock 
out shows automatically based on their 
rating for violence, language or nudity. 
Voyeuristic couch potatoes can use the 
system to lock the shows in. 

Several other interactive television 
systems will provide movies on de¬ 
mand in the hope of plugging into the 
$ 12-billion video rental market. Not all 


will use cable as a pipeline. Bell Atlan¬ 
tic is scaling up its StarGazer system 
for a field trial. StarGazer uses special 
transmission equipment and sophisti¬ 
cated video compression techniques to 
store digitized movies and mail-order 
catalogues on computer servers and 
pump them through ordinary telephone 
lines into homes. 

Program guides, rental movies and 
shopping channels are just the first 
steps in a strategy to hoist a new indus¬ 
try by its bootstraps. “Most new media 
start off recapitulating the old media," 
observes Nathan P. Myhrvold, senior vice 
president foT advanced technology at 
Microsoft (which has its own interac¬ 
tive television software). “Later on they 
start doing the really cool stuff." 

Myhrvold’s wisdom is as convention¬ 
al as it is true. The competitor who es¬ 
tablishes the dominant technology wins. 
Bell Atlantic, TV Guide, Time Warner 
and every other contender thus seek to 
build the pier at which the as yet un¬ 
built fleets of video information and en¬ 
tertainment services will come to dock. 
Bell Atlantic designed StarGazer from 
the beginning to be open to new servic¬ 
es. As a common carrier, it must offer 
“video dial tone” service to any compa¬ 
ny that asks for it. When the system is 
completed—probably not until 1996- 
customers will be able to steer their tele¬ 
vision sets through a “virtual 1 ' shopping 
mall. “You might go into the EchoTV 
store to get the six o'clock news that 
you happened to miss or into the MGM 
store to select any MGM movie,” muses 
spokesperson Missy McTamny. 

“As much as we consume media, 
we spend more time communicating,” 
Myhrvold remarks, pointing to anoth¬ 
er carrot with which the industry will 
entice consumers into the net. Motoro¬ 
la has already ridden to record profits 
on the fourfold increase in pager trans¬ 
missions and 20-fold growth in cellular 
subscribers since 1985. This despite a 
general slowdown in consumer elec¬ 
tronics sales that is estimated to have 
cut the profits of Sony, Sharp and To¬ 
shiba by 8 to 30 percent in 1993. 

To computer executives, who face 
commoditization of their own industry, 
the path is clear: produce hand-held, 
computerized communications devices 
and software that actually makes them 
useful, Apple's Newton, designed as a 
“digital assistant," met with chilly re¬ 
view r s in the trade press, which criticized 
it for not focusing enough on communi¬ 
cations. While Apple recoups, two other 
visions—that of the giant Microsoft and 



HANDHELD COMPUTERS need friendlier software lo bring cyberspace dowm to 
earth. General Magic’s user interface gives applications a more mundane look. 
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NEW ENTOY in the hand-held communicator market is Moto- mail capability. The device offers a user two-way wireless 
rola’s Envoy. It has built-in facsimile, pager and electronic and wire communication. 


that of the tiny Silicon Valley start-up 
General Magic—will probably rise as top 
contenders in what is sure to be a messy 
struggle. 

Almost everyone in the industry 
agrees that if hand-held devices are ever 
to capture the interest and dollars of the 
mass market, they must be substantial¬ 
ly easier to use than desktop computers. 
Almost everyone but Myhrvold. “We’ve 
become inured to the fact that incredi¬ 
bly popular consumer devices are very 
hard to use,” he says. “Consider a movie. 
You have to stand in line, it starts with 
or without you, and it’s expensive. We 
go to movies because they make us 
laugh or cry, not because they are con¬ 
venient. The trick is to make the ratio 
of how compelling something is to how 
hard it is to use greater than one.” 

Microsoft’s idea of compelling starts 
in the workplace, so the company calls 
its new platform Microsoft At Work. 
“We thought the best thing is to put our 
software into fax machines and copiers 
and telephones—all in a way that inte¬ 
grates super-well with your desktop PC,” 
Myhrvold explains. At Work also lies at 
the heart of WinPad, the operating sys¬ 
tem Microsoft is designing to run on 
devices built by Compaq and Motorola. 

General Magic would like such evolu¬ 
tion to look more like a revolution. It has 
decided to go straight to the consumer. 
Without benefit of Microsoft’s incum¬ 


bency or Goliath proportions, General 
Magic may seem an unlikely David. But a 
gang of big brothers—Apple, AT&T, Mat¬ 
sushita, Motorola, Philips and Sony—has 
invested in the company and licensed its 
technology. “We think of ourselves as a 
keiretsu," says Marc Porat, General Mag¬ 
ic’s chief executive officer and chairman. 

General Magic hopes it can seduce 
consumers as well as gadgeteers by 
making its Magic Cap operating system 
more adept at communications and 
much friendlier than the product’s com¬ 
petitors. “Abstraction is the enemy,” 
says Andy Hertzfeld, whose official ti¬ 
tle at General Magic is Software Wiz¬ 
ard. “Magic Cap goes further down the 
road of making computing tangible.” 

Whereas on a Macintosh, say, folders 
lie on a plane called the desktop and 
open to reveal a window containing 
files—badly mixed metaphors—Magic 
Cap tries to emulate wherever possible 
the way things look and w ork in the real 
world. The desktop looks like a desk, on 
which sit a telephone, a rolodex, a note¬ 
pad and other items that do just what 
you would expect them to. Away from 
the desk one can wander around a cor¬ 
ridor, opening doors to other applica¬ 
tions. Or leave the building altogether 
and walk down a street on which sit 
various buildings, each representing an 
information service. 

Making electronic mail more like the 


real thing poses a larger challenge. To 
most of the world, E-mail means text— 
and nothing else. So General Magic hum¬ 
bly plans to change the world. It has 
developed an interpreted programming 
language, called Telescript, that allows a 
message to include images, sounds and 
even instructions as to how it should 
behave. A message could schedule an 
airline flight, for instance, and then 
monitor the flight and notify you of any 
changes. Magic Cap has Telescript built 
in, and all Magic Cap devices (the first of 
which is the Motorola product) will come 
bundled with AT&T’s MagicMail. But that 
is, so far, the only network that has li¬ 
censed Telescript, although Porat prom¬ 
ises that “we will license Telescript to 
anyone,” even Magic Cap’s competitors. 

The competitors may have other 
ideas. “The notion that their program¬ 
ming language and the limited features 
it has will be the only way to do things 
is completely wTong,” Myhrvold fumes. 
Although Telescript would make it 
much easier for programmers to devel¬ 
op the “really cool stuff’ that will lure 
customers into this new marketplace 
among the clouds, Myhrvold hints that 
Microsoft will be proposing alternatives. 
“I’ve got 400 people and $ 100 million a 
year working on this stuff. It may not 
generate significant revenue for three 
to five years. But it sure is a hell of an 
opportunity.” —W. Wayt Gibbs 
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Computers, Networks and Work 

Electronic interactions differ significantly from face-to-face 
exchanges. As a result, computer networks will profoundly 
affect the structure of organizations and the conduct of work 


by Lee Sproull and Sara Kiesler 


A lthough the world may be evolv- 
/\ ing into a global village, most 
JL V people still lead local lives at 
work. They spend the majority of their 
time in one physical location and talk 
predominantly to their immediate co- 
workers, clients and customers. They 
participate in only a few workplace 
groups; their primary work group, per¬ 
haps a committee or task force and 
possibly an informal social group. 

Some people, however, already expe¬ 
rience a far more cosmopolitan future 
because they work in organizations 
that have extensive computer networks. 
Such individuals can communicate with 
people around the world as easily as 
they talk with someone in the next 
office. They can hold involved group 
discussions about company policy, new 
product design, hiring plans or last 
night’s bail game without ever meeting 
other group members. 

The networked organization differs 
from the conventional workplace with 
respect to both time and space. Com¬ 
puter-based communication is extreme¬ 
ly fast in comparison with telephone 
or postal services, denigrated as “snail 
mail” by electronic mail converts. Peo¬ 
ple can send a message to the other 
side of the globe in minutes; each mes¬ 
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sage can be directed to one person or 
to many people. Networks can also es¬ 
sentially make time stand still. Elec¬ 
tronic messages can be held indefi¬ 
nitely in computer memory. People can 
read or reread their messages at any 
time, copy them, change them or for- 
ward them. 

Managers are often attracted to net¬ 
works by the promise of faster com¬ 
munication and greater efficiency. In 
our view, the real potential of network 
communication has less to do with 
such matters than with influencing the 
overall work environment and the ca¬ 
pabilities of employees. Managers can 
use networks to foster new kinds of 
task structures and reporting relation¬ 
ships. They can use networks to change 
the conventional patterns of who talks 
to whom and who knows what, 

T he capabilities that accompany 
networks raise significant ques¬ 
tions for managers and for social 
scientists studying work organizations. 
Can people really work closely with 
one another when their only contact is 
through a computer? If employees inter¬ 
act through telecommuting, teleconfer¬ 
encing and electronic group discussions, 
what holds the organization togeth¬ 
er? Networking permits almost unlimit¬ 
ed access to data and to other people. 
Where will management draw die line 
on freedom of access? What will ihe or¬ 
ganization of the future look like? 

We and various colleagues are work¬ 
ing to understand how computer net¬ 
works can affect the nature of work 
and relationships between managers 
and employees. What we are learning 
may help people to exploit better the 
opportunities that networks offer and 
to avoid or mitigate the potential pit- 
falls of networked organizations. 

Our research relies on two approach¬ 
es. Some questions can be studied 
through laboratory experiments. For in¬ 
stance, how do small groups respond 
emotionally to different forms of com¬ 
munication? Other questions, particu¬ 


larly those concerning organizational 
change, require field studies in actual 
organizations that have been routine¬ 
ly using computer networks. Data de¬ 
scribing how hundreds of thousands of 
people currently use network commu¬ 
nications can help predict how ? other 
people will work in the future as com¬ 
puter-based communications become 
more prevalent. Drawing on field stud¬ 
ies and experiments, researchers grad¬ 
ually construct a body of evidence on 
how work and organizations are chang¬ 
ing as network technology becomes 
more widely used. The process may 
sound straightforward, but in reality it 
is often full of exciting twists. People 
use technology in surprising ways, and 
effects often show up that contradict 
both theoretical predictions and man¬ 
agerial expectations. 

One major surprise emerged as soon 
as the first large-scale computer net¬ 
work , known as the ARPANET, w ? as be¬ 
gun in the late 1960s. The ARPANET 
was developed for the Advanced Re¬ 
search Projects Agency (ARPA), a part 
of the U.S, Department of Defense. 
ARPANET was intended to link com¬ 
puter scientists at universities and oth¬ 
er research institutions to distant com¬ 
puters, thereby permitting efficient ac¬ 
cess to machines unavailable at the 
home institutions. A facility called elec¬ 
tronic mail, which enabled researchers 


ISOLATED EMPLOYEES, such as a night 
watchman, benefit in particular from 
computer network links. Networks can 
create a web of social connections that 
stretch across time and lhat exist in¬ 
dependently of an employee’s physical 
location or hierarchical position. Because 
of the lack of social cues, people commu¬ 
nicating electronically tend to talk more 
freely than they would in person. Net¬ 
works potentially permit broader access 
to information and more democratic 
structures than are now found in most 
organizations. Exploiting that potential 
will force managers to grapple with is¬ 
sues of responsibility and control. 
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How People Work via Electronic Mail 

G lobal communication is possible using computer networks and elec¬ 
tronic mail, as illustrated by the behavior of “Sue Jones," a composite 
based on a number of workers studied by the authors. On a typical day, 
Jones sends and receives from 25 to 100 pieces of electronic mail that 
cover both business and social topics. The maps record the links made 
during the course of the day, highlighting those associated with one of 
her working groups; the computer screens show the messages she sends 
to and receives from that working group, to this case, a potential crisis 
in the pricing of a new product is quickly resolved via electronic com¬ 
munication. Networks permit close, ongoing cooperation among co- 
workers who are physically located in very different corners of the globe. 



Time: 7:55 am 

Jo: Prod net Dev. Group 

From: Ising 

Subject: Marketing Results In 
HE Guys, IE's a gorgeous day 
here in Tokyo For a change 
(rain alt last week).The whole 
document wilt be coming by 
email this pm. Sorry, but accord¬ 
ing to the report, the competition 
is pricing its product several $$ 
lower than we expected. 

Lee 


Time: 9:10 am 
To: Product Dev. Group 
From: jwp@ AP Supplies 
Re: Marketing results 

We in Singapore can get 
you a package that will 
look ok & much cheaper. 

John 


Time: 10:05 am 
To: Product Dev. Group 
From: "Pete Wilson 11 
Re: Marketing results 

John, 

TTiank you tor your suggestion 
but 1 cannot tolerate any 
slfpage in the schedule. 

-Pete Wilson 


Time: 11:00 am 
To: Product Dev. Group 
From: "Sue" 

Subject: hey, no problem 
Hello group, 

I cheeked. 

We CAN use John's idea 
for cheaper packaging. 
Moreover ils a good sell- 
biodegradable...!! 

The schedule is at 
minimul risk. 

Sue 


to communicate with one another, was 
considered a minor additional feature 
of the network. 

Yet electronic mail rapidly became 
one of the most popular features of the 
ARPANET. Computer scientists around 
the country 7 used ARPANET to exchange 
ideas spontaneously and casually. Grad¬ 
uate students discussed problems and 
shared skills with professors and other 
students without regard to their physi¬ 
cal location. Heads of research projects 
used electronic mail to coordinate activ¬ 
ities with project members and to stay 
in touch with other research teams and 
funding agencies. A network communi¬ 
ty 7 quickly formed, filled with friends 
and collaborators who rarely, if ever, 
met in person. Although some adminis¬ 
trators objected to electronic mail be¬ 
cause they did not consider it a legiti¬ 
mate use of computer time, demand 
grew 7 sharply for more and better net¬ 
work connections. 

Since then, many organizations have 
adopted internal networks that link 
anywhere from a few to a few thou¬ 
sand employees. Some of these organi¬ 
zational networks have also been con¬ 
nected to the Internet, the successor to 
ARPANET. Electronic mail has contin¬ 
ued to be one of the most popular fea¬ 
tures of these computer networks. 

Anyone who has a computer account 
on a networked system can use elec¬ 
tronic mail software to communicate 
with other users on the network. Elec¬ 
tronic mail transmits messages to a re¬ 
cipient's electronic “mailbox," The send¬ 
er can send a message simultaneously 
to several mailboxes by sending the 
message to a group name or to a distri¬ 
bution list. Electronic bulletin boards 
and electromc conferences are com¬ 
mon variants of group electronic mail; 
they too have names to identify their 
topic or audience. Bulletin boards post 
messages in chronological order as 
they are received. Computer confer¬ 
ences arrange messages by topic and 
display grouped messages together. 

The computer communications tech¬ 
nology 7 in most networked organiza¬ 
tions today is fairly similar, but there 
exist large differences in people’s actu¬ 
al communication behavior that stem 
from policy choices made by manage¬ 
ment, In some networked organiza¬ 
tions, electronic mail access is easy and 
open. Most employees have networked 
terminals or computers on their desks, 
and anyone can send mail to anyone 
else. Electronic mail costs are consid¬ 
ered part of general overhead expenses 
and are not charged to employees or to 
their departments* in the open-network 
organizations we have studied, people 
typically send and receive between 25 
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and 100 messages a day and belong to 
between 10 and 50 electronic groups. 
These figures hold across job catego¬ 
ries, hierarchical position, age and even 
amount of computer experience. 

In other networked organizations, 
managers have chosen to Emit access or 
charge costs directly to users, leading 
to much lower usage rates. Paul Schrei- 
ber, a Newsday columnist, describes 
how 7 his own organization changed 
from an open-access network to a lim¬ 
ited-access one. Management apparent¬ 
ly believed that reporters were spend¬ 
ing too much time sending electron¬ 
ic mail; management therefore had the 
newspaper's electronic mail software 
modified so that reporters could still 
receive mail hut could no longer send it. 
Editors, on the other hand, could still 
send electronic mail to everyone. Clear¬ 
ly, technology by itself does not impel 
change. Management choices and poli¬ 
cies are equally influential. 

B ut even in organizations that have 
open access, anticipating the ef¬ 
fect of networks on communica¬ 
tion has proved no easy task* Some of 
the first researchers to study computer 
network communications thought the 
technology 7 w 7 ould improve group deci¬ 


sion making over face-to-face discussion 
because computer messages were plain 
text. They reasoned that electronic dis¬ 
cussions would be more purely intellec¬ 
tual, and so decision making would be 
less affected by people's social skills 
and personal idiosyncraties. 

Research has revealed a more com¬ 
plicated picture. In an electronic ex¬ 
change, the social and contextual cues 
that usually regulate and influence 
group dynamics are missing or atten¬ 
uated. Electronic messages lack infor¬ 
mation regarding job titles, social im¬ 
portance, hierarchical position, race, 
age and appearance. The context also 
is poorly defined because formal and 
casual exchanges look essentially the 
same. People may have outside infor¬ 
mation about senders, receivers and 
situations, but few cues exist in the 
computer interaction itself to remind 
people of that knowledge. 

In a series of experiments at Carne¬ 
gie Mellon University, we compared how 
small groups make decisions using 
computer conferences, electronic mail 
and face-to-face discussion [see illustra¬ 
tion below}. Using a network induced 
the participants to talk more frankly 
and more equally. Instead of one or 
two people doing most of the talking, 


as happens in many face-to-face groups, 
everyone had a more equal say. Fur¬ 
thermore, networked groups generated 
more proposals for action than did tra¬ 
ditional ones. 

Open, free-ranging discourse has a 
dark side. The increased democracy as¬ 
sociated with electronic interactions in 
our experiments interfered with deci¬ 
sion making. We observed that three- 
person groups took approximately four 
times as long to reach a decision elec¬ 
tronically as they did face-to-face. In 
one case, a group never succeeded in 
reaching consensus, and we were ulti¬ 
mately forced to terminate the experi¬ 
ment. Making it impossible for people 
to interrupt one another slowed deci¬ 
sion making and increased conflict as a 
few members tried to dominate control 
of the network. We also found that peo¬ 
ple tended to express extreme opinions 
and vented anger more openly in an 
electronic face-off than when they sat 
together and talked. Computer scien¬ 
tists using the ARPANET have called 
this phenomenon ‘‘flaming.” 

We discovered that electronic com¬ 
munication can influence the effects 
of people’s status* Social or job posi¬ 
tion normally is a powerful regulator of 
group interaction. Group members typ- 
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LABORATORY STUDIES reveal some ways in which networks affect how 
people work together. Ninety-four groups of subjects in five experiments 
were told to reach consensus decisions on several questions. Each group 
made some decisions electronically (through one or two network modes) 
and others face-to-face. When networked, all groups took longer to make a 
decision (a). On the other hand, they enjoyed more equal participation ( h) 
and proposed more ideas (cj. The electronic modes of discussion seemed 
to encourage "flaming," impassioned self-expression (d). 
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ically defer to those who have higher 
status and tend to follow their direc¬ 
tion. Members’ speech and demeanor 
become more formal in the presence of 
people who have high status. Higher- 
status people, in turn, talk more and 
iniluence group discussion more than 
do lower-status people. 

Given that electronic conversations 
attenuate contextual cues, we expected 
that the effect of status differences with¬ 
in a group should also be reduced. In an 
experiment conducted with Vitaly Du¬ 
brovsky of Clarkson University and Be- 
heruz Sethna of Lamar University, we 
asked groups containing high- and low- 
status members to make decisions both 
by electronic mail and face-to-face. The 
results confirmed that the proportion of 
talk and influence of higher-status peo¬ 
ple decreased when group members 
communicated by electronic mail. 

Is this a good state of affairs? When 
higher-status members have less exper¬ 
tise, more democracy could improve 
decision making. If higher-status mem¬ 
bers truly are better qualified to make 
decisions, however, the results of con¬ 
sensus decisions may be less good, 
Shoshanah Zuhoff of Harvard Busi¬ 
ness School documented reduced ef¬ 
fects of status on a computer confer¬ 
ence system in one firm. People who 
regarded themselves as physically un¬ 
attractive reported feeling more live¬ 
ly and confident when they expressed 
themselves over the network. Others 


who had soft voices or small stature re¬ 
ported that they no longer had to strug¬ 
gle to be taken seriously in a meeting, 

R esearchers have advanced alter¬ 
native explanations for the open¬ 
ness and democracy of electron¬ 
ic talk. One hypo thesis is that people 
who like to use computers are childish 
or unruly, but this hypothesis does not 
explain experimental results showing 
that the same people talk more open¬ 
ly on a computer than when they are 
face-to-face. Another hypothesis holds 
that text messages require strong lan¬ 
guage to get a point across; this hy¬ 
pothesis explains flaming but not the 
reduction of social and status differ¬ 
ences, The most promising explanation 
of the behavior of networked individu¬ 
als is that when cues about social con¬ 
text are absent or weak, people ignore 
their social situation and cease to wor- 
ry about how others evaluate them. 
Hence, they devote less time and effort 
to posturing and social niceties, and 
they may be more honest. 

Researchers have demonstrated de¬ 
creased social posturing in studies that 
ask people to describe their own be¬ 
havior. In one of our experiments, peo¬ 
ple were asked to complete a self-eval¬ 
uation questionnaire either by pencil 
and paper or via electronic mail . Those 
randomly assigned to reply electroni¬ 
cally reported significantly more unde¬ 
sirable social behaviors, such as illegal 


drug use or petty crimes. John Greist 
and his colleagues at the University of 
Wisconsin found similar decreases in 
posturing when taking medical histo¬ 
ries from clinical patients. People who 
responded to a computerized patient 
history interview revealed more social¬ 
ly and physically undesirable behavior 
than did those w ho answered the same 
questions asked by a physician. 

These studies show that people are 
willing to reveal more about unde¬ 
sirable symptoms and behavior to a 
computer, hut are these reports more 
truthful? An investigation of alcohol 
consumption conducted by Jennifer J. 
Waterton and John C Duffy of the Uni¬ 
versity of Edinburgh suggests an affir¬ 
mative answer. In traditional surveys, 
people report drinking only about one 
half as much alcohol as alcohol sales 
figures would suggest. Waterton and 
Duffy compared computer interviews 
with personal interviews in a survey of 
alcohol consumption. People who were 
randomly assigned to answer the com¬ 
puter survey reported higher alcohol 
consumption than those who talked to 
the human interviewer. The computer- 
derived reports of consumption extrap¬ 
olated more accurately to actual alcohol 
sales than did the face-to-face reports. 

These and other controlled studies 
of electronic talk suggest that such 
communication is relatively imperson¬ 
al, yet paradoxically, it can make peo¬ 
ple feel more comfortable about talk- 
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ing. People are less shy and more play¬ 
ful in electronic discussions; they also 
express more opinions and ideas and 
vent more emotion. 

Because of these behavioral effects, 
organizations are discovering applica¬ 
tions for electronic group activities that 
nobody had anticipated. Computers can 
be valuable for counseling and conduct¬ 
ing surveys about sensitive topics, situ¬ 
ations in which many people are anx¬ 
ious and cover their true feelings and 
opinions. Networks are now being used 
for applications ranging from dec ironic 
.Alcoholics Anonymous support groups 
to electronic quality’ circles. 

J ust as the dynamics of electronic 
communications differ from those 
conducted orally or by letters, so 
electronic groups are not just tra¬ 
ditional groups whose members use 
computers. People in a networked or¬ 
ganization are likely to belong to a 
number of electronic groups that span 
time zones and job categories. Some of 
these groups serve as extensions of ex¬ 
isting work groups, providing a conven¬ 
ient way for members to communicate 
between face-to-face meetings. Other 
electronic groups gather together peo¬ 
ple who do not know one another per¬ 
sonally and who may in fact have never 
had the opportunity to meet in person. 

For example, Hewlett-Packard em¬ 
ploys human-factors engineers who 
work in widely scattered locations 
around the world. These engineers may 
meet one another in person only once 
a year. An electronic conference cre¬ 
ates ongoing meetings in which they 
can frequently and routinely discuss 
professional and company issues. 

in some ways, electronic groups re¬ 
semble nonelectronic social groups. 
They support sustained interactions, 
develop their own norms of behavior 
and generate peer pressure. Electronic 
groups often have more than 100 mem- 


DYNAMIC GROUP STRUCTURES emerge 
when people converse electronically. 
These charts depict the behavior of two 
study groups, each containing a mix 
of employees and retired workers. One 
group worked in person, the other over 
a network. Members having the most 
information and social contacts appear 
near the center of the charts. Over time, 
the electronic group becomes more so¬ 
cially cohesive (a). Chart b compares the 
electronic group with the convention 
al group three months into the project 
and shows that retirees in particular be¬ 
come better integrated in the electronic 
group. Networks also encouraged more 
people to take on leadership roles (c). 


bers, however, and involve relation¬ 
ships among people who do not know 
one another personally. 

Employees whose organization is con¬ 
nected to the Internet or to a commer¬ 
cial network can belong to electron¬ 
ic groups whose members come from 
many different organizations. For exam¬ 
ple, Brian K. Reid of Digital Equipment 
Corporation reports that some 37,000 
organizations are connected to USENET, 
a loosely organized network that ex¬ 
changes more than 1,500 electronic dis¬ 
cussion groups, called new sgroups. Reid 
estimates that 1.4 million people world¬ 
wide read at least one newsgroup. 

Networked communication is only 
beginning to affect the structure of the 
workplace. The form of most current 
organizations has been dictated by the 
constraints of the nonelectronic world. 
Interdependent jobs must be situated 
in physical proximity. Formal command 
structures specify who reports to whom, 
who assigns tasks to whom and who 
has access to what information. These 
constraints reinforce the centralization 
of authority and shape the degree of 
information sharing, the number of or¬ 
ganizational levels, the amount of in- 
tcrconnectivity and the structure of so¬ 
cial relationships. 

Organizations that incorporate com¬ 
puter networks could become more 
flexible and less hierarchical in struc¬ 
ture. A held experiment conducted by 
Tora K. Bikson of Rand Corporation 
and John D. Eveland of Claremont Col¬ 
leges supports the point. They formed 
two task forces in a large utility firm, 
each assigned to analyze employee re¬ 
tirement issues. Both groups contained 
40 members, half of whom had recent¬ 
ly retired from the company and half 
of whom were still employed but eligi¬ 
ble for retirement. The only difference 
between the two groups was that one 
worked on networked computer facili¬ 
ties, whereas the other did not. 


Both task forces created subcommit¬ 
tees, but the networked group created 
more of them and assigned people to 
more than one subcommittee. The net¬ 
worked group also organized its sub¬ 
committees in a complex, overlapping 
matrix structure. It added new subcom¬ 
mittees during the course of its wnrk, 
and it decided to continue meeting 
even after its official one-year life span 
had ended. The networked task force 
also permitted greater input from the 
retirees, who were no longer located at 
the company. Although not every elec¬ 
tronic group will be so flexible, elimi¬ 
nating the constraints of face-to-face 
meetings evidently facilitates trying out 
different forms of group organization. 

.Another effect of networking may be 
changed patterns of information shar¬ 
ing in organizations. Conventional or¬ 
ganizations have formal systems of rec¬ 
ord keeping and of responsibilities for 
distributing information. Much of the in¬ 
formation within an organization con¬ 
sists of personal experience that never 
appears in the formally authorized dis¬ 
tribution system; the w^ar stories told 
by service representatives (which do not 
appear in service manuals), the folklore 
about how the experimental apparatus 
really works (which does not appear in 
the journal articles) or die gossip about 
how workers should behave (which is 
not described in any personnel policy). 

Ln the past, the spread of such per¬ 
sonal information has been strongly 
determined by physical proximity and 
social acquaintance. As a result, distant 
or poorly connected employees have 
lacked access to local expertise; this 
untapped knowledge could represent 
an important informational resource in 
large organizations. Electronic groups 
provide a forum for sharing such ex¬ 
pertise independent of spatial and so¬ 
cial constraints. 

One significant kind of information 
flow begins with the “Does anybody 
know...?” message that appears fre¬ 
quently on computer networks. A send¬ 
er might broadcast an electronic re¬ 
quest for information to an entire or¬ 
ganization, to a particular distribution 
list or to a bulletin board. Anyone w ho 
sees the message can reply. We studied 
information inquiries on the network 
at Tandem Computers, Inc., in Cuper¬ 
tino, Calif., a computer company that 
employs 10,500 workers around the 
world. In a study w f e conducted with 
David Constant, we found an average 
of about six does-anybody-know mes¬ 
sages broadcast every day to one com¬ 
pany-wide distribution list. 

Information requests typically come 
from field engineers or sales represen¬ 
tatives who are soliciting personal ex- 
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perience or technical knowledge that 
they cannot find in formal documents 
or in their own workplace* At Tandem, 
about eight employees send electronic 
mail replies to the average question. 
Fewer than 15 percent of the people 
who answer a question are personally 
acquainted with the questioner or are 
even located in the same city. 

Question askers can electronically re¬ 
distribute the answers they receive by 
putting them in a public computer hie 
on the network* About half of the Tan¬ 
dem questioners make their reply files 
publicly available over the company 
network to other employees. Tandem 
takes this sharing process one step fur¬ 
ther by maintaining an electronic ar¬ 
chive of question-and-rcply files that is 
also accessible over the company net¬ 
work. The firm has Lhereby created a 
repository of information and working 
expertise that is endlessly accessible 
through space and time (for example, 
the expertise remains available when 
an employee is out of the office or he 
or she leaves the organization). A study 
by Thomas Finholt in our research pro¬ 
gram found that this archive is ac¬ 
cessed more than 1,000 times a month 
by employees, especially those located 


in field offices away from the geograph¬ 
ic center of the company. 

The discretionary information sharing 
we discovered at Tandem and at other 
networked organizations seems to run 
contrary to nonelectronic behavior in or¬ 
ganizations. The askers openly admit 
their ignorance to perhaps hundreds or 
even thousands of people. The repliers 
respond to requests for help from peo¬ 
ple they do not know with no expecta¬ 
tion of any direct benefit to themselves. 

One might wonder why people re¬ 
spond so readily to information re¬ 
quests made by strangers. Part of the 
explanation is that networks make the 
cost of responding extremely low in 
time and effort expended. Also, open- 
access networks favor the free flow of 
information. Respondents seem to be¬ 
lieve that sharing information enhances 
the overall electronic community and 
leads to a richer information environ¬ 
ment. The result is a kind of electronic 
altruism quite different from the fears 
that networks would weaken the social 
fabric of organizations. 

The changes in communication made 
possible by networks may substantial¬ 
ly alter the relationship between an em¬ 
ployee and his or her organization, the 


structure of organizations and the na¬ 
ture of management. Senior manag¬ 
ers and key professionals usually have 
strong social and informational con¬ 
nections within their organizations and 
within their broader professional com¬ 
munities. Conversely, employees who 
reside on the organizational periph¬ 
ery by virtue of geographic location, 
job requirements or personal attributes 
have relatively few opportunities to 
make contact with other employees and 
colleagues, 

R educing the impediments to com- 
muni cation across both physical 
and social distance is likely to 
affect peripheral employees more than 
central ones. We, along with Charles 
Huff of St, Olaf College, studied this 
possibility for city employees in Fort 
Collins, Colo. Employees who used elec¬ 
tronic mail extensively reported more 
commitment to their jobs and to their 
co-workers than did those who rarely 
used the network. This correlation was 
particularly strong for shift workers, 
who, because of the nature of their 
work, had fewer opportunities to see 
their colleagues than did regular day 
workers. As one policewoman told us, 



ELECTRONIC LINKS have the greatest effect on workers locat¬ 
ed at outlying sites. Workers in field offices of Tandem Com¬ 
puters, Inc., whose headquarters are in Cupertino, Calif., have 
access to data files via a network. Circles indicate how many 
times each office tapped into one file (consisting of employee- 


initiated questions and answers about company products and 
services) over a one-year period i the greater the usage, the 
Larger the circle. Workers in distant or isolated offices, where 
local expertise is relatively limited, made the most use of the 
information provided through the network. 
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“The teeth of one gear must 
mesh with those of another.” 
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“There’s leading edge. And bleeding edge. And you 


The RISC-based PowerPC 1 " 
microprocessor at the heart 
of every Power 
Macintosh 
lakes desktop 
computing to 
new levels of per¬ 
formance and compatibility. 
For the name of your nearest 
authorized Apple reseller, call 
800732-3131, ext 750, today. 


■ \ 


have to walk the line to stay competitive. 


That’s why we use Power Macintosh. It’s a 


RISC PC, so it’s leading the way But it’s 
also a Mac that can runWindows and 


DOS, so it’s compatible with everything 



In some cases, we used to 


have three different PCs on one 
desk-an absolute monument to 
systems failure. So that's where 
we put the Power Macintosh 
first. Now iheres one PC per 
desk, the Power Macintosh. 
One happy user per desk, too." 


we’re doing now. That makes Power Macintosh a 


£ W 

Mac OS For Windows 

Power Macintosh" fits right in 
at U S WEST where people 
use many different types of 
PCs and 30 or so custom 
DOS and Windows programs. 
"Power Macintosh helps our 
people collaborate, no matter 
what kind of PC they use." 


very safe choice. Which is good for a guy 
like me. I take my risks on the weekend!’ 


Pbwer Macintosh; The business Macintosh; Apple * 




Power Macintosh. Compatible today. Compatible tomorrow. 



Any computer can claim its compatible-with the software 
written specifically for it, with the hardware designed to coexist with 
its particular bus architecture, and so on. ^■■^ 
Most PCs can also claim compati- ■ 
bility with other PCs designed 
to the same standards. 

But only one com¬ 
puter can claim true cross- 
plattorm compatibility right 
out of the box! Compatibility that 
crosses technological barriers— 
and cultural chasms. Com¬ 
patibility that serves your most 
immediate needs. While keeping 
options open for tire future. 

Which computer is that? Power Macintosh, of course. 


Introducing competitive coexistence. 


It’s no revelation to anyone that Macintosh’ computers exist 
alongside many other kinds of computers, indeed, more people 
than not have chosen to use computers that run DOS and Windows, 
And, while we’ll stand fast in our belief that Macintosh is the 
most intuitive and productive way to get anything done, we know 
that everyone needs the ability to work in a mixed environment. 

That’s why every Power Macintosh reads, writes and formats 
disks for DOS, Windows and OS/2 (in addition to disks for Macintosh, 
of course), And why every Power Macintosh also includes Macintosh 
PC Exchange? So you can open files created under DOS and 
Windows-even if you don’t have the applications that created them. 

Thats also why you should check 
out Insignia Solutions’ SoftWindows- 
the software that actually lets you run 
Windows and DOS on your Macintosh. 
Which means, of course, your Mac'can 
run all kinds of programs designed for 
DOS andWindows, too. 
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And if you run UNUCTThen you'll appreciate die UNIX compat¬ 
ibility provided by our MacX~extension to the Mac OS. 


We’ve got it wired. 


But we don’t stop there. For bona fide DOS andWindows 
fans, or for Mac fans who find it necessary to use DOS 
andWindows on a regular basis, we also build a Power 
Macintosh that has a 486 DX2/66 built in. (We call it 
the Power Macintosh 6100/66 DOS Compatible for short.) 
So with one touch of a key, you can switch from the Mac OS to 
Windows, Or DOS. And back. 

And for those of you who have already bought a Power 
Mac " 6100, adding this level of hardware compatibility will 
soon be as easy as plugging a card into any available slot. 
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A future powered by PowerPC, 


What makes all this possible? The innovative new micro¬ 
processor at the heart of Power Macintosh: the RISC-based PowerPC. 

Is PowerPC just another chip? No, it’s the result of a far-reach¬ 
ing collaboration between Apple, IBM and Motorola. 

It successfully brings the power of Reduced Instruction Set Com¬ 
puting to an affordable desktop computer. It runs cool, Efficiently. 
Flawlessly. And fast. So fast, in fact, that popular business, scientific 
and graphics programs optimized for PowerPC run two to eight 
times faster than they ran on any previous Mac. 0 _ 

And that’s just today. Future generations of 
PowerPC will be even faster. Run even cooler, 

Fuel even more powerful applications. Build new = 

bridges of compatibility—between computer plat- ■=■==■■= "=® 
forms. And between the people who use them, 

Which is something not every microproces¬ 
sor can claim. Because while even the newest 
microprocessors based on CISC technology are quickly reaching a 
performance plateau, PowerPC is just taking off. 

To get more information by fax about this and other critical 
compatibility issues, call us at 800-770-4852. Or, if you prefer, contact 
us via the Internet at http://www.info.appie.com. 

Apple#. 
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ADVANCED ELECTRONIC MAIL, such as this experimental setup at Bellcore, will 
make it possible to transmit graphics, animation, self-contained computer pro¬ 
grams and audio recordings. Such features will broaden the applications for net¬ 
worked communications. They may also restore some of the social cues now ab¬ 
sent from electronic mail and thereby modify the behavior of its users. 


“Working the night shift, it used to be 
that I would hear about promotions af¬ 
ter they happened, though I had a right 
to be included in the discussion. Now 1 
have a say in the decision making." 

Organizations are traditionally built 
around two key concepts: hierarchical 
decomposition of goals and tasks and 
the stability of employee relationships 
over time. In the fully networked orga¬ 
nization that may become increasingly 
common in the future, task structures 
may be much more flexible and dy¬ 
namic. Hierarchy will not vanish, but it 
will be augmented by distributed lat¬ 
tices of interconnections. 

In today’s organizations, executives 
generally know whom they manage and 
manage whom they know. In the fu¬ 
ture, however, managers of some elec¬ 
tronic project groups will face the chal¬ 
lenge of working with people they have 
never met. Allocating resources to proj¬ 
ects and assigning credit and blame for 
performance will become more com¬ 
plex. People will often belong to many 
different groups and will be able to 
reach out across the network to ac¬ 
quire resources without management 
intervention or perhaps even without 
management knowledge. 

A recent case in mathematics re¬ 
search hints at the nature of what may 
lie ahead. Mathematicians at Bell Com¬ 
munications Research (Bellcore) and at 
Digital Equipment sought to factor a 
large, theoretically interesting number 
known as the 9th Fermat number. They 
broadcast a message on the Internet 
to recruit researchers from universities, 
government laboratories and corpora¬ 
tions to assist them in their project. The 
several hundred researchers who volun¬ 
teered to help received—via electronic 
mail—software and a piece of the prob¬ 
lem to solve; they also returned their 
solutions through electronic mail. 

.After results from all the volunteers 
were combined, the message announc¬ 
ing the final results of the project con¬ 
tained a charming admission: 

We’d like to thank everyone who 
contributed computing cycles to this 
project, but I can’t: we only have rec¬ 
ords of the person at each site who in¬ 
stalled and managed the code. If you 
helped us, we’d be delighted to hear 
from you; please send us your name 
as you would like it to appear in the 
final version of the paper. ('Broadcast 
message from Mark S. Manasse, June 
15,1990.) 

Networking in most organizations 
today is limited to data communica¬ 
tions, often for economic or financial 
applications such as electronic data in¬ 


terchange, electronic funds transfer or 
remote transaction processing. Most or¬ 
ganizations have not yet begun to con¬ 
front the opportunities and challenges 
afforded by connecting their employ¬ 
ees through networks. 

Among those that have, managers 
have responded in a variety* of ways to 
changes that affect their authority and 
control. Some managers have installed 
networks for efficiency reasons but ig¬ 
nored their potential for more pro¬ 
found changes. Some have restricted 
who can send mail or have shut down 
electronic discussion groups. Others 
have encouraged using the network for 
broadening participation and involving 
more people in the decision-making 
process. The last actions push respon¬ 
sibility down and through the organi¬ 
zation and also produce their own 
managerial issues. 

A democratic organization requires 
competent, committed, responsible em¬ 
ployees. It requires new ways of allo¬ 
cating credit. It increases unpredictabil¬ 
ity, both for creative ideas and for inap¬ 
propriate behavior. Managers will have 
to come up with new kinds of work¬ 
er incentives and organizational struc¬ 
tures to handle these changes. 

The technology of networks is chang¬ 
ing rapidly. Electronic mail that in¬ 
cludes graphics, pictures, sound and 
video will eventually become widely 
available. These advances will make it 
possible to reintroduce some of the so¬ 


cial context cues absent in current elec¬ 
tronic communications. Even so, elec¬ 
tronic interactions will never duplicate 
those conducted face-to-face. 

As more people have ready access to 
network communications, the number 
and size of electronic groups will ex¬ 
pand dramatically. It is up to manage¬ 
ment to make and shape connections. 
The organization of the future will de¬ 
pend significantly not just on how the 
technology of networking evolves but 
also on how* managers seize the oppor¬ 
tunity it presents for transforming the 
structure of w'ork. 
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Computers, Networks 
and the Corporation 

Computer networks are forging new kinds of markets 
and new ways to manage organizations. The result will be 
a major change in corporate structure and management style 

by Thomas W. Malone and John F. Rockart 


A bout 150 years ago the econo- 
my in the U.S. and Europe began 
Xi to undergo a period of change 
more profound than any experienced 
since the end of the Middle Ages, We 
call that change the Industrial Revolu¬ 
tion. The industrial economies are now 
in the early stages of another transfor¬ 
mation that may ultimately be at least 
as significant. 

There is a critical difference this 
time, however. Changes in the econo¬ 
mies of production and transportation 
drove the revolution of the last centu¬ 
ry. The revolution under way today will 
be driven not by changes in production 
but by changes in coordination. When¬ 
ever people work together, they must 
somehow communicate, make deci¬ 
sions, allocate resources and get prod¬ 
ucts and services to the right place ai 
the right time. Managers, clerks, sales¬ 
people, buyers, brokers, accountants— 
in fact, almost everyone who works— 
must perform coordination activities. 

It is in these heavily information- 
based activities that information tech¬ 
nologies have some of their most im¬ 
portant uses, and it is here that they 
will have their most profound effects. 


THOMAS W. MALONE and JOHN F. 
ROCKART, both at the Massachusetts In¬ 
stitute of Technology, study the effects 
of computer technology on business. Ma¬ 
lone, who directs the Center for Coor¬ 
dination Science at M.I.T, received his 
Ph.D. from Stanford University and holds 
degrees in applied mathematics, engi¬ 
neering and psychology. He was previ¬ 
ously a research scientist at the Xerox 
Palo Alto Research Center. Rockart re¬ 
ceived his M .B. A. from Harvard Univer¬ 
sity and his Ph.D. from M.I .T, where he 
directs the Center for Information Sys¬ 
tems Research. He serves on the hoard of 
directors of five organizations and lec¬ 
tures at several major companies. 


By dramatically reducing the costs of 
coordination and increasing its speed 
and quality, these new technologies 
wOl enable people to coordinate more 
effectively, to do much more coordina¬ 
tion and to form new, coordination-in¬ 
tensive business structures. 

The core of the new technologies is 
the networked computer. The very' name 
“computer” suggests how one usually 
thinks of the device—as a machine for 
computing, that is, for taking in in¬ 
formation, performing calculations and 
then presenting the results. But this 
image of computing does not capture 
the essence of how computers are used 
now and how they will be used even 
more in the future. Many of the most 
important uses of computers today are 
for coordination tasks, such as keep¬ 
ing track of orders, inventory and ac¬ 
counts. Furthermore, as computers be¬ 
come increasingly connected to one an¬ 
other, people will find many more ways 
to coordinate their work. In short, com¬ 
puters and computer networks may 
w r ell be remembered not as technology' 
used primarily to compute but as coor¬ 
dination technology. 

T o understand what is likely to 
happen as information technolo¬ 
gy' improves and its costs decline, 
consider an analogy with a different 
technology; transportation. A first-or¬ 
der effect of transportation technolo¬ 
gy' w j as simply the substitution of new 
transportation technologies for the old. 
People began to ride in trains and auto¬ 
mobiles rather than on horses and in 
horse-drawn carriages. 

As transportation technology contin¬ 
ued to improve, people did not use it 
just to substitute for the transportation 
they had been using all along. Instead a 
second-order effect emerged: people be¬ 
gan to travel more. They commuted far- 
I her to work each day. They were more 


Likely to attend distant business meet¬ 
ings and to visit faraway friends and 
relatives. 

Then, as people used more and more 
transportation, a third-order effect even¬ 
tually occurred: the emergence of new 
“transportation-intensive” social and 
economic structures. These structures, 
such as suburbs and shopping malts, 
would not have been possible without 
the wide availability of cheap and con¬ 
venient transportation. 

Improved coordination technology 
has analogous effects. A first-order ef¬ 
fect of reducing coordination costs is 
the substitution of information tech¬ 
nology for human coordination. For ex¬ 
ample, data-processing systems helped 
to eliminate thousands of clerks from 
the back offices of insurance compa¬ 
nies and banks. Similarly, computer- 
based systems have replaced scores of 
factory “expediters.” Today computers 
track die priority of each Job in the fac¬ 
tory and indicate the most critical ones 
at each workstation. More generally, 
the long-standing prediction that com¬ 
puters will lead to the demise of mid¬ 
dle management finally seems to be 
coming true. In the 1980s many com¬ 
panies flattened their managerial hier¬ 
archies by eliminating layers of middle 
managers. 

A second-order effect of reducing co¬ 
ordination costs is an increase in the 
overall amount of coordination used. 
For instance, contemporary airline res- 

TRADING FLOOR of the Paris Stock Ex¬ 
change bustles with activity (top) f much 
as do those of other exchanges. In con¬ 
trast, the floor of the London Interna¬ 
tional Stock Exchange, where trading is 
electronic, is quite leisured in pace (bot¬ 
tom). The distinction reflects how net¬ 
works and coordination technology have 
begun to restructure the way business¬ 
es conduct transactions. 
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ervation systems enable travel agents 
to consider more flight possibilities for 
a given customer more easily. These 
systems have led to an explosion of 
special fares and price adjustments. 
American Airlines and United Air Lines, 
which provide the largest systems, 
have benefited significantly from the 
fees they charge for this service. For in¬ 
stance, in 1988 American made about 
SI34 million from its reservation sys¬ 
tem—almost IS percent of its total in¬ 
come, In addition, access to up-to-the- 
minute information about ticket sales 
on all airlines enables .American and 
United to adjust their fare schedules to 
maximize profits, 

Otis Elevator Company also increased 
the amount of its coordination—pri¬ 
marily to improve maintenance service 
for its customers. With its Otisline sys¬ 
tem, highly trained multilingual opera¬ 
tors receive trouble calls through a na¬ 
tional toll-free number. The operators 
record the problems in a computer 
data base and then electronically dis¬ 
patch local repair people. 

This real-time availability of data has 
vastly improved the management of re¬ 
pair activities. For instance, if a partic¬ 
ular type of part has failed during the 
past week on eight of 100 elevators, 
Otis can preemptively replace that part 


on the other 92 elevators. Although 
this kind of nationwide correlation of 
data was possible before, the degree 
of communication and coordination 
required was impractical. These capa¬ 
bilities have played a major role in re¬ 
ducing maintenance calls by nearly 20 
percent. 

In some instances, the second-order 
effect of an increase in demand may 
overwhelm the first-ordeT effect of sub¬ 
stitution. For example, in one case we 
studied, a computer conferencing sys¬ 
tem helped to remove a layer of middle 
managers. Several years later, however, 
almost the same number of new posi¬ 
tions ifor different people at the same 
grade level ) had been created. Accord¬ 
ing to people in the company, the new 
specialists took on projects not consid¬ 
ered before. Evidently, managerial re¬ 
sources no longer needed for simple 
communication could now be focused 
on more complex coordination tasks. 

A third-order effect of reducing coor¬ 
dination costs is a shift toward the use 
of more coordination-intensive struc¬ 
tures. A prime example is Frito-Lay, 
Inc., studied by Lynda M. Applegate of 
Harvard Business School and others. At 
Frito-Lay, some 10,000 route salespeo¬ 
ple record all sales of each of 200 gro¬ 
cery products on hand-held computers 


as they deliver goods to customers on 
their route. Each night, the stored in¬ 
formation is transmitted to a central 
computer. In turn, the central comput¬ 
er sends information on changes in 
pricing and product promotions to the 
hand-held computers for use the next 
day. Each week, the main computer 
summarizes the centrally stored infor¬ 
mation and combines it with external 
data about the sales of competitive 
brands. Some 40 senior executives and 
others can then gain access to this in¬ 
formation through an executive infor¬ 
mation system (ElS). 

T he availability of these data has 
enabled Frito-Lay to push key 
decisions down from corporate 
headquarters to four area heads and 
several dozen district managers. The 
managers can use the data not only to 
compare actual sales to sales targets but 
also to recommend changes in sales 
strategy To top management. This entire 
coordination-intensive structure has be¬ 
come possible only in the past few years 
because of the improved capability and 
reduced costs of hand-held computers, 
EIS software, computer cydes and tde- 
communicatiom equipment. 

Coordination-intensive structures do 
not just link different people in the 



RESERVATION CENTER of Rosenblulh Travel in Philadelphia formation about demand becomes available immediately, en- 
transmits travel information to a "back room," which coordi- abling the connected firms to respond to the market more ef- 
nates activities of other agencies from around the world. In- fectively and profitably than can isolated agencies. 
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ROUTE SALESMAN of Frito-Lay, Inc. f enters inventory data into a hand-held com¬ 
puter. The information will be combined with similar data from 10,000 other sales¬ 
people and made accessible to management the next morning. The rapid availabil¬ 
ity of data has enabled Frito-Lay to decentralize pricing and inventory decisions. 
Instead of corporate headquarters, four area heads and the district managers set 
prices, and the salespeople determine the product mix. 


same companies. Many of the most in¬ 
teresting new structures involve links 
among different companies. For ex¬ 
ample, the U.S. textile industry has be¬ 
gun implementing a series of electron¬ 
ic connections among companies as 
part of the Quick Response program. 
As described by Janice H. Hammond of 
Harvard Business School and others, 
these electronic connections link com¬ 
panies all along the production chain, 
from suppliers of fibers (such as wool 
and cotton) to the mills that weave 
these fibers into fabric, to the factories 
that sew garments and, ultimately, to 
the stores that sell the garments to 
consumers. 

When such networks are fully imple¬ 
mented, they will help companies re¬ 
spond quickly to demand. For instance, 
when a sweater is sold in New York 
City, a scanner reading the bar-coded 
label may automatically trigger order¬ 
ing, shipping and production activities 
all the w ay back to the wool warehouse 
in South Carolina. This new, multiorga- 
nizational structure will reduce invento¬ 
ry costs throughout the value chain. The 
textile-apparel retail industry spends 
about $25 billion in inventory costs ev¬ 
ery year; the Quick Response approach 
may save half that amount. 

Wal-Mart has already established 
parts of a similar system that links the 
retailer to Procter & Gamble Company 
and several of its other major suppli¬ 
ers. In doing so, Wal-Mart has eliminat¬ 
ed significant parts of its own purchas¬ 
ing groups and contracted with its sup¬ 
pliers to replace products as they are 
sold. In one such experiment, both unit 
sales and inventory turnover increased 
by about 30 percent. 

Sometimes technology' helps to cre¬ 
ate interorganizational networks—not 
just among buyers and suppliers but 
also among potential competitors. For 
example, Eric K. Clemons of the Uni¬ 
versity of Pennsylvania has studied the 
Rosenbluth International Alliance, a 
consortium of travel agencies around 
the world that share customer records, 
services and software. The alliance also 
provides clients with toll-free English- 
language help lines in every' major 
country. This consortium of indepen¬ 
dent agencies, led by Rosenbluth Trav¬ 
el in Philadelphia, can therefore man¬ 
age all travel arrangements for interna¬ 
tional trips and for meetings of people 
from many parts of the globe. 

The textile firms near Prato, Italy, il¬ 
lustrate a related kind of interoganiza- 
tional alliance. As described by Michael 
J. Piore and Charles F. Sabel of the Mas¬ 
sachusetts Institute of Technology, the 
operation of a few large textile mills 
was broken into many small firms, co¬ 


ordinated in part by electronic connec¬ 
tions among them. This network can 
flexibly adjust to changes in demand, 
sometimes shifting orders from an 
overloaded mill to one with spare ca¬ 
pacity. The structure also takes advan¬ 
tage of the entrepreneurial motivation 
of the owners: in small mills, the own¬ 
ers’ rewards are more closely linked to 
their own efforts than is the case in 
large ones. 

A s these examples show, informa- 
/\ tion technology' is already facili- 
1. V taring the emergence of new, 
coordination-intensive structures. What 
do these changes mean for the organi¬ 
zations of the near future? 

A surprising result of our research is 
a prediction that information technolo¬ 
gy should lead to an overall shift from 
internal decisions within firms toward 
the use of markets to coordinate eco¬ 
nomic activity. To see why, consider that 
all organizations must choose between 
making the goods or services they need 
and buying them from outside suppli¬ 
ers. For instance, General Motors Cor¬ 
poration must decide whether to make 
tires internally or purchase them from 
a tire manufacturer. 

Each of these two forms of coordina¬ 
tion-internal and external—has ad¬ 
vantages and disadvantages. As Oliver 
Williamson of the University’ of Califor¬ 


nia at Berkeley and others have argued, 
buying things from an outside supplier 
often requires more coordination than 
making them internally. To buy tires, 
General Motors may need to compare 
many potential suppliers, negotiate con¬ 
tracts and do formal accounting for the 
money that changes hands. Coordinat¬ 
ing the production of tires internally, 
on the other hand, can often be done 
less formally and at lower cost, with 
telephone calls and meetings. 

But improved information technolo¬ 
gy' should reduce the costs of both in¬ 
ternal and external coordination, much 
as transportation technology' lowered 
the expense of traveling. When trains 
and automobiles reduced the difficulty 
of traveling, more people chose to live 
in the suburbs rather than in the cit¬ 
ies to reap such benefits as extra liv¬ 
ing space. Similarly, when information 
technology reduces the costs of a giv¬ 
en amount of coordination, companies 
will choose to buy more and make less. 
The additional coordination required in 
buying will no longer be as expensive, 
and buying has certain advantages. For 
instance, when General Motors buys 
tires, it can take advantage of the sup¬ 
plier’s economies of scale and pick the 
best tires currently available from any 
supplier whenever its needs change. 
Thus, w r e expect networks to lead to 
less vertical integration—more buying 
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SCANNING OF BAR CODES Is one component of the textile industry's Quick Re 
sponse program. The scans provide information about the contents of a package to 
each member of the distribution chain, from supplier to retailer. The rapid transmis¬ 
sion of data reduces inventory and enables the firms to adjust quickly to demand. 


rather than making—and to the prolif¬ 
eration of smaller firms. More electron¬ 
ically mediated alliances (such as the 
Rosenbluth International Alliance) and 
an increased use of electronic markets 
to pick suppliers (such as the airline 
reservation system) will result. 

This argument implies that informa¬ 
tion technology* will help make markets 
more efficient. Buyers will no longer 
have to exert great effort to compare 
products and prices from many differ¬ 
ent suppliers. Instead an electronic mar¬ 
ket can easily and inexpensively collect 
and distribute such information. 

These more efficient markets threat¬ 
en firms whose strategic advantages 


rest on market inefficiencies. For in¬ 
stance, as Clemons described, when the 
London Internationa 1 Stock Exchange 
installed an electronic trading system, 
the trading floor became virtually de¬ 
serted within weeks. Trading moved to 
electronic terminals around the world. 
The system greatly reduced the costs 
of matching buyers and sellers. This 
change, in turn, dramatically reduced 
the profits of brokers and trading spe¬ 
cialists, who previously had had a mo¬ 
nopoly on performing this function. The 
potential decline in profit may explain 
why many other exchanges still resist 
electronic trading. 

Many other kinds of intermediaries, 


such as distributors and retailers, are 
becoming vulnerable as well. For exam¬ 
ple, consumers can now bypass re¬ 
tail stores entirely by using computer- 
based systems such as CompTJ-Card 
and Comp-u-store to buy household 
goods and services at substantial sav¬ 
ings. Electronic markets can also make 
evaluating product quality easier; we 
expect that it is only a matter of time 
before networks contain extensive com¬ 
ments and evaluations from previous 
buyers, becoming a kind of instanta¬ 
neous, on-line Consumer Reports. 

Increasing market efficiency also im¬ 
plies that firms should focus more 
carefully on the few core competencies 
that give them strategic advantages in 
the marketplace. They should buy the 
additional, more peripheral products 
and services they need instead of mak¬ 
ing them. For instance, in the past few 
years, Ford Motor Company and Chrys¬ 
ler Corporation have significantly in¬ 
creased their proportion of externally 
purchased components, such as tires 
and batteries. 

E ven though information technol¬ 
ogy’ can be strategically impor¬ 
tant, single innovations in in¬ 
formation technology are seldom in 
themselves a source of continuing com¬ 
petitive advantage. For example, Ameri¬ 
can Hospital Supply (now Baxter Health¬ 
care Corporation) won high praise for 
its early system that let customers place 
orders electronically without requiring 
a salesperson. This system made order¬ 
ing from American Hospital easier than 
doing so from competitors and reduced 
the lime salespeople had to spend on 
the clerical aspects of taking an order. 
But contrary to original expectations, 
systems like these do not “lock in” cus¬ 
tomers in the long run. Instead cus¬ 
tomers eventually seem to prefer elec¬ 
tronic systems that provide a choice 
among several vendors. Similarly, an 
automatic teller machine system that 
may once have been a competitive ad¬ 
vantage for a bank is now largely a 
competitiv e necessity. 

One way to maintain an upper hand is 
to keep innovating so rapidly that other 
firms always lag a step behind. Another 
way, as Clemons has noted, is to use in¬ 
formation technology to leverage some 
other structural advantage. For instance, 
Barclay deZoete Wedd, a British broker¬ 
age firm, continues to benefit from an 
electronic stock-trading system because 
the company already controlled the 
trading of far more stocks than did any 
of their competitors. 

In addition to markets, another coor¬ 
dination-intensive organizational struc¬ 
ture likely to become much more com- 


Relative Costs for Hierarchies and Markets 

PRODUCTION COSTS COORDINATION COSTS 


HIERARCHIES MARKETS HIERARCHIES MARKETS 

Making products in vertically integrated hierarchies usually involves higher 
production costs than buying them in the market. Buying from an outside 
supplier allows a company to exploit economies of scale and other produc¬ 
tion cost advantages. But buying usually requires higher coordination costs; 
a firm must find a supplier, negotiate contracts and account for payments. 
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mon is what some management theo¬ 
rists call a networked organization, 
or, more picturesquely, an "adhocracy,” 
a term Alvin Toffier popularized in 
his book Future Shock. This form is al¬ 
ready common in organizations such 
as law firms, consulting companies 
and research universities* Such organi¬ 
zations and institutions must continu¬ 
ally readjust to a changing array of 
projects, each requiring a somewhat 
different combination of skills and oth¬ 
er resources. These organizations de¬ 
pend on many rapidly shifting project 
teams and much lateral communica¬ 
tion among these relatively autono¬ 
mous, entrepreneurial groups. 

The adhocracy contrasts with the 
conventional business organization of 
today: the hierarchy. Hierarchies are 
common partly because they provide 
a very economical way of coordinating 
large numbers of people. In principle, 
decision makers in a hierarchy can con¬ 
sider all the information known to any¬ 
one in the group with much less com¬ 
munication than would be needed if' 
each person communicated with every¬ 
one else. 

In practice, however, hierarchies have 
severe limitations* Central decision mak¬ 
ers can become overloaded and there¬ 
fore unable to cope effectively with 
rapidly changing environments ot to 
consider enough information about 
complex issues. Furthermore, people at 
the bottom may feel left out of the de¬ 
cision making and as a result be less 
motivated to contribute their efforts* 

As information technology reduces 


communication costs, the nonhierar- 
chical structures (such as markets and 
adhocracies) may help overcome the 
limitations of hierarchies. For example, 
because of the large amount of unpre¬ 
dictable lateral communication, the ad¬ 
hocracy is extremely coordination in¬ 
tensive* New 7 media, such as electronic 
mail, computer conferencing and elec¬ 
tronic bulletin boards, can make The eo- 
ordination easier and, therefore, enable 
the adhocracy to w r ork much more ef¬ 
fectively. Computer networks can help 
find and coordinate people with diverse 
knowledge and skills from many parts 
of an organization. 

Moreover, computer-based technolo¬ 
gies can transfer information not only 
faster and more cheaply but also more 
selectively. These capabilities help to 
mitigate information overload. Systems 
now 7 exist to help people find, filter and 
sorL their electronic mail based on top¬ 
ic, sender and other characteristics. To¬ 
gether these new 7 coordination technol¬ 
ogies can speed up the “information 
metabolism” of organizations—the rate 
at which firms can take in, move, di¬ 
gest and respond to data. 

A bundant information poses two 

/\ potential difficulties for organi- 
J _A. zational power. Some people 
worry that managers may become "Big 
Brothers” who use the information to 
exert stronger centralized control over 
those who work for them. Others fear 
that if power is decentralized through¬ 
out the organization, workers might 
use their newfound power to serve 


their own narrow 7 interests, leading to 
organizational chaos. 

In fact, neither dark vision has been 
realized* instead what appears to be 
happening is a paradoxical combina¬ 
tion of centralization and decentraliz- 
tion. Because information can be dis¬ 
tributed more easily, people low 7 er in 
the organization can now become well 
enough informed to make more deci¬ 
sions more effectively* At the same 
time, upper-level managers can more 
easily review decisions made at low r er 
levels, 1’hus, because lowrer-level deci¬ 
sion makers know they are subject to 
spot-checking, senior managers can re¬ 
tain or even increase their central con¬ 
trol over decisions. 

The changes at Phillips Petroleum 
Company illustrate this process. Previ¬ 
ously, senior managers decided what 
price to set for petroleum products. 
These critical decisions depended on 
the recommendations of staff analysts 
several levels down. When Phillips Pe¬ 
troleum developed an executive infor¬ 
mation system, senior managers began 
to make some of these decisions more 
directly based on the global informa¬ 
tion provided by the system. The se¬ 
nior executives soon realized, howev¬ 
er, that they could pass on this global 
information directly to local terminal 
managers, who could Lake into account 
information such as competitors 1 pric¬ 
es. By decentralizing the pricing deci¬ 
sion in this way, the company made 
sounder, more profitable pricing strate¬ 
gies in each area of the country. 

.Another way of understanding this 
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paradoxical effect is to realize that new 
technology does not just redistribute 
power. It can provide a sense of more 
power for everyone. For example, the 
agents of several insurance companies 
currently carry laptop computers when 
they visit the homes of customers. The 
agents use the computers to fill out ap- 
plications and to project premiums 
and benefits. But typically, underwrit¬ 
ers at the corporate headquarters re¬ 
quire several weeks to review the appli¬ 
cations and to issue new policies. 

Soon the underwriting rules for cer¬ 
tain routine policies will be included in 
the laptop computer itself. The agent 
will be able to issue these policies im¬ 
mediately in the customers' homes. 

These systems will thus “empower" 
the agents, who will control the time 
and place of the policy-acceptance de¬ 
cisions and can make sales immediate¬ 
ly. The authority of the central under¬ 
writers will increase as well, because the 
rules they have created will be applied 
consistently. The underwriters will also 
be able to devote more time to analyz¬ 
ing interesting and potentially more 
profitable nonroutine cases. 

Information technology not only 
changes power; it also changes time. 
On the one hand, time has expanded. 
Electronic mail, voice mail and facsimi¬ 
le transmissions can be sent or re¬ 
ceived at any time of day or night, al¬ 
most anywhere around the globe. Sim¬ 
ilarly, customers of automatic teller 
machines and some stock markets can 
make transactions around the clock. 


The "work day" has much less mean¬ 
ing, and companies can compete by ex¬ 
panding the times their services are 
available. 

On the other hand, time has con¬ 
tracted. Companies can also compete 
on speed For instance, effective coordi¬ 
nation can reduce the time needed to 
develop new products, deliver orders 
or react to customer requests. Manage¬ 
ment teams, such as the one at Phillips 
Petroleum, have information available 
throughout the management hierarchy, 
which enables them to react to market 
conditions much more quickly. Deci¬ 
sions that might have taken days in the 
past can now r be made within hours or 
minutes. 

T he changes discussed so far re¬ 
quire no great predictive leaps; 
they are already happening. What 
will happen as information technology 
improves even more? What other kinds 
of organizations might emerge in the 
globally interconnected world that the 
technologies make feasible? 

One possibility is the increasing im¬ 
portance of “answer networks/ 1 net¬ 
works of experts available to answer 
questions in different areas. One might 
go to these services with questions 
such as “How many bars of soap were 
sold in Guatemala last year?" or “What 
are the prospects of room-temperature 
superconductivity in consumer prod¬ 
ucts by 1995?" The services would in¬ 
clude massive data bases and layers of 
human experts in many different topic 


areas. Some questions will be easily an¬ 
swerable from information in a data 
base. Others will be referred to pro¬ 
gressively more knowledgeable human 
experts. Depending on how much one 
is willing to spend and how quickly one 
wants the answer, the response might 
range from a newspaper dipping to a 
personal reply from a Nobel laureate 
scientist. Similar but limited services 
exist today—product hot lines and li¬ 
brary reference desks are examples— 
but computer networks and data bas¬ 
es will make such services much Less 
expensive, much more valuable and, 
therefore, much more widely used. 

Electronically mediated markets can 
also assemble armies of “intellectual 
mercenaries" virtually overnight. For 
instance, there may be a large number 
of consultants who make their Living 
doing short-term projects over the net¬ 
work. If a manager has a job to be 
done, such as evaluating a loan or de¬ 
signing a lawnmower, he or she could 
quickly assemble a team by advertising 
electronically or by consulting a data 
base of available people. The data base 
might contain not only the skills and 
billing rates of prospective workers but 
also unedited comments from others 
who had used their services before. Al¬ 
though consulting firms and adver¬ 
tising agencies sometimes work like 
this now, pervasive networks will allow 
teams to be assembled much more 
quickly, for shorter projects and from 
many different organizations. 

This kind of market for services 
might be used inside an organization 
as well. Instead of always relying on su¬ 
pervisors to allocate the time of people 
who work for them, extensive inter¬ 
nal markets for the services of people 
and groups may exist. Murray Turoff 
of the New Jersey Institute of Technol¬ 
ogy has suggested how- such a system 
might work. Someone with a short pro¬ 
gramming project to be done, for in¬ 
stance, might advertise internally for 
a programmer. Bids and payments for 
this internal market could be in real 
dollars or some kind of point system. 
The bids from programmers would 
indicate their skill and availability . The 
payments that programmers receive 
would reflect how valuable they had 
been to other parts of the organization. 

Improved technology can also help 
create dedsion-making structures that 
integrate qualitative input from many 
people. For instance, in making com¬ 
plex dedsions, such as where to locate 
a new plant, the amassing of many 
facts and opinions is critical. Today 
companies often make such dedsions 
after incomplete discussions with only 
a few of the people whose knowledge 



AUTOMATIC TELLER MACHINES, once a novelty, are now largely a competitive ne¬ 
cessity; single innovations in information technology seldom provide long-term 
advantages. To remain competitive, firms must keep innovating to stay a step 
ahead or use existing technology to enhance some other advantage. 
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SUBURBS represent a third-order effect of improved trans¬ 
portation technology: with cheap and convenient transpor¬ 
tation came "transportation-intensive" structures. Their exis¬ 
tence, however, also depended on the American values placed 
on the importance of home ownership and the moral superior¬ 


ity of rural life. Similarly, the kinds of coordination-intensive 
structures that will emerge when information becomes freely 
accessible will depend on the values society finds important. 
Will the ideals that shaped Boca Raton, Fla., also play a role 
in future corporate structures? 


or point of view might be valuable. In 
the future, companies may use com¬ 
puter networks to organize and record 
the issues, alternatives, arguments and 
counterarguments in graphical form. 
Then many different people can review 
and critique the parts of the argument 
about which they know or care. 

For instance, someone in a remote 
part of the firm might know about 
plans for a new highway that complete¬ 
ly change the desirability of a proposed 
plant location. As such information ac¬ 
cumulates, people can vote on the plau¬ 
sibility of different claims. Then, using 
all the information displayed in the sys¬ 
tem, a single person or group can ulti¬ 
mately make the decision. 

W hat will happen as the globally 
networked society leads to a 
world in which vast amounts 
of information are freely available or 
easily purchased? Clearly, this world 
will require services, both automated 
and human, to filter the tremendous 
amount of information available. In 
general, as the amount of information 
increases, people who can creatively 
analyze, edit and act on information in 


ways that cannot be automated will be¬ 
come even more valuable. 

But what else people will do will de¬ 
pend on the values that are important 
to them. When trains and automobiles 
reduced the constraints of travel time, 
other values became more significant 
in determining working and living pat¬ 
terns. As Kenneth T. Jackson of Colum¬ 
bia University 7 has documented, for ex¬ 
ample, .American values about the im¬ 
portance of owning one's home and the 
moral superiority 7 of rural life played a 
large role in determining the nature of 
suburbs in the U.S. 

Similarly, when the costs of informa¬ 
tion and coordination are not a barrier 
to fulfilling people's needs and wants, 
other values may emerge to shape the 
workplace and society. The new 7 infor¬ 
mation technologies will almost cer¬ 
tainly help gratify some obvious wants, 
such as the desire for money. Some of 
the emerging corporate structures may 
be especially good at satisfying nonma¬ 
terial needs, such as those for chal¬ 
lenge and autonomy 7 . 

But perhaps these desires are them¬ 
selves manifestations of some still deep¬ 
er needs. Psychologists sometimes re¬ 


fer to a need for self-actualization. Oth¬ 
ers might call this a desire for spiritu¬ 
al fulfillment. To use the new technolo¬ 
gies wisely, w 7 e will need to think more 
carefully about what we truly value and 
how the technology can help us reach 
our deeper goals. 
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Computers, Networks 
and Education 

Globally networked, easy-to-use computers can enhance learning, 
but only within an educational environment that 
encourages students to question ‘facts” and seek challenges 

by Alan C Kay 


T he physicist Murray Gell-Mann 
has remarked that education in 
the 20th century is like being 
taken to the world's greatest restau¬ 
rant and being fed the menu. He meant 
that representations of ideas have re¬ 
placed the ideas themselves; students 
are taught superficially about great dis¬ 
coveries instead of being helped to learn 
deeply for themselves. 

In the near future, all the representa¬ 
tions that human beings have invented 
will be instantly accessible anywhere in 
the world on intimate, notebook-size 
computers. But will we be able to get 
from the menu to the food? Or will we 
no longer understand the difference be¬ 
tween the two? Worse, will we lose even 
the ability to read the menu and be sat¬ 
isfied just to recognize that it is one? 

There has always been confusion be¬ 
tween carriers and contents. Pianists 
know that music is not in the piano. It 
begins inside human beings as special 
urges to communicate feelings. But 
many children are forced to "take pi¬ 
ano” before their musical impulses de¬ 


ALAN C. KAY has been a fellow of Ap¬ 
ple Computer Inc. since 1984. Before 
joining Apple, he was a founder and fel¬ 
low of the Xerox Palo Alto Research 
Center and, later, chief scientist of Atari, 
One of the pioneers of personal com¬ 
puting, he is the original designer of 
the overlapping-window user interface 
and Smalltalk, the first completely ob¬ 
ject-oriented language. Kay has worked 
with children for most of his career be¬ 
cause, he says, "the media that power¬ 
fully shape our ways of thinking must 
be made accessible as early in life as 
possible." His interests outside of com¬ 
puting include musical performance and 
instrument design and “trying to learn 
more about the world in which we find 
ourselves." He also plays tennis whenev¬ 
er he can. 


velop; then they turn aw^ay from music 
for hfe. The piano at its best can only 
be an amplifier of existing feelings, 
bringing forth multiple notes in har¬ 
mony and polyphony that the unaided 
voice cannot produce. 

The computer is the greatest "piano” 
ever invented, for it is the master car¬ 
rier of representations of every kind. 
Now there is a rush to have people, es¬ 
pecially schoolchildren, "take comput¬ 
er.” Computers can amplify yearnings 
in ways even more profound than can 
musical instruments. But if teachers do 
not nourish the romance of learning 
and expressing, any external mandate 
for a new "literacy” becomes as much a 
crushing burden as being forced to per¬ 
form Beethoven’s sonatas while having 
no sense of their beauty. Instant access 
to the world’s information will proba¬ 
bly have an effect opposite to what is 
hoped: students will become numb in¬ 
stead of enlightened. 

T n addition to the notion that the 
mere presence of computers will 
improve learning, several other mis¬ 
conceptions about learning often hin¬ 
der modern education. Stronger ideas 
need to replace them before any teach¬ 
ing aid, be it a computer or pencil and 
paper, will be of most service. One mis¬ 
conception might be called the fluidic 
theory of education: students are emp¬ 
ty vessels that must be given knowl¬ 
edge drop by drop from the full teach¬ 
er-vessel. A related idea is that educa¬ 
tion is a bitter pill that can be made 
palatable only by sugarcoating—a view 
that misses the deep joy brought by 
learning itself. 

Another mistaken view' bolds that 
humans, like other animals, have to 
make do only with nature's menial 
bricks, or innate ways of thinking, in 
the construction of our minds. Equally 
worrisome is the naive idea that reality 


is solely what the senses reveal. Finally, 
and perhaps most misguided, is the 
view that the mind is unitary, that it 
has a seamless “I"-ness. 

Quite the contrary. Minds are far 
from unitary : they consist of a patch- 
work of different mentalities. Jerome S. 



STUDENTS at the Open School: Center 
for Individualization, in Los Angeles, are 
creating a dynamic simulation of ocean 
life (right) and doing math (above) with 
the help of Macintosh computers, which 
are set unobtrusively into the desks. 
In the Open School, which already had 
a strong curriculum before it obtained 
computers, the machines do not substi¬ 
tute for teachers. They are thought of 
as "just another material," like books, 
paints and clay, that can support the 
children’s activities. In the next few 
years, notebook-size computers are ex¬ 
pected to become available; then chil¬ 
dren will be able to carry their comput¬ 
ers anywhere they go. 
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CLOWN FISH IS FEATURED in an ocean simulation construct¬ 
ed by nine and 10-year-olds at the Open School. The fish re¬ 
peatedly brushes up against an individual sea anemone (left 
panel) to build immunity to its poisonous stings. After im¬ 
munity is established (right panel ), the fish can take refuge 
among the anemone’s tentacles whenever a predator (here a 


shark named Jaws) is near. By constructing simulations, the 
children learn more about the challenges of being a clown 
fish and the benefits of symbiosis than they would if they err 
gaged only in more passive activities—such as reading books 
and observing a fish tank. The author argues that adults, too, 
learn best when they can test ideas through simulation. 


Bruner of New York University has sug¬ 
gested that we have a number of w r ays 
to know and think about the world, in¬ 
cluding doing, seeing and manipulating 
symbols. What is more, each of us has 
to construct our own version of reality 
by main force, literally to make our¬ 
selves. And wc are quite capable of de¬ 
vising new mental bricks, new ways of 
thinking, that can enormously expand 
the understandings we can attain. The 
bricks we develop become new tech¬ 
nologies for thinking. 

Many of the most valuable structures 
devised from our newer bricks may re¬ 
quire considerable effort to acquire. 
Music, mathematics, science and hu¬ 
man rights are just a few of the sys¬ 
tems of thought that must be built up 
layer by layer and integrated. Although 
understanding or creating such con¬ 
structions is difficult, the need for strug¬ 
gle should not be grounds for avoid¬ 
ance. Difficulty should be sought out, 
as a spur to delving more deeply into 
an interesting area. An educational sys¬ 
tem that tries to make everything easy 
and pleasurable will prevent much im¬ 
portant learning from happening. 

It is also important to realize that 
many systems of thought, particularly 
those in science, are quite at odds with 
common sense. As the writer Susan 
Sontag once said, “All understanding 
begins with our not accepting the world 
as it appears." Most science, in fact, is 
quite literally non-sense. This idea be¬ 
came strikingly obvious when such in¬ 
struments as the telescope and micro¬ 


scope revealed that the universe con¬ 
sists of much that is outside the reach 
of our naive reality. 

Humans are predisposed by biology 
to live in the barbarism of the deep past. 
Only by an effort of will and through 
use of our invented representations can 
we bring ourselves into the present and 
peek into the future. Our educational 
systems must hod ways to help chil¬ 
dren meet that challenge. 

In the past few r decades the task be¬ 
fore children—before all of us—has be¬ 
come harder. Change has accelerated so 
rapidly that what one generation learns 
in childhood no longer applies 20 years 
later in adulthood. In other words, each 
generation must be able to quickly 
learn new paradigms, or ways of view¬ 
ing the world; the old ways do not re¬ 
main usable for long. Even scientists 
have problems making such transi¬ 
tions. As Thomas S. Kuhn notes dryly 
in The Structure of Scientific Revolu¬ 
tions, a paradigm shift takes about 25 
years to occur—because the original 
defenders have to die off. 

Much of the learning that will go on 
in the future will necessarily be con¬ 
cerned with complexity. On one hand, 
humans strive to make the complex 
more simple; categories in language 
and universal theories in science have 
emerged from such efforts. On the oth¬ 
er hand, we also need to appreciate 
that many apparently simple situations 
are actually complex, and we have to 
be able to view situations in their larger 
contexts. For example, burning down 


parts of a rain forest might be the 
most obvious way to get arable land, 
but the environmental effects suggest 
that burning is not the best solution 
for humankind. 

Up to now, the contexts that give 
meaning and limitation to our various 
knowledges have been all but invisible. 
To make contexts visible, make them 
objects of discourse and make them 
explicitly reshapable and inventable are 
strong aspirations very much in har¬ 
mony with the pressing needs and on- 
rushing changes of our own time. It is 
therefore the duty of a well-conceived 
environment for learning to be conten¬ 
tious and even disturbing, seek con¬ 
trasts rather than absolutes, aim for 
quality over quantity and acknowledge 
the need for will and effort. I do not 
think it goes too far to say that these 
requirements are at odds with the pre¬ 
vailing values in American life today. 

T f the music is not in the “piano," to 
what use should media be put, in 
the classroom and elsewhere? Part 
of the answer depends on knowing the 
pitfalls of existing media. 

It is not what is in front of us that 
counts in our hooks, televisions and 
computers but what gets into our 
heads and why we want to learn it. Yet 
as Marshall H. McLuhan, the philoso¬ 
pher of communications, has pointed 
out, the form is much of what does get 
into our heads; we become w f hat we be¬ 
hold. The form of the carrier of infor¬ 
mation is not neutral; it both dictates 
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the kind of information conveyed and 
affects thinking processes. 

This property applies to all media, 
not just the new high-tech ones, Soc¬ 
rates complained about writing. He felt 
it forced one to follow an argument 
rather than participate in it, and he dis¬ 
liked both its alienation and its persis¬ 
tence. He was unsettled by the idea 
that a manuscript traveled without the 
author, with whom no argument was 
possible. Worse, the author could die 
and never be talked away from the po¬ 
sition taken in the writing. 

Users of media need to be aware, 
too, that technology often forces us to 
choose between quality and conve¬ 
nience* Compare the emotions evoked 
by great paintings and illuminated man¬ 
uscripts with those evoked by excellent 
photographs of the originals. The feel¬ 
ings are quite different. For the major¬ 
ity of people who cannot make such 
comparisons directly, there is an un¬ 
derstandable tendency to accept the 
substitution as though nothing w^ere 
lost Consequently, little protest has 
been made over replacing high-resolu¬ 
tion photographs of great art (which 
themselves do not capture the real 
thing) with lower-resolution videodisc 
images (which distort both light and 
space even further). The result is that 
recognition, not reverie, is the main 
goal in life and also in school, where 
recognition is the highest act to which 
most students are asked to aspire* 

When convenience is valued over 
quality in education, w ? e are led directly 
to ‘‘junk” learning. This is quite analo¬ 
gous to other junk phenomena, pale 
substitutions masquerading for the 
real thing. Junk learning leads to junk 
living. As Neil M. Postman of New York 
University says, whether a medium car¬ 
ries junk is not important, since all 
media have junk possibilities. Hut one 
needs to be sure that media incapable of 
carrying important kinds of discourse— 
for example, television—do not displace 
those that can. 

Media can also lure us into thinking 
we are creating by design when in fact 
we are just tinkering. Consider the dif¬ 
ficulty of transforming clay—a perfectly 
malleable and responsive substance— 
into anything aesthetically satisfying. 
Perfect "debugability," or malleability, 
does not make up for lack of an inter¬ 
nal image and shaping skills. Unfortu¬ 
nately, computers lend themselves to 
such “clay pushing”; they tempt users 
to try' to debug constructions into exis¬ 
tence by trial and error. 

Finally, as McLuhan noted, the instant 
communication offered by today's me¬ 
dia leads to fragmentation. Sequence 
and exposition are replaced by isolated, 




WALKWAY through a garden (fop) outside the Open School was designed by the 
third graders, who chose a herringbone pattern to ensure easy access to all plots. 
The children settled on the pattern after creating and debating many models, often 
with the help of their computers. The garden is part of the Life Lab project, in 
which children plan, plant, lend and enjoy the fruits of their own garden {bottom) 
as a way of learning about the interaction of living things with the environment. 
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context-free Factoids, often presented 
simply because they are recent. Two 
hundred years ago ihe Federalist pa¬ 
pers—essays by James Madison, Alex¬ 
ander Hamilton and John Jay arguing 
for ratification of the U.S. Constitu¬ 
tion—were published in newspapers in 
the 13 colonies. Fifty years later the 
telegraph and its network shifted the 
goals of news from depth to curren¬ 
cy, and the newspapers changed in re¬ 
sponse, Approximately 100 years after 
that, television started shifting the em¬ 
phasis of news from currency to visual 
immediacy. 

Computers have the same drawbacks 
as other media, and yet they also offer 
opportunities for counteracting the in¬ 
herent deficits. Where would the au¬ 
thors of the Constitution publish the 
Federalist papers today? Not in a book; 


not enough people read books. Not hi 
newspapers; each essay is too long. Not 
on the television; it cannot deal with 
thoughtful content. On computer net¬ 
works? Well, computer displays, though 
getting better every year, are not good 
enough for reading extended prose; the 
tendency is to show 7 pictures, diagrams 
and short “bumper sticker” sentences, 
because dial is what displays do well. 

But the late 20th century provides 
an Interesting answer to the question: 
transmitting over computer networks a 
simulation of the proposed structure 
and processes of the new Constitution. 
The receivers not only could run the 
model but also could change assump¬ 
tions and even the model itself to test 
the ideas. The model could be hyper- 
linked to the sources of the design, 
such as the constitution of Virginia, so 


that “readers" might readily compare 
the new ideas against the old. (Hyper- 
linking extends any document lo in¬ 
clude related information from many 
diverse sources.) Now the receivers 
would have something stronger than 
static essays. And feedback about the 
proposals—again by network—could 
be timely and relevant. 

F ive years ago, intent on studying 
firsthand the strengths and weak¬ 
nesses of computers as ampli¬ 
fiers for learning, my colleague Ann 
Marion and 1, in collaboration with the 
Open School: Center for Individualiza¬ 
tion, in Los Angeles, set up a research 
project called the Apple Vivarium Pro¬ 
gram, We and the principal, Roberta 
Blatt, were nol trying to improve the al¬ 
ready excellent school by introducing 
technology. We were trying to better 
understand the value computers might 
have as supporting media. 

Children are bused in and, as is the 
case with other busing schools in Los 
Angeles, are selected by lot so that the 
racial balance is roughly in accord with 
that of the city as a whole. Parents have 
to be interested enough in their children 
and the school's teaching approach to 
put their children on the list for consid¬ 
eration. Parental interest and involve¬ 
ment are key factors that have made 
the school a success. One could even 
argue that the educational approach 
in a classroom is not nearly as impor¬ 
tant as the set of values about learning 
Found in the home. II' those exist, al¬ 
most any process will work, although 
some may be more enjoyable and en¬ 
riching than others. 

We particularly w r anted to investigate 
how children can be helped to under¬ 
stand that animals, people and situa¬ 
tions are parts of larger systems that 
influence one another. We therefore fo¬ 
cused much of our w r ork on the study 
of biology and ecology. Studies of the 
design and functioning of large cities 
also give children an awareness of such 
complexity. Doreen Nelson of the Cali¬ 
fornia Polytechnic Institute has been 
teaching city design to children for 
many years; on the basis of her work, 
our study group introduced a large- 
scale city-building project for the third 
graders. We also helped the school de¬ 
velop a major theater program, so the 
children might see how art and sys¬ 
tems w^ork from the inside. 

What does it mean to leant about bi¬ 
ology as it relates to us and our world? 
AH creatures consist of and are part 
of many systems that range from the 
molecular to the planetary. A weak way 
to approach this romance—in which we 
are at once part of the scenery, bit 



MODEL CITY was built by third graders at the Open School after months of plan¬ 
ning. Although the children erected the buildings by hand, they turned to their com¬ 
puters for assistance on a number of jobs. For instance, the computers helped the 
students simulate the formation of smog in their city. 
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PLOT OF TEMPERATURES in the Great Lakes region of the U.S. 
is part of an international map created from data collected by 
students in hundreds of schools. The children took measure¬ 
ments at the same time of day and pooled them through a 


network. Making such maps is part of the Weather in Action 
unit of the National Geographic Kids Network curriculum. It 
is also an example of how networks can enhance scientific 
collaboration—for children as much as for adults. 


players, star-crossed lovers, heroes and 
villains—would be a well-meaning at¬ 
tempt to use books, computers or oth¬ 
er representational media as “delivery 
vehicles.” There could be videodiscs 
showing plant and animal growth, and 
the students could have network ac¬ 
cess to data about crop yields, tax¬ 
onomies of animals and plants, and so 
forth. But why substitute a “music ap¬ 
preciation” approach for the excite¬ 
ment of direct play? Why teach “sci¬ 
ence and math appreciation,” when the 
children can more happily (and to bet¬ 
ter effect) actually create whole worlds? 

What is great in biology and hu¬ 
mankind’s other grand investigations 
cannot be “delivered.” But it can be 
learned—by giving students direct con¬ 
tact with “the great chain of being,” so 
that they can internally generate the 
structures needed to hold powerful 
ideas. Media of all kinds can now r be 
used to amplify the learning experi¬ 
ence, w’hereas before they acted as a 
barrier to the “good stuff.” 

The Open School is nothing if not 
straightforward. Because “things that 
grow” is the essence of what is called 


the Life Lab program, the children made 
a garden, tearing up part of their as¬ 
phalt playground to get good clean dirt. 
The third graders, while in the midst of 
their city-building project, spent months 
modeling and debating designs for the 
garden. They ultimately arrived at a 
practical, child-scaled pattern featur¬ 
ing a herringbone-shaped walkway that 
puts every plot in reach. 

Not surprisingly, the children found 
that the simulation capability of their 
computers helped them examine the 
merits of many different walkway de¬ 
signs. Like modern-day architects, they 
used the computer to help construct 
models of their ideas. Teachers Dolores 
Patton and Leslie Barclay facilitated the 
process, but it was the children who 
came up with the ideas. 

There are many Life Lab schools in 
California. Because they are engaged 
in similar pursuits, they have things to 
say to one another. For them, networks 
serve as much more than a conduit for 
retrieving fixed data; they allow stu¬ 
dents to develop knowledge of their 
own collaboratively. For example, it is 
easy to make one’s own w r eather maps 


on the basis of simultaneous record¬ 
ings of temperature and barometric 
pressure and the like and to argue via 
network about what the maps mean. 

Computer animation can be used to 
ponder the patterns more readily. A 
fairly easy inference is that pressure 
changes seem to go from west to east. 
Could this have anything to do with the 
rotation of the earth? The directions of 
winds are more complicated, since they 
are more affected by features of the 
terrain. Do they match up with pres¬ 
sure changes? 

W e can go still deeper. Children 
are capable of much depth 
and attention to quality when 
they are thinking about questions that 
seem important to them. Why do ani¬ 
mals do w hat they do? Why do humans 
do what we do? These are vital issues. 
Gose observation, theories and role- 
playing help. Reading books about ani¬ 
mal behavior helps. The teacher can 
even explain some ideas of the Nobel 
laureate Niko Tinbergen, such as the 
suggestion that animal behavior is orga¬ 
nized into modules of innate patterns. 
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But these are just words. Now the chil¬ 
dren can make dynamic models of ani¬ 
mal behavior patterns to test Tinber¬ 
gen's concepts themselves. 

Can nine- and 10-year-old children 
actually capture and understand the 
mentality of a complex organism, such 
as a fish? Teacher B. J. Alien-Conn spent 
several summers learning about intri¬ 
cate ecological relations in the oceans. 
She searched for ways to express how 
an individual's behavior is altered by 
interactions with many other animals. 
At the same time, Michael Travers, a 
graduate student from the Media Lab¬ 
oratory at the Massachusetts Institute 
of Technology who was working with 
us, built several animal simulations, 
among them fish behaviors described 
by Tinbergen, Then Scott Wallace and 
others in our group turned these vari¬ 
ous ideas into Playground, a simulation 
construction kit for children. 

Children are particularly enthralled 
by the clown fish, which exhibits all 
expected fishlike behaviors (such as 
feeding, mating and fleeing from pred¬ 
ators) but also displays a fascinating 
way of protecting itself. It chooses a 
single sea anemone and gradually accli¬ 
mates to the anemone's poison over a 
period of several days. When acclima¬ 
tion is complete, the clown fish has a 
safe haven where it can hide if a preda¬ 
tor comes hunting. 


It is fairly easy to build a simple be¬ 
havior in Playground, and so the chil¬ 
dren produce simulations that reflect 
how the fish acts when it gets hungry, 
seeks food, acclimates to an anemone 
and escapes from predators. Later they 
can explore what happens when scripts 
conflict. What happens if the animal is 
very hungry yet there is a predator 
near the food? If the animal is hungry 
enough, will it start eyeing the predator 
as possible food? Do the fish as a group 
fare best when each animal is out for 
itself, or does a touch of altruism help 
the species overall? 

For an adult, the children's work 
would be called Artificial Intelligence 
Programming Using a Rule-Based Ex¬ 
pert Systems Language. We researchers 
and the teachers and children see the 
dynamic simulations as a way of find¬ 
ing out whether theories of animal be¬ 
havior apply to the real world. 

Computers in the Open School are 
not rescuing the school from a weak 
curriculum, any more than putting pi¬ 
anos in every classroom would rescue 
a flawed music program. Wonderful 
learning can occur without computers 
or even paper. But once the teachers 
and children are enfranchised as explor¬ 
ers, computers, like pianos, can serve 
as powerful amplifiers, extending the 
reach and depth of the learners. 

Many educators have been slow to 


recognize this concept of knowledge 
ownership and to realize that children, 
like adults, have a psychological need 
for a personal franchise in the culture's 
know ledge base. Most schools force stu¬ 
dents to learn somebody else's knowl¬ 
edge. Yet, as John Holt, the teacher and 
philosopher of education, once said, 
mathematics and science would proba¬ 
bly be learned better if they were made 
illegal. Children learn in the same way 
as adults, in that they learn best when 
they can ask their own questions, seek 
answers in many places, consider differ¬ 
ent perspectives, exchange views with 
others and add their own findings to 
existing understandings. 

T en years from now, powerful, in¬ 
timate computers will become 
as ubiquitous as television and 
will be connected to interlinked net¬ 
works that span the globe more com¬ 
prehensively than telephones do today. 
My group's experience with the Open 
School has given us insight into the po¬ 
tential benefits of this technology for 
facilitating learning. 

The first benefit is great interactivity, 
initially the computers will be reactive, 
like a musical instrument, as they are 
today. Soon they will take initiatives as 
well, behaving like a personal assistant. 
Computers can be fitted to every sense. 
For instance, there can be displays for 
vision; pointing devices and keyboards 
for responding to gesture; speakers, pi¬ 
ano-type keyboards and microphones 
for sound—even television cameras to 
recognize and respond to the user's fa¬ 
cial expressions. Some displays will be 
worn as magic glasses and force-feed¬ 
back gloves that together create a virtu¬ 
al reality, putting the user inside the 
computer to see and touch this new 
world. The surface of an enzyme can 
be felt as it catalyzes a reaction be¬ 
tween two amino acids; relativistic dis¬ 
tortions can be directly experienced by 
turning the user into an electron travel¬ 
ing at close to the speed of light. 

A second value is the ability of the 
computers to become any and all ex¬ 
isting media, including books and mu¬ 
sical instruments. This feature means 
people will be able (and now be re¬ 
quired) to choose the kinds of media 
through which they want to receive and 
communicate ideas. Constructions such 
as texts, images, sounds and movies, 
which have been almost intractable in 
conventional media, are now manip- 
ula table by word processors, desktop 
publishing, and illustrative and multi- 
media systems. 

Third, and more important, informa* 
tion can be presented from many dif¬ 
ferent perspectives. Marvin L. Minsky 



People 


• center will focus on 
projects for training 

i unemployed workers. 

All in all, though, Mr. 

: Negroponte and Mr. 

Pa pert said they would 
have preferred staying 
•in the United States to 
j continue their work- 
'But recent 
! Reagan budget cuts 

* slashed their research 
! funds. 

| ,f I hope this wakes 
people up in the 
; States / 1 Mr. P apart said. 
"For now this is the 
only place in which wa 
jean work.” In France, 

! "even the President is 






EXCERPT FROM A NEWSCLIP is pan of a newspaper tailored to the interests of a 
single individual; the text was produced several years ago by the software pro¬ 
gram NewsPeek, which the author and Walter Bender designed when they were at 
the Massachusetts Institute of Technology. The program is an early prototype for 
one kind of “agent," a system that can learn a user’s goals and retrieve relevant in¬ 
formation on the person’s behalf. Such agents will one day be essential for navigat¬ 
ing through the mass of information that will be available on networks. 
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of M.I.T. likes to say that you do not 
understand anything until you under¬ 
stand it in more than one way. Com¬ 
puters can be programmed so that 
“facts” retrieved in one window on a 
screen will automatically cause sup¬ 
porting and opposing arguments to be 
retrieved in a halo of surrounding win¬ 
dows. An idea can be shown in prose, 
as an image, viewed from the back and 
the front, inside or out. Important con¬ 
cepts from many different sources can 
be collected in one place. 

Fourth, the heart of computing is 
building a dynamic model of an idea 
through simulation. Computers can go 
beyond static representations that can 
at best argue; they can deliver spright¬ 
ly simulations that portray and test 
conflicting theories. The ability to “see” 
with these stronger representations 
of the world will be as important an 
advance as was the transition to lan¬ 
guage, mathematics and science from 
images and common sense. 

A fifth benefit is that computers can 
be engineered to be reflective. The mod¬ 
el-building capabilities of the comput¬ 
er should enable mindlike processes to 
be built and should allow designers to 
create flexible “agents." These agents 
will take on their owner’s goals, con¬ 
fer about strategies (asking questions 
of users as well as answering their 
queries) and, by reasoning, fabricate 
goals of their own. 

Finally, pervasively networked com¬ 
puters will soon become a universal 
library, the age-old dream of those who 
love knowledge. Resources now beyond 
individual means, such as supercom¬ 
puters for heavy-duty simulation, satel¬ 
lites and huge compilations of data, will 
be potentially accessible to anyone. 

For children, the enfranchising ef¬ 
fects of these benefits could be especial¬ 
ly exciting. The educator John Dewey 
noted that urban children in the 20th 
century can participate only in the form, 
not the content, of most adult activ¬ 
ities; compare the understanding gained 
by a city girl playing nurse with her 
doll to that gained by a girl caring for a 
live calf on a farm. Computers are al¬ 
ready helping children to participate 
in content to some extent. How students 
from preschool to graduate school use 
their computers is similar to how com¬ 
puter professionals use theirs. They in¬ 
teract, simulate, contrast and criticize, 
and they create knowledge to share 
with others. 

W hen massively interconnected, 
intimate computers become 
commonplace, the relation of 
humans to their information carriers 
will once again change qualitatively. As 



CHILDREN AT A COMPUTER in the 
Open School are clearly engrossed in 
their work. If used properly, the author 
notes, computers can be “powerful am¬ 
plifiers, extending the reach and depth 
of the learners.” 


ever more information becomes avail¬ 
able, much of it conflicting, the ability 
to critically assess the value and validi¬ 
ty of many different points of view and 
to recognize the contexts out of which 
they arise will become increasingly cru¬ 
cial. This facility has been extremely 
important since books became wide¬ 
ly available, but making comparisons 
has been quite difficult. Now compar¬ 
ing should become easier, if people 
take advantage of the positive values 
computers offer. 

Computer designers can help as well. 
Networked computer media will initial¬ 
ly substitute convenience for verisimili¬ 
tude, and quantity and speed for expo¬ 
sition and thoughtfulness. Yet well-de¬ 
signed systems can also retain and 
expand on the profound ideas of the 
past, making available revolutionary 
ways to think about the world. As Post¬ 
man has pointed out, what is required 
is a kind of guerilla warfare, not to 
stamp out new f media (or old) but to 
create a parallel consciousness about 
media—one that gently whispers the 
debits and credits of any representa¬ 
tion and points the way to the “food.” 

For example, naive acceptance of on¬ 
screen information can be combated 
by designs that automatically gather 
both the requested information and 
instances in which a displayed “fact” 
does not seem to hold. 

An on-line library that retrieves only 
what it is requested produces tunnel 
vision and misses the point of libraries; 
by wandering in the stacks, people in¬ 
evitably find gems they did not know 
enough to seek. Software could easily 


provide for browsing and other seren¬ 
dipitous ventures. 

Today facts are often divorced from 
their original context. This fragmen¬ 
tation can be countered by programs 
that put separately retrieved ideas into 
sequences that lead from one thought 
to the next. And the temptation to 
“clay push,” to create things or collect 
information by trial and error, can be 
fought by organizational tools that 
help people form goals for their 
searches. If computer users begin with 
a strong image of what they w^ant to ac¬ 
complish, they can drive in a fairly 
straightforward way through their ini¬ 
tial construction and rely on subse¬ 
quent passes to criticize, debug and 
change. 

If the personally owned book was 
one of the main shapers of the Renais¬ 
sance notion of the individual, then the 
pervasively networked computer of the 
future should shape humans who are 
healthy skeptics from an early age. Any 
argument can be tested against the 
arguments of others and by appeal to 
simulation. Philip Morrison, a learned 
physicist, has a fine vision of a skepti¬ 
cal world: “...genuine trust implies the 
opportunity of checking wherever it 
may be wanted.... That is why it is the 
evidence, the experience itself and the 
argument that gives it order, that we 
need to share with one another, and 
not just the unsupported final claim." 

1 have no doubt that as pervasively 
networked intimate computers become 
common, many of us will enlarge our 
points of view. When enough people 
change, modem culture will once again 
be transformed, as it was during the 
Renaissance. But given the currenl state 
of educational values, I fear that, just 
as in the 1500s, great numbers of peo¬ 
ple will not avail themselves of the op¬ 
portunity for growth and will be left 
behind. Can society afford to let that 
happen again? 
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Infrastructure 
for the Global Village 

A high-capacity network 
will not be built 

without government investment 

by A1 Gore 


N ew technologies that enhance 
the ability to create and under¬ 
stand information have always 
led to dramatic changes in civilization. 
The printing press unleashed the forces 
that led to the birth of the modern na¬ 
tion-state. It made possible the wide¬ 
spread distribution of civic knowledge 
that enabled the average citizen to af¬ 
fect political decisions. 

Now r come distributed networks con¬ 
necting a myriad of computers, ranging 
from megaflop machines and work¬ 
stations to desktop and personal lap¬ 
top units, AH are becoming less expen¬ 
sive in each successive generation that 
emerges. There is no longer any doubt 
that such machines will reshape hu¬ 
man civilization even more quickly and 
more thoroughly than did the print¬ 
ing press, Gutenberg's invention, which 
so empowered Jefferson and his col¬ 
leagues in their fight for democracy, 
seems to pale before the rise of elec¬ 
tronic communications and innova¬ 
tions, from the telegraph to television, 
to the microprocessor and the emer¬ 
gence of a new computerized world— 
an information age. 


AL GORE was elected vice president of 
the U.S. in 1992 after representing Ten¬ 
nessee in the U.S. Senate for eight years 
and a Tennessee congressional district in 
the House of Representatives for eight 
years before that, A 1969 graduate of 
Harvard University, he also attended Van¬ 
derbilt University Divinity School and 
Vanderbilt Law School. In the Senate, 
Gore was chairman of the subcommittee 
on Science Technology and Space of the 
Commerce, Science and Transportation 
Committee, He was the author of the 
High Performance Computing Act of 
1990, which would create high-speed fi¬ 
ber-optic computer networks, and wrote 
legislation to encourage the development 
of liigh-definition television. 


As in the past, original thinking is 
required to develop a system that will 
enable our civilization to make the 
most sensible use of this potent tech¬ 
nology', There are valid concerns that 
computer networks threaten the priva¬ 
cy and personal freedom of Individu¬ 
als. There are equally valid worries that 
existing laws do not adequately protect 
the rights and liberties of computer 
users to express themselves in the new 
medium. 

Even so, such concerns should not— 
and indeed, probably cannot “halt the 
sweeping changes that are already tak¬ 
ing place. Just as information spewing 
forth from the printing press was soon 
protected in democratic states by a fair 
and workable legal and ethical code, so, 
too, a new body of common law is be¬ 
ing built to cope with the new medium 
of the computer network. Rather than 
holding back, the U.S. should lead by 
building the information infrastructure, 
essential if all Americans are to gain ac¬ 
cess to this transforming technology. 

T he unique way in winch the U.S, 
deals with information has been 
the real key lo our success. Cap¬ 
italism and representative democracy 
rely on the freedom of the individual, 
so these systems operate in a manner 
similar to the principle behind massive¬ 
ly parallel computers. These computers 
process data not in one central unit but 
rather in liny, less powerful units dis¬ 
tributed throughout the computer. 

Capitalism works on the same princi¬ 
ple. People who are free to buy and sell 
products or services according to their 
individual calculations of the costs and 
benefits of each choice process a rela¬ 
tively limited amount of information 
but do it quickly. When millions of in¬ 
dividuals process information simulta¬ 
neously, the aggregate result is incredi¬ 
bly accurate and efficient decisions. 


Similarly, representative democracy 
relies on the still revolutionary as¬ 
sumption that the best way for a na¬ 
tion to make political decisions is for 
all its citizens to process the informa¬ 
tion relevant to their lives and to ex¬ 
press their conclusions in free speech 
and in votes that are combined with 
those of millions of others to guide the 
system as a whole. Communism, by con¬ 
trast, attempted to bring all the infor¬ 
mation to a large and powerful cen¬ 
tral processor, which collapsed when it 
was overwhelmed by ever more com¬ 
plex information. 

Computers are providing people all 
over the U.S. with the ability 1 to process 
information and to use their creativity 
to challenge the world around them in 
ways never before imagined. More and 
more, computers are replacing tele¬ 
phones; more and more, computers are 
able to communicate as well as calcu¬ 
late. To realize the full benefit of the in¬ 
formation age, we need to take the next 
step: high-speed networks must be built 
that tie together millions of computers, 
providing capabilities that w r e cannot 
even imagine. Consider supercomput¬ 
ers. Although they are far more valuable 
than their weaker predecessors, they 
cannot be effectively linked together 
over existing ne tworks. 

in laboratories across our country, 
scientists and researchers armed with 
powerful supercomputers are using 
them to design more effective medi¬ 
cines, safer aircraft and automobiles 
and more efficient products. Scientists 
studying the earth's environment can 
produce complex climate models to 
help understand global warming and 
other critical atmospheric trends. 

Suppose that we had a national “co¬ 
laboratory" linking teams at different 
geographic locations so that research¬ 
ers could work together on projects in¬ 
volving computational science. Suppose 
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that a scientist or an engineer design¬ 
ing a product could immediately trans¬ 
fer a design to the manufacturer, who 
in turn could transfer it instantly to 
computer-operated machines ready to 
turn the idea into reality'. The benefits, 
both intellectual and economic, would 
be phenomenal. 

There have been advances in net¬ 
working technology. We have the tech¬ 
nical know-how to make networks that 
would enable a child to come home 
from school and, instead of playing Nin¬ 
tendo, use something that looks like a 
video game machine to plug into the 
Library of Congress. It could be possi¬ 
ble to gain access to the most powerful 
supercomputers in our nation from ev¬ 
ery PC in America—and to gain access 
to digital libraries, another key part of 
the national information infrastructure 
we need. 

It used to be that a nation’s trans¬ 
portation infrastructure determined 
success in international economic com¬ 
petition. Nations with deep-water ports 
did better than nations unable to ex¬ 
ploit the technology of ocean trans¬ 


portation. Canals, railroads, highways, 
water and sewer systems—the list is a 
long one—were infrastructure invest¬ 
ments found, through experience, to 
provide tremendous leverage for im¬ 
proving a nation’s competitiveness. 

Today transportation is less impor¬ 
tant compared with other factors, such 
as the ability to move information and 
to increase the value of this informa¬ 
tion. At the same time, however, we are 
confronted with massive and rapidly 
multiplying quantities of information. 
We are forced to deal with what I call 
“exformation”—accumulated surpluses 
of data that we know exist but are out¬ 
side our conscious aw'areness. 

Fields of specialization are becoming 
narrower and narrower as the amount 
of information continues to explode, 
doubling every six months in some dis¬ 
ciplines. In a sense, we have automated 
the process of gathering information 
without enhancing our ability to absorb 
its meaning. 

Our current national information pol¬ 
icy resembles the worst aspects of our 
old agricultural policy, which left grain 


rotting in thousands of storage silos 
while people were starving. We have 
warehouses of unused information “rot¬ 
ting,” while critical questions are left 
unanswered and critical problems are 
left unsolved. For example, the Lcmdsat 
satellite is capable of taking a complete 
photograph of the entire earth’s surface 
every two weeks. It has been operating 
for nearly 20 years. Yet more than 95 
percent of those images, which might 
be invaluable to farmers, environmen¬ 
tal scientists, geologists, educators, city 
planners and businesses, have never 
been seen by human eyes. 

Luckily, just as we confront this fan¬ 
tastic problem of so-called exforma¬ 
tion, all these silos filled with “rotting 
data," we see the appearance of the su¬ 
percomputer. These machines promise 
the ability' to configure or organize in¬ 
formation into a form easy for us to 
absorb. They can search through vast 
fields of data to find those bits that 
have special relevance at the moment. 

But first we must build a way to use 
it effectively. Typically, software devel¬ 
opment follow's hardware development, 



NETWORKING SESSION is carried on by Vice President A1 Gore ganized by CompuServe Information Service, enabled partid- 
at an electronic town meeting early in 1994. The session, or- pants to ask the vice president about the information highway. 
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and policy lags behind both. Vet it is 
policy that can determine whether we 
reap the benefits of this new technolo¬ 
gy, In too many cases, we have mas¬ 
tered the technology but failed to mus¬ 
ter the political commitment and the 
appropriate policies. 

Federal policies can make a difference 
in several key areas of the computer 
revolution. The U.S. Advanced Research 
Projects Agency (arpa), the National 
Aeronautics and Space Administration, 
the National Science Foundation and 
the Department of Energy have all spent 
millions of dollars developing the next 
generation of supercomputers. It is safe 
to say that without federal seed mon¬ 
ey, Cray Research and other American 
firms would not now dominate the 
world market for supercomputers. 

T he funds from those agencies 
have also built today's research 
computer networks, such as 
NSFNET, and underwritten the develop¬ 
ment of software for top-of-the-line 
machines. Additional federal research 
funding is also needed to develop easy- 
to-use applications for supercomputers 
and networks (especially in industry and 
medicine) and to train people in compu¬ 


tational science. The massive amounts 
of data in our information silos, much 
of it in electronic form, could be made 
available to researchers over networks. 
But resources are needed to put the 
data in a useful format and to catalogue 
and distribute them. 

Most important, we need a commit- 


To realize the full benefit 
of the information age, 
high-speed networks that 
tie together millions of 
computers must be built. 


ment to build the high-speed data high¬ 
ways, Their absence constitutes the larg¬ 
est single barrier to realizing the po¬ 
tential of the information age. Present 
policy, which is based on copper-wire 
networks, is hindering deployment of 
the new fiber technology. There is a 
policy gridlock—some say a "graphic 
jam”—because the interests that built 
and still run our existing infrastruc¬ 
ture resist changes that might intensify 
competition. 


Other countries, including not only 
advanced nations such as Japan and 
Germany but also many countries in 
the developing world that are just now 
building a universal telephone system, 
do not have this problem. If we do not 
break the communications gridlock, our 
Foreign competitors could once again 
reap the benefits of U.S. technology 
white we remain mired in the past. 

The most effective way to break the 
stalemate would be to show the Ameri¬ 
can people what fiber-optic networks 
could offer them. Most Americans are 
only vaguely familiar with even existing 
networks, yet they rely on networks 
every day. Everyone, from shoppers at 
the checkout counter to consumers 
making a withdrawal from an automat¬ 
ed teller machine, is dealing with a com¬ 
puter through a network. 

Thousands of researchers now use 
megabit-per-second networks to com¬ 
municate with computers a continent 
away. A few hundred people, exempli¬ 
fied by Robert E, Kahn, president of 
the Corporation for National Research 
Initiatives, are building even faster, 
gigabit networks to Link supercomput¬ 
ers, allowing two, three or more super¬ 
computers to work together as one. 



GLOBAL CONFERENCE over interactive television took place and Observation to Benefit the Environment. The program in- 
when Vice President Gore announced GLOBE: Global Learning volves teachers and students. 
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Slower networks that operate at 45 
megabits a second or less, like NSFNET, 
are being used by more than half a 
million researchers, educators and stu¬ 
dents at colleges, universities and fed¬ 
eral and private laboratories to commu¬ 
nicate with their colleagues, to access 
data bases and to collect data from 
remote instruments. Several high-tech 
enterprises, such as IBM and AT&T Bell 
Laboratories, also depend on such net¬ 
works. Banks and other financial insti¬ 
tutions, many factories and other busi¬ 
nesses now rely on networks that oper¬ 
ate in the range of 50,000 to 100,000 
bits per second to exchange electronic 
mail, financial transactions, stock quo¬ 
tations and a number of other types of 
information. 

Services like Prodigy, GEnie and Com¬ 
puServe are now in use in almost half a 
million homes. Children can use “elec¬ 
tronic encyclopedias” to finish their 
term papers, and their parents can keep 
up with the news, check bank balances 
and get consumer tips. Hundreds of 
schools are linked by low-speed (1,200- 
or 2,400-bit-per-second) networks, such 
as Kids’ Net, that allow students to ex¬ 
change electronic mail. 

N etworks thousands or even mil¬ 
lions of times faster would offer 
greater benefits. Today a child 
can go to a library and use a computer 
to get the title of a book. A faster net¬ 
work would bring the book to the child 
at home, pictures and all. But how do 
we get there? It is estimated that more 
than $100 billion of private invest¬ 
ment would be needed to connect op¬ 
tical fiber to every home, office, facto¬ 
ry, school, library and hospital. Unfor¬ 
tunately, the onslaught of technology 
is causing fierce competition between 
once separate entities in telecommuni¬ 
cations. The telephone companies want 
to transmit entertainment; the cable 
carriers are asking to get into the com¬ 
munications business. And businesses 
are turning to satellite communications 
carriers or installing private fiber-optic 
networks. 

All are regulated by vague, outdated, 
conflicting, constantly changing gov¬ 
ernment telecommunications policies. 
The result is that the private sector 
hesitates to jump in and make the in¬ 
vestment. We face the classic “chicken 
and egg” dilemma. Because there is no 
network, there is no apparent demand 
for the network; because there is no 
demand, there is no network. 

Consider the interstate highway sys¬ 
tem. It made sense for a postwar Amer¬ 
ica with lots of new automobiles clog¬ 
ging crooked, two-lane roads. But w r ho 


was going to pay for it? There was no 
private business that could afford it 
and no entrepreneur convinced it was 
worth it. Similarly, the private sector 
cannot afford to build the high-speed 
computer network we need and may 
not even be convinced of its value. 

But, like the interstate highway sys- 


If we do not break the 
communications gridlock, 
our competitors could once 
again reap the benefits while 
we remain mired in the past. 


tern, once this network is completed, 
the demand for its use will skyrocket. 
We are already seeing private and pub¬ 
lic concerns building feeder networks 
that, just as state roads feed into the 
interstate highways, could make the net¬ 
work more effective. More than 2,000 
separate networks make up the Inter¬ 
net, the largest national research net¬ 
work. The amount of traffic is growing 
at the rate of 10 percent a month. 

For more than 15 years, 1 have been 
working to change federal policy so that 
as a nation we will invest in the criti¬ 
cal infrastructure of information super¬ 
highways. 1 have fought for funding for 
the Internet and its successor, the Na¬ 
tional Research and Education Network 
(NREN), which will be almost 100 times 
faster. Its development costs, about 
$390 million in federal funds over the 
next five years, represent less than 1 
percent of federal research and devel¬ 
opment expenditures, yet this network 
could greatly enhance the productivi¬ 
ty and value of the other 99 percent 
of the research and education dollars 
we spend. 

The national network represents a 
demonstration project that should build 
public support and influence public 
policy. I see it as an electronic battering 
ram to knock down obsolete policies 
and outdated skepticism. Already the 
national network as an idea is serv¬ 
ing as a catalyst for action by schools 
and universities, businesses and re¬ 
search centers and even state and local 
governments. 

Adequate federal investment and 
leadership will give us the power to 
leverage the millions of dollars into 
something greater than the sum of its 
parts. Federal leadership is needed to 
provide direction and coordination. Fed¬ 
eral dollars represent an initial, rather 
than an ongoing, investment, intended 
to spark the development that will cre¬ 


ate the demand for this network as a 
commercial enterprise. 

The “demonstration effect” of the 
national network will rapidly develop 
enormous demand for the new infor¬ 
mation services its high capacity will 
make possible. It will link the hundreds 
of computer networks, operated by 
state and local governments, nonprofit 
and for-profit corporations, universi¬ 
ties and others, to a federally funded 
“backbone,” capable of transmitting 
billions of bits of data per second. 

Without federal funding for this na¬ 
tional network, we w ould end up with 
a balkanized system, consisting of doz¬ 
ens of incompatible parts. The strength 
of the national network is that it will 
not be controlled or run by a single en¬ 
tity. Hundreds of different players will 
be able to connect their own networks 
to this one. 

T he potential benefits of a high¬ 
speed network are so obvious 
and so great that a strong, broad 
coalition has formed in support. The 
research and education community, the 
telecommunications industry, the com¬ 
puter industry and other high-tech in¬ 
dustries are all enthusiastic. 

But although there is much agree¬ 
ment on the need for the national net¬ 
work, there is still controversy over the 
next step, the creation of a commercial, 
ubiquitous, fiber-optic system that can 
reach into almost every American home. 
Various sectors of the communications 
industry—the long-distance telephone 
companies, the regional Bell operating 
companies, the cable companies—each 
want a central role. 

It will be up to federal and state pol¬ 
icymakers to determine how best to 
build a universal, high-speed network, 
to reconcile the competing corporate 
interests and to create a network that 
maximizes the benefits enjoyed by all 
Americans. Given the pace at which 
networking technology is changing, our 
efforts will demand more than just vi¬ 
sion, leadership and commitment. Flex¬ 
ibility and a willingness to change the 
details of the plan while constantly mov¬ 
ing forward will be required. 

Building the national network will be 
only the first step. That done, we could 
focus on a telecommunications policy 
that would resolve the telephone-cable 
debate, decide what the Baby Bells can 
and cannot do and confront the chal¬ 
lenge presented by other telecommuni¬ 
cations issues. We cannot afford to re¬ 
main deadlocked. The alternative is to 
wait until other nations show us how T 
to take advantage of this technology— 
and they will. We must move first. 
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Common Law 
for the Electronic Frontier 

Networked computing challenges 
the laws that govern 
information and ownership 

by Anne W. Branscomb 


C yberspace,” says John R Barlow, 
computer activist and co-foun¬ 
der of the Electronic Frontier 
Foundation, “remains a frontier region, 
across which roam the few ? aboriginal 
technologists and cyberpunks who can 
tolerate the austerity of its savage com¬ 
puter interfaces, incompatible commu¬ 
nications protocols, proprietary' barri¬ 
cades, cultural and legal ambiguities, 
and general lack of useful maps or 
metaphors. 11 

It looks much the same to the legal 
profession. As networks become less 
die toys of the console cowboys and 
more ubiquitous in the daily lives of or¬ 
dinary computer users, a new breed of 
lawyers is trying to adapt existing law's 
to the electronic frontier. 

The behavior of computer users in 
cyberspace, a term for electronic space 
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coined by science fiction wTiter William 
Gibson, confounds the carefully honed 
skills of lawyers to make sense of the 
morass of new uses of informaiion tech¬ 
nology. The electronic environment of 
computer networks is marked by versa¬ 
tility, complexity, diversity and extra¬ 
territoriality, All these characteristics 


“Computer crackers" 
will push the limits of 
network security against 
barriers to the free 
flow of information. 


pose challenges to the laws that govern 
generating, orga n iz i ng, transmitting and 
archiving information. 

Today the exchange of information in 
a network can defy efforts to stop dis¬ 
tribution by the very' speed with which 
the deed is accomplished via satellites 
and optical fibers. In 1988 it took only 
a matter of hours for the Worm, a rogue 
computer program, designed by Cor¬ 
nell University graduate student Ruberi 
T. Morris, Jr. T to circulate through and 
disable the Internet, the network used 
by scientists. 

The ease with which electronic im¬ 
pulses can be manipulated, modified 
and erased is hostile to a deliberate legal 
system that arose in an era of tangible 
things and relies on documentary evi¬ 
dence to validate transactions, incrim¬ 
inate miscreants and affirm contractual 
relations. What have been traditionally 
known as letters, journals, photographs, 
conversations, videotapes, audiotapes 
and books merge into a single stream 
of undifferentiated electronic impulses. 

The complex environment and fluid 
messages make it difficult to determine 


w'hich version of a document or elec¬ 
tronic envelope is the draft or review' 
or “published” copy. The diversity of 
inputs and outputs also makes it diffi¬ 
cult to determine wlio is author, pub¬ 
lisher, republisher, reader or archivist. 

Under the 1976 revision of the Copy¬ 
right Law, one must assume that any 
original wnrk is protected by an unpub¬ 
lished copyright until published. Conse¬ 
quently, when precisely a work is pub¬ 
lished and under what proviso it is re¬ 
leased are matters of considerable legal 
interest. Is the electronic record a copy¬ 
rightable “writing "? If so, would the 
copyright be held by an individual or a 
group? Suppose some members of a 
group wish to extract portions of the 
conversation and transmit them to oth¬ 
ers. Would that constitute fair use or 
misuse? 

T hus, the information industry, 
which has thrived on a conve¬ 
nient arrangement between vest¬ 
ed interests of authors, publishers and 
libraries, is now confronting a different 
economic environment. Computer us¬ 
ers have greater freedom to reach out 
and draw from a digital environment 
chunks of data in different forms. It is 
difficult to sort out who is entitled to 
compensation or royalties from which 
use of data. Moreover, when a distribut¬ 
ed network has multiple participants, it 
will be more complicated to determine 
w'ho is entitled to claim recompense for 
value added. 

Lawy ers, for w hom legal jurisdiction 
involves the statutory reach of persons 
residing within certain boundaries, are 
further confounded by the extraterri¬ 
toriality lor nonterritoriality) of cyber¬ 
space. Electronic communities abound 
as nodes tied together in a network, 
be they independent computer bulletin 
boards or information network provid 
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ers such as CompuServe, Prodigy, or the 
Electronic Information Exchange Sys¬ 
tem (EIES ). 

The earliest global networks, such as 
the Society for Worldwide Interbank Fi¬ 
nancial Telecommunication (SWIFT), a 
system that transfers funds electroni¬ 
cally, operate under very stringent rules 
to which member banks subscribe when 
entering the system. University net¬ 
work services are scurrying to set up 
their own codes of conduct in the af¬ 
termath of the Internet Worm. How 
these codes of conduct will mesh with 
local, state and national laws will prove 
challenging. 

A dialogue held on the Whole Earth 
’Lectronic Link (WELL), a computer net¬ 
work operated out of Marin County, 
Calif., by Stewart Brand of Whole Earth 
Catalog fame, suggests that “computer 
crackers” will push the outer limits of 
network security as long as any barrier 
exists to the free flow of information. A 
recent revolt of Prodigy subscribers pro¬ 
testing censorship of electronic messag¬ 
es indicates that users want more voice 
in determining the rules under which 
they will participate. 

Yet what information should be free? 
Weather forecasts, perhaps news of 
impending disasters, epidemics, pests, 
volcanic eruptions? It is inconceivable 
that we should contemplate a society 
in which everybody must pay a meter 
to learn that a hurricane is on the way. 
But as more and more information is 
provided by the private rather than the 
public sector, the line between what is 
public and what is private blurs. 

Moreover, the demarcation between 
public and private seems to change 
constantly. What was yesterday freely 
obtainable (network sporting events) 
comes today on a pay-as-you-go basis 
(on cable channels). Indeed, one ob¬ 
stacle to networked videotex services 
has been a reluctance of consumers to 
pay for information in electronic form 
when it is available in printed form at 
lower cost. 

T he privatization and commercial¬ 
ization of inf ormation do not sit 
well with computer hackers, who 
look on computer networks as an open, 
sharing society in which the skilled 
contribute to the welfare of the coop¬ 
erative. Yet, like pioneers on the West¬ 
ern frontier, they are confronted by 
those who wish to fence in their private 
domains. 

Many computer professionals, for ex¬ 
ample, have objected to the proprietary 
control of user interfaces, which pro¬ 
grammers need to design compatible 
and sometimes competitive products. 


One such group, known as the nuPro- 
metheus League (for the Titan who stole 
fire from the gods and gave it to human¬ 
kind), distributed some of the source 
code of Apple Computer’s Macintosh 
to a variety of computer professionals. 

The distribution was apparently a 
protest against aggressive litigation 


The common law 
of cyberspace will 
evolve as users 
seek consensual solutions 
to common problems. 


Apple had instigated against Hewlett- 
Packard Company and Microsoft Cor¬ 
poration. Apple claimed copyright in¬ 
fringement of its source code on the 
grounds that software sold by the de¬ 
fending companies appropriated the 
“look and feel” of its user interface. 

The letter accompanying the distri¬ 
bution of the source code was signed 
“nuPrometheus League (Software Art¬ 
ists for Information Dissemination)" 
and stated: “Our objective at Apple is 
to distribute everything that prevents 
other manufacturers from creating le¬ 
gal copies of Macintosh. As an organi¬ 
zation, the nuPrometheus League has 
no ambition beyond seeing the genius 
of a few Apple employees benefit the 
entire world, not just dissipated by Ap¬ 
ple through litigation and ill will.” 

Apple management, which had once 
encouraged the sharing of software on 
floppy disks to encourage the use of its 
computers, promised to prosecute “to 
the full extent of the law." It declared 
that those in possession of the code 
were recipients of stolen property and 
could be prosecuted under federal laws 
that prohibit mailing stolen property 
across state lines. 

But U.S. law r also has traditionally 
recognized that much information is 
free-ly available for all the world to 
take and develop as a shared resource. 
Indeed, the recent Supreme Court deci¬ 
sion of Feist Publications v. Rural Tele¬ 
phone Service Company confirms that 
the concept of shared information is 
alive and well. 

In this case, an independent tele¬ 
phone company refused to license the 
use of its telephone directory to Feist 
Publications, which packaged wider-area 
directories. So Feist proceeded to ex¬ 
tract the numbers, claiming they were 
facts that were not susceptible to copy¬ 
right protection. 

The Supreme Court agreed, putting 


to rest the labored efforts of a long line 
of lower courts that attempted to craft 
a “sweat of the brow” theory to cover 
the substantial investment made by 
data-base providers in gathering, pro¬ 
cessing, packaging and marketing their 
information products. 

The application of intellectual prop¬ 
erty’ concepts to data bases may be¬ 
come more complex as a result of the 
Feist decision. Under the copyright ru¬ 
bric, only original expression may be 
copyrighted, not facts or ideas. Com¬ 
puters can scan pages of data, and, pre¬ 
sumably, as long as they do not copy 
the exact organization or presentation 
or the software programs used to sort 
the information, they may not be in¬ 
fringing the copyright of the “compila¬ 
tion,” the legal hook on which data bas¬ 
es now hang their protective hats. 

Unless Congress or the states clarify 
what in a data base can be protected, 
information providers will have to con¬ 
tinue to rely largely on contracts with 
their users. It is not entirely clear, how¬ 
ever, whether a contract that appears 
momentarily on the screen prior to use 
is valid if the user has had no opportu¬ 
nity' to negotiate the terms. Surely, infor¬ 
mation will not be shared with competi¬ 
tors unless some quid pro quo is offered 
or some eleemosynary' motive is appar¬ 
ent. Giving away the fruits of intellectual 
labor without fair and equitable compen¬ 
sation is a policy not destined to survive 
the rigors of a marketplace economy. 

A t the other end of the spectrum 
/\ of the debate over public and 
JL \. private information are the pro¬ 
testers who would like to control the 
distribution of personal information 
about themselves. As more computer 
networks come on-line, more users are 
becoming aware that personal data are 
being gathered and correlated for some¬ 
one else’s purposes. The regulation of 
transaction-generated information, such 
as the records from telephone calls or 
credit-card purchases, is a legal night¬ 
mare waiting to happen. 

This issue caught the public inter¬ 
est through the controversy over call¬ 
er I.D., or automated number identifi¬ 
cation, which allows holders of “800” 
numbers—or anyone subscribing to the 
service—to read a caller’s number from 
a video terminal. This feature permits 
marketers to greet callers by their first 
names but, more important, to corre¬ 
late their names and addresses with 
purchasing habits. 

In fact, the telephone number is fast 
becoming at least as important an 
identifier as the social security card 
or the driver’s license number (which 
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are one and the same in many states). 
Transaction-generated information can 
be mixed and matched with census 
data, postal codes and such other pub¬ 
licly available information as automo¬ 
bile and boat registrations, birth regis¬ 
trations and death certificates. 

This information, which has long 
been available to small marketers at a 
prohibitive cost from such large cor¬ 
porate information gatherers as Equi¬ 
fax Marketing Decision Systems, can 
provide precise profiles of potential 
buyers. But when Equifax joined forc¬ 
es with Lotus Development Corpora¬ 
tion to offer an inexpensive product 
called Lotus Marketplace, a set of opti¬ 
cal disks containing data on 80 million 
households and more than 120 million 
individuals, 30,000 people wrote in to 
have their names removed from the 
data base. 

Yet that data base is typical of the 
type of information that is available 
when credit cards or any electronically 
readable media are used to make a pur¬ 
chase. Kmart Corporation, Sears, Roe¬ 
buck and Co. and j. L. Hudson Compa¬ 
ny collect point-of-sale data from cred¬ 
it-card customers and either reward 
frequent buyers or appeal to their 
tastes and buying habits. One of the 
most aggressive of the new "relation¬ 
ship marketers 1 ’ is Quaker Oats, which 
has a data base of 35 million house¬ 
holds to whom it sends discount cou¬ 
pons and tracks their redemption. Citi¬ 
corp has been experimenting with a 
data base of two million consenting 
customers who shop at supermarket 
chains across the country. 

C learly, the uproar over Lotus 
Marketplace, which caused it to 
be canceled, indicates that citi¬ 
zens are becoming apprehensive about 
the information about them that is be¬ 
ing collected and correlated. Yet digi¬ 
tal data are almost totally unregulated 
because they do not neatly fit into any 
of the legal boxes we have developed 
over the past 3 00 years. Traditional¬ 
ly the established laws governing com¬ 
munications apply specifically to mail, 
newspaper, cable television and radio 
broadcasting, in their separate legal pig¬ 
eonholes. Signals in a digital environ¬ 
ment do not differentiate among voice, 
video and data. 

Already the lines between cable and 
broadcasting are becoming indistinct, as 
are the lines between what constitutes 
a common carrier (the telephone net¬ 
work) and a content provider (newspa¬ 
pers, journals and books). The common 
carriers, such as Bell operating compa¬ 
nies, are petitioning to become infor¬ 


mation providers as a quid pro quo for 
installing optical fiber to the home that 
will facilitate the fully digital and net¬ 
worked environment of the future. 

Ironically, the telephone companies 
are being besieged by demands to ex¬ 
ercise control over the obscenity and 
pornography offered on the “900” paid- 


The ease with which 
electronic impulses can 
be manipulated, modified 
and erased is hostile to 
a deliberate legal system. 


access calls, as anxious parents deplore 
salacious conversations as well as ex¬ 
cessive charges on their telephone bills. 
But in late 1990, when Prodigy, an on¬ 
line service owned by IBM and Sears, 
admitted to controlling the content of 
messages posted on electronic bulletin 
boards, it met with just the opposite 
reaction from users. 

Prodigy was accused of censorship 
for curtailing an on-line discussion crit¬ 
ical of its rates and for discontinu¬ 
ing several controversial computer con¬ 
ferences involving sexual preferences. 
The public debate blossomed into a full- 
fledged airing of the nature of open dis¬ 
cussion on electronic media. 

Prodigy contended that it had the 
right to screen public messages post¬ 
ed on bulletin boards and conferences, 
on the basis that it was similar to the 
Walt Disney Productions cable chan¬ 
nel, a family service. Many users dis¬ 
agreed. They likened the electronic fo¬ 
rums in which they participated to the 
coffeehouses of Paris or a street cor¬ 
ner or a private gathering in one of 
their homes. 

Indeed, electronic bulletin boards 
(many operated by individuals who al¬ 
low access only to their friends) have 
grown up in an atmosphere of open, 
uninhibited discussion. The WELL, for 
example, operates under the assump¬ 
tion that each person owns and Is re¬ 
sponsible for whatever he or she says. 

Whether the law will recognize such 
individual responsibility and control in 
electronic media remains to be seen. 
Nor is it certain that the law 7 will ab¬ 
solve the network provider from liabili¬ 
ty for messages it allowed to be "pub¬ 
lished” or distributed. Indeed, there is 
considerable danger that the law will at¬ 
tempt to cover all electronic media un¬ 
der the same rubric without recogniz¬ 
ing the vast diversity of networks— 
and diverse forms of communication 


within the same service—that are cur¬ 
rently developing, some with unique 
cultures. 

Law enforcement agents are stopping 
up the efforts to arrest computer hack¬ 
ers, a term that has come to mean un¬ 
scrupulous youngsters w ho wreak hav¬ 
oc with computer systems. In February 
1990 members of a hacker group called 
the Legion of Doom were arrested and 
charged with breaking into the com¬ 
puters of BellSouth. Three of the tar¬ 
gets later pleaded guilty to stealing a 
BellSouth text file for its 911 emergen¬ 
cy telephone system. 

Then, in May 1990, a two-year Secret 
Service operation called Sundevil cul¬ 
minated in 27 simultaneous searches 
in which 40 computer systems were 
seized. One indictment for publishing 
the information w 7 as dropped because 
the defendant's lawyer convinced the 
authorities that the material was already 
published. Others spent many months 
awaiting indictment without the return 
of equipment that was seized. 

Sundevil precipitated an outcry from 
computer professionals that constitu¬ 
tional rights were being trampled on, 
and the Electronic Frontier Foundation, 
devoted to protecting those rights, was 
established. The incident itself, how¬ 
ever, is indicative of the confusion sur¬ 
rounding legal concepts that have sur¬ 
vived the test of time in the noncom¬ 
puter world but may not stand up to 
scrutiny in the electronic context. 

Property has traditionally been some¬ 
thing that can be transferred from place 
to place or person to person. Theft is 
defined as "depriving the owner of the 
use thereof.” In an electronic environ¬ 
ment, although a piece of software or 
a component of a data base may be 
valuable, the intruder who accesses if 
without authorization is not depriving 
the owners or authorized users of its 
use, unless the data are maliciously de¬ 
stroyed or distorted. 

S ome forms of miscreant behav¬ 
ior, such as introducing a mes¬ 
sage bearing a virus into a net¬ 
work, may not be destructive. Never¬ 
theless, they may clog the computer’s 
memory, denying authorized users ac¬ 
cess to their data. Any unauthorized en¬ 
try whatever alarms network managers 
because they fear some undesirable and 
deleterious consequence. 

A "hacker” law recently enacted in 
the ILK. makes unauthorized entry 
punishable as a misdemeanor and en¬ 
try with malicious intent a felony. In 
the U.S., several states have passed spe¬ 
cial legislation to expand their comput¬ 
er crime laws to cover the insertion of 
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viruses and other rogue programs into 
software or network systems. 

Proposed federal legislation would 
expand the Computer Fraud and Abuse 
Act of 1986 to cover “reckless disre¬ 
gard” for the consequences in addition 
to specific intent to cause damage or 
harm. There is also a move to enlarge 
the definition of venue. Such legislation 
would make it possible to try an al¬ 
leged perpetrator in any stale through 
which, from w'hich or into w r hkh some 
part of the transmission is found to 
have occurred. 

Another potential legal issue sur¬ 
rounds the ability of computers to alter 
and distort data and images. With com¬ 
puterized capability to ait and paste 
images, what you see may not be what 
actually took place. An incident that 
occurred in the weeks just before the 
election of November 6, 1990, in Mas¬ 
sachusetts may be a harbinger of more 
widespread controversies. A popular 
Boston television journalist, Natalie Ja¬ 
cobson, interviewed the two contend¬ 
ers in the gubernatorial race. Both can¬ 
didates, John Silber and William Weld, 
were filmed in their homes to let the 
viewers see the intimate sides of their 
characters and family lives. 

During the interview, however, Sil¬ 
ber berated the audience for denigrat¬ 
ing those women who, like one of Ms 
daughters {as well as his wife), chose to 
dedicate their lives to the care of hus¬ 
band, home and children. The implica¬ 
tion of Ms comments was that working 
mothers who left children in day care 
were selfish and uncaring. 

The outburst so ruffled working wom¬ 
en, a large voting bloc, that the Weld 
campaign incorporated this segment 
into a political advertisement. The im¬ 
age of Silber, however, was enlarged and 
slighdy distorted, so that he appeared 
more menacing than in the original 
shot, in addition, taking the conver¬ 
sation out of context made Ms words 
sound more threatening. The ad was 
widely criticized, and the Sober cam¬ 
paign took immediate action to have 
it withdrawn. 

The incident raises interesting polit¬ 
ical as well as legal issues about the 
ease with wMch voice, data and imag¬ 
es can be downloaded and manipulat¬ 
ed almost instantaneously for retrans¬ 
mission. Should a temporary restraining 
order have been available to prevent 
television stations from broadcasting 
the spot, or would that have constitut¬ 
ed prior restraint? Should Silber have a 
case against Weld for libel or slander? 
If so, what is the appropriate penalty, 
recompense or sanction? 

On the other hand, should the tele¬ 


vision station have a right of action 
against the Weld campaign or other 
broadcasters for copyright infringement 
for carrying an excerpt from a copyright¬ 
ed newsmagazine? Should the television 
correspondent have a right of action 
against Weld for distorting the image 
or changing its context? Was the copy- 


Cyberspace is a frontier 
where territorial rights 
are being established and 
electronic environments 
are being differentiated. 


ing and rebroadcast of the segment a 
“fair use" of Jacobson's work product? 

Still other relatively unexplored legal 
territory- surrounds the way companies 
conduct business over networks. A re¬ 
cent California case, Revlon v. Logisticon, 
Inc., was the computer-age equivalent 
of shutting off the phones for nonpay¬ 
ment. On October 16, 1990, Logisticon, 
a software firm, brought the operations 
of Revlon, the cosmetics firm, to a dead 
halt by remotely disabling die software 
that managed the distribution of Rev¬ 
lon's products from warehouse to retail 
stores. Logisticon justified the curtail¬ 
ment of service because Revlon had re¬ 
fused to make the next scheduled pay¬ 
ment under its contract. 

LogisEicon's action, which was char¬ 
acterized by a Revlon vice president as 
“commercial terrorism,*' resulted in a 
loss of three days of activity at Rev¬ 
lon’s main distribution centers. Revlon 
raced to court, accusing Logisticon of 
extortion, breach of contract and tres¬ 
pass, among other complaints. Logisti¬ 
con claimed a right to disable the soft¬ 
ware because Revlon had refused to 
honor the next payment 
The legal issues are myriad. Who 
"owned* 1 the software installed with¬ 
in the Revlon business offices? Was the 
agreement a “purchase” of software or 
a “license” to use software? And does 
it make a difference? Did Logisticon 
act improperly by disengaging its soft¬ 
ware so precipitously, or was it acting 
witMn its legal rights in disabling the 
use of its proprietary product? Should 
it have disclosed to Revlon the exis¬ 
tence of the remote capability' to dis- 
able the software? 

E ven more important than the 
substance of the legal issues that 
will arise from data networks is 
the question of what group will deter¬ 
mine which laws or operating rules 


shall apply. Nowhere is tiiis more clear 
than in the emergence of computer 
bulletin boards such as the WELL. 

Without question, computer bulletin 
boards are an electronic hybrid, parts 
of which may be looked on either as 
public or private, depending on the 
desires of the participants. These are 
analogous to mail, conversations, jour¬ 
nals, chitchat or meetings. Under nor¬ 
mal circumstances, this electronic en¬ 
vironment might be considered more 
like a street comer where one is enti¬ 
tled to make informal remarks to one’s 
intimate friends. 

But many bulletin boards are ac¬ 
cessed by users intent on “publication" 
for the record—scientists pursuing com¬ 
mon interests in a research project, for 
instance. The cooperative writing may 
therefore have substantial liistorical, 
political or scientific value as a publish¬ 
able research paper or journal article or 
treatise or textbook. 

A community' is usually governed by 
its duly enacted law's, which represent 
the ethical values of the group. But what 
if the computer conference or electron¬ 
ic bulletin board crosses the borders of 
two or more states or nations? In that 
case, more than one legal system may 
apply with rules that differ within the 
separate legal dominions. Should the 
community’s law's be those of the geo- 
grapMc or the electronic locus? If the 
latter, how should the laws be promul¬ 
gated? Who should administer them? 
What sanctions should enforce them? 
What institutions are responsible for 
resolving disputes in the global infor¬ 
mation marketplace? 

C yberspace is a frontier where 
territorial rights are being estab¬ 
lished and electronic environ¬ 
ments are being differentiated in much 
the way the Western frontier w r as 
pushed back by voyageurs, pioneers, 
miners and cattlemen. .And the entre¬ 
preneurs are arriving with their new 
institutions and information technolo¬ 
gy', in much the same way as the pony 
express and railroads pioneered com¬ 
munications networks during the 19th 
century'. 

Lawmaking is a complicated pro¬ 
cess that takes place in a larger uni¬ 
verse than the confines of legislatures 
and courts. Many laws arc never written. 
Many statutory' laws are never enforced. 
Legal systems develop from community 
standards and consensual observance 
as w r ell as from litigation and legislative 
determination. So, too, will the common 
law T of cyberspace evolve as users ex¬ 
press their concerns and seek consensu¬ 
al solutions to common problems. 


The Computer in the 2 1 st Century 163 





Quantum Cryptography 

For ages, mathematicians have searched for a system that would allow two 
people to exchange messages in absolute secrecy. Quantum mechanics has 
now joined forces with cryptology to achieve a major step in that direction 

by Charles H. Bennett, Gilles Brassard and Artur K. Ekcrt 


I n his classic short story “The Gold 
Bug/' published in 1843, Edgar Allan 
Poe explains the rudiments of code 
breaking and ventures the opinion that 
the human mind can break any cipher 
that human ingenuity could devise. Dur¬ 
ing the subsequent century and a half, 
the contest between code makers and 
code breakers has undergone reversals 
and complications that would have de¬ 
lighted Poe. An unbreakable cipher was 
invented in 1918, although its unbreak- 
ability was not proved until the 1940s, 
This cipher was rather impractical be¬ 
cause it required the sender and receiv¬ 
er to agree beforehand on a key^a 
large stockpile of secret random digits, 
some of which were used up each time 
a secret message was transmitted. More 
practical ciphers with short, reusable 
keys, or no secret key at all, were devel¬ 
oped in the 1970s, but to this day they 
remain in a mathematical limbo, having 
neither been broken nor proved secure. 

A recent unexpected development is 
the use of quantum mechanics to per¬ 
form cryptographic feats unachievable 
by mathematics alone. Quantum cryp¬ 
tographic devices typically employ indi¬ 
vidual photons of light and take advan¬ 
tage of Heisenberg’s uncertainty prin¬ 
ciple, according to which measuring 
a quantum system in general disturbs 
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it and yields incomplete information 
about its state before the measurement. 
Eavesdropping on a quantum communi¬ 
cations channel therefore causes an un¬ 
avoidable disturbance, alerting the le¬ 
gitimate users. Quantum cryptography 
exploits this effect to allow two parties 
who have never met and who share no 
secret information beforehand to com¬ 
municate in absolute secrecy under the 
nose of an adversary. Quantum tech¬ 
niques also assist in the achievement of 
subtler cryptographic goals, important 
in the post-cold war world, such as en¬ 
abling two mutually distrustful parties 
to make joint decisions based on pri¬ 
vate information, while compromising 
its confidentiality as little as possible. 

T he an of cryptography began at 
least 2,500 years ago and has 
played an important role in his¬ 
tory ever since. Perhaps one of the 
most famous cryptograms, the Zim- 
mermann Note, propelled the U.S. into 
World War L When the cry ptogram was 
broken in 1917, Americans learned that 
Germany had tried to entice Mexico to 
join its war effort by promising Mexico 
territories in the U.S. 

Around this time Gilbert S. Vernam 
of .American Telephone and telegraph 
Company and Major Joseph O. Mau- 
borgne of the U.S. Army Signal Corps 
developed the first truly unbreakable 
code called the Vernam cipher {see box 
on page 166 J. One distinctive feature 
of the code is its need for a key that is 
as long as the message being transmit¬ 
ted and is never reused to send anoth¬ 
er message. (The Vernam cipher is also 
known as the one-time pad from the 
practice of furnishing the key to spies 
in the form of a tear-off pad, each sheet 
of which was to be used once and then 
carefully destroyed.) The discovery 5 of 
the Vernam cipher did not create much 
of a stir at the time, probably because 
the cipher’s unbreakability was not de¬ 
finitively proved until later and be¬ 
cause its massive key requirements 
made it impractical for general use. 


Because of this limitation, soldiers and 
diplomats continued to rely on weaker 
ciphers using shorter keys. Consequent¬ 
ly, during World War II, the Allies were 
able to read most of the secret mes¬ 
sages transmitted by the Germans and 
Japanese. These ciphers, though break¬ 
able, were by no means easy to crack. 
Indeed, the formidable task of breaking 
increasingiy sophisticated ciphers was 
one of the factors that stimulated the 
development of electronic computers. 

Academic interest in cryptology' grew 
more intense in the mid-1970s, when 
Whitfield Diffie and Martin E. Heilman 
of Stanford University and Ralph C. 
Merkle of the University of California 
at Berkeley discovered the principle of 
public-key cryptography (PKC). In 1977 
Ronald L, Rivest, Adi Shamir and Leon¬ 
ard M. Adleman, then at die Massachu¬ 
setts Institute of Technology, devised 
a practical implementation [see “The 
Mathematics of Public-Key Cryptogra¬ 
phy,by Martin E. Heilman; Scientific 
American, August 1979], 

Pub lie-key cryptosystems differ from 
all previous schemes in dial parties 
wishing to communicate do not need 
to agree on a secret key beforehand. 
The idea of PKC is for a user, whom we 
shall call Alice, to choose randomly a 
pair of mutually inverse transforma¬ 
tions to be used for encryption and de¬ 
cryption; she then publishes die instruc- 
dons for performing encryption but not 
decryption. Another user, Bob, can then 
use Alice's public-encryption algorithm 
to prepare a message that only she can 
decrypt. Similarly, anyone, including Al¬ 
ice, can use Bob’s public-encryption al¬ 
gorithm to prepare a message that only 
he can decrypt* Thus, Alice and Bob can 
converse secretly even though they 
share no secret to begin with. Public-key 
cryptosystems are especially suitable 
for encrypting electronic mail and com¬ 
mercial transactions, which often occur 
between parties w r ho, unlike diplomats 
and spies, have not anticipated their 
need to communicate secretly. 

Offsetting this advantage is die fact 
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that public-key systems have not been 
proven to be secure. Indeed, in 1982 
Shamir, now at the Weizmann Insti¬ 
tute of Science in Israel, cracked one of 
the early public-key cryptosystems, the 
knapsack cipher. Poe could be smiling 
from the grave, knowing there is a clev¬ 
er method of attack, as yet undisco 
ered, that could break any of these ci¬ 
phers in a few minutes. 

S everal years before the discovery 
of public-key cryptography, an¬ 
other striking development had 
quietly taken place: the union of cryp¬ 
tography with quantum mechanics. 
Around 1970 Stephen J. Wiesner, then 
at Columbia University, wrote a paper 
entitled “Conjugate Coding,* explaining 
how quantum physics could be used, 
at least in principle, to accomplish two 
tasks that were impossible from the 
perspective of classical physics. One 
task was a way to produce banknotes 
that w'ould be physically impossible to 
counterfeit. The other was a scheme for 
combining two classical messages into 
a single quantum transmission from 
which the receiver could extract cither 
message but not both. Unfortunate¬ 
ly, Wiesner’s paper w f as rejected by the 
journal to which he sent it, and it went 
unpublished until 1983. Meanwhile, in 
1979, two of us (Bennett and Brassard} 
who knew of Wiesner 1 s ideas began 


thinking about how r to combine them 
with public-key cryptography. We soon 
realised that they could be used as 
a substitute for PKC: two users, who 
shared no secret initially, could com¬ 
municate secretly, but now with abso¬ 
lute and provable security, barring vio¬ 
lations of accepted physical laws. 

Our early quantum cryptographic 
schemes, developed between 1982 and 
1984, were somewhat impractical, but 
refinements over the next few r years 
culminated in the building of a fully 
working prototype at the IBM Thomas 
J. Watson Research Center in 1989. 
John Smolin, now at the University of 
California at Los Angeles, helped to 
build the electronics and optics for the 
apparatus, and Frangois Bessette and 
Louis Salvail of the University of Mon¬ 
treal assisted in writing the software. 
At about the same time, the theoretical 
ideas of David Deutsch of die Universi¬ 
ty of Oxford led one of us (Ekert) to 
conceive of a slightly different crypto¬ 
system based on quantum correlations, 
in early 1991, utilizing ideas conceived 
by Massimo Palma of the University of 
Palermo, John Rarity and Paul Tapster 
of (he British Defence Research Agency- 
started experiments implementing Ek- 
erfs cryptosystem. 

To explain how such systems work, 
we need to describe in more detail some 
aspects of the mathematics of classical 


cryptography, especially the role of the 
key. In the early days of cryptography 
tlie security of a cipher depended on the 
secrecy' of the entire encryption and de¬ 
cryption procedure. Today such proce¬ 
dures are usually known publicly, but 
the key is kept secret. In such ciphers 
the key is used to control and custom¬ 
ize the encryption and decryption pro¬ 
cesses in such a w r ay that an adversary 
who has intercepted the cryptogram 
and knows the general method of en¬ 
cryption but not the key will not be able 
to infer anything useful about the origi¬ 
nal message. Consequently, the crypto¬ 
gram may be broadcast over a public 
channel such as a radio or printed in a 
newspaper. The key, however, must be 
sent through a very' secure private chan¬ 
nel, such as a clandestine meeting or a 
delivery' by a trusted courier. Although 
the distribution of a key over private 
channels is expensive, it makes possi¬ 
ble subsequent secret communication 
over inexpensive public channels. 

Ultimately, the security of a crypto¬ 
gram depends on the length of the key. 
In two brilliant papers written in the 
1940s, Claude E. Shannon, then at Bell 
Laboratories, showed that if the key is 
shorter than the message being encrypt' 
cd, some information about the mes¬ 
sage can be inferred from the crypto¬ 
gram by a sufficiently powerful adver¬ 
sary. This leakage of information occurs 



QUANTUM DEVICE generates and measures extremely faint information [see illustration on pages 170 and 1 7J]. On aver- 
flashes of polarized light, providing a secure way to transmit age, each flash consists of one tenth of a photon. 
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The Cipher of Che Guevara 

W hen in 1967 the Bolivian army captured and executed the revolu¬ 
tionary Che Guevara, they found on his body a worksheet show¬ 
ing how he prepared a message for transmission to Cuban presi¬ 
dent Fidel Castro* Guevara used the unbreakable cipher invented by Gilbert 
Vernam in 1918. The letters of Guevara's message (in Spanish) were first 
translated into one- and two-digit decimal numbers by a fixed rule, namely: 

A 6 E 8 I 39 M70 Q71 U 52 Y 1 

B 38 F 30 J 31 N 76 R 58 V 50 Z 59 

C 32 G 36 K 78 0 9 S 2 W 56 

D 4 H 34 L 72 P 79 T 0 X 54 

By itself this procedure would have provided virtually no protection* The 
message digits were then strung together in convenient five-digit blocks. 
They became the top line of each three-line group on the worksheet* The 
middle line of each group is the key T a sequence of random digits known 
only to Guevara and Castro. 
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Next the message and key were added (without carries) to produce a 
cryptogram, forming the bottom line of each three-line group. Because of 
the addition of the random key digits, this cryptogram is itself a random 
decimal sequence, carrying no information about the original message, 
except to someone who knows the key. The cryptogram was then trans¬ 
mitted to Cuba by an insecure channel such as shortwave radio. At the 
receiving end, Castro's cipher office would have subtracted the same ran¬ 
dom key digits, reconstructing the number sequence in the top row, and 
then would have translated the numbers back into the letters of the message. 

Many spies and diplomats have used the Vernam cipher throughout the 
20th century. The key, rather than consisting of decimal digits, can be a 
long random sequence of the binary digits 0 and 1, and the additions and 
subtractions would be carried out in base 2 by machine, rather than in 
base 10 by hand. Nevertheless, the key must still be hand-carried from the 
place where it is generated to the places where it will be used, and it must 
be assiduously guarded during all phases of delivery and storage to pre¬ 
vent it from falling into the hands of an adversary. 


regardless of how complicated the en¬ 
cryption process may be. In contrast, 
the message can be completely and un¬ 
conditionally hidden from the eaves¬ 
dropper by cryptosystems such as the 
Vernam cipher, in which the key is as 
long as the message, is purely random 
and is used only once. 

E ven the Vernam cipher is only 
as secure as its key distribution 
and key storage. Because of the 
great difficulty of supplying secure new 
keys for every message, the Vernam 
cipher is impractical for general com¬ 
mercial uses, although it is routinely 
employed for diplomatic communica¬ 
tions such as those exchanged over the 
Moscow-Washington hot line. In con¬ 
trast, the most widely used commercial 
cipher, the Data Encryption Standard, 
depends on a 56-bit secret key, which 
is reused for many encryptions over 
a certain length of time. This scheme 
simplifies the problem of secure key 
distribution and storage, but it does 
not eliminate it. 

A fundamental problem remains. In 
principle, any classical private channel 
can be monitored passively, without the 
sender or receiver knowing that the 
eavesdropping has taken place. For ex¬ 
ample, a key carried by a trusted couri¬ 
er might have been read en route by a 
surreptitious high-resolution x-ray scan 
or other sophisticated imaging tech¬ 
nique without the courier's knowledge* 
More generally, classical physics—the 
theory 7 of macroscopic bodies and phe¬ 
nomena such as paper documents, mag¬ 
netic tapes and radio signals—allows 
ah physical properties of an object to 
be measured without disturbing those 
properties. Since all information, includ¬ 
ing a cryptographic key, is encoded in 
measurable physical properties of some 
object or signal, classical theory leaves 
open the possibility of passive eaves¬ 
dropping, because it allows the eaves¬ 
dropper in principle to measure physi¬ 
cal properUes without disturbing them. 
This is not the case in quantum the¬ 
ory', which fonns the basis for quan¬ 
tum cryptography. Quantum theory is 
believed to govern all objects, large and 
small, but its consequences are most 
conspicuous in microscopic systems 
such as individual atoms or subatomic 
particles* The act of measurement is an 
integral part of quantum mechanics, 
not just a passive, external process as 
in classical physics* So it is possible to 
design a quantum channel—one that 
carries signals based on quantum phe¬ 
nomena—in such a way that any effort 
to monitor the channel necessarily dis¬ 
turbs the signal in some detectable w'ay. 
The effect arises because in quantum 
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theory, certain pairs of physical prop¬ 
erties are complementary in the sense 
that measuring one property necessar¬ 
ily disturbs the other. This statement, 
known as Heisenberg's uncertainty prin¬ 
ciple, does not refer merely to the lim¬ 
itations of a particular measurement 
technology: it holds for all possible 
measurements. 

The uncertainty principle can be 
applied to design a completely secure 
channel based on the quantum proper¬ 
ties of light. The smallest unit, or quan¬ 
tum, of light is the photon, which can 
be thought of as a tiny, oscillating elec¬ 
tric field. The direction of the oscilla¬ 
tion is known as the photon’s polariza¬ 
tion. Ordinary light consists of photons 
that have many different polarizations. 
But if the light passes through a polar¬ 
izing filter, such as those used in sun¬ 
glasses, only photons having a partic¬ 
ular polarization will make it through. 
Which polarization is transmitted de¬ 
pends on the orientation of the filter. 
In sunglasses the filters are oriented to 
transmit vertically polarized light be¬ 
cause such light reflects off most hor¬ 
izontal surfaces with less glare. But if 
the glasses are turned 90 degrees, so 
that one lens is directly above the oth¬ 
er, they will transmit horizontally po¬ 
larized light, augmenting the glare in¬ 
stead of diminishing it. 

T o construct a quantum channel, 
one needs a polarizing filter or 
other means for the sender to 
prepare photons of selected polariza¬ 
tions and a way for the receiver to mea¬ 
sure the polarization of the photons. 
The latter job could be accomplished by 
another polarizing filter, which would 
absorb some of the photons striking it. 
But the task is most conveniently done 
by a birefringent crystal (such as cal- 


cite), which sends incident photons, de¬ 
pending on their polarization, into one 
of two paths without absorbing any [see 
illustration on next pagel 
A photon encountering a calcite crys¬ 
tal behaves in one of two ways depend¬ 
ing on its polarization in relation to the 
crystal. The photon may pass straight 
through the crystal and emerge polar¬ 
ized perpendicular to the crystal's optic 
axis, or it may be shifted and emerge 
polarized along that axis. If the photon 
entering the crystal is already polarized 
in one of these two directions, it will 
undergo no change of polarization but 
will be deterministically routed into the 
straight or shifted path, respectively. If a 
photon polarized at some intermediate 
direction enters the crystal, however, it 
will have some probability of going into 
each beam and will be repolarized ac¬ 
cording to which beam it goes into, for¬ 
getting its original polarization. The 
most random behavior occurs when the 
photon is polarized halfway between 
these two directions, that is, at 45 or 
135 degrees. Such photons are equally 
likely to go into either beam, revealing 
nothing about their original polariza¬ 
tion and losing all memory of i t 
Suppose Bob is told in advance that 
a given photon is polarized in one of 
the two “rectilinear" directions, vertical 
(90 degrees) or horizontal (0 degrees) 
without being informed of the specific 
polarization. Then he can reliably tell 
which direction by sending the photon 
into an apparatus consisting of a verti¬ 
cally oriented calcite crystal and two de¬ 
tectors, such as photomultiplier tubes, 
that can record single photons. The cal- 
cite cry stal directs the incoming photon 
to the upper detector if it was horizon¬ 
tally polarized and to the lower detector 
if it was vertically polarized. Such an ap¬ 
paratus is useless for distinguishing di¬ 


agonal (45- or 135-degree) photons, but 
these can be reliably distinguished by 
a similar apparatus that has been rotat¬ 
ed 45 degrees from the original orienta¬ 
tion. The rotated apparatus, in turn, is 
useless for distinguishing vertical from 
horizontal photons. According to the 
uncertainty principle, these limitations 
apply not just to the particular measur¬ 
ing apparatus described here but to 
any measuring device whatsoever. Rec¬ 
tilinear and diagonal polarizations are 
complementary 7 properties in the sense 
that measuring either property 7 neces¬ 
sarily randomizes the other. 

We can now describe the simple 
scheme for quantum key distribution 
that two of us (Bennett and Brassard) 
proposed in 1984 and that we dubbed 
“BB84 " The purpose of the scheme is 
for Alice and Bob to exchange a secret 
random key that they can subsequently 
use, as in the Vemam cipher, to send 
meaningful secret messages when the 
need arises. Like other quantum key dis¬ 
tribution schemes, BE 84 uses a quan¬ 
tum channel, through which .Alice and 
Bob send polarized photons, in con¬ 
junction with a classical public chan¬ 
nel, through which they send ordinary 
messages. .An eavesdropper, whom we 
shall call Eve, is free to try 7 to measure 
the photons in the quantum channel, 
but, as noted above, she cannot in gen¬ 
eral do this without disturbing them. 
Furthermore, she learns the entire con¬ 
tents of messages sent through the pub¬ 
lic channel, but assume for the moment 
that she could not disturb or alter these 
messages even if she w f anted to. 

A lice and Bob use the public chan- 

/ Y nel to discuss and compare the 
JL V signals sent through the quan¬ 
tum channel, testing them for evidence 
of eavesdropping. If they find none, 



VERTICAL POLARIZING FILTER 


UNPOLARIZED LIGHT enters a filter, which absorbs some of A second filter tilted at some angle absorbs some of the polar- 
the light and polarizes the remainder in the vertical direction, ized light and transmits the rest, giving it a new polarization. 
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they can distill from their data a body 
of information that is cerlifiahly shared, 
random and secret, regardless of Eve's 
technical sophistication and the com¬ 
puting power at her disposal [see box 
on opposite page}. The scheme works 
as follows: 

First, Alice generates and sends Bob 
a sequence of photons whose polariza¬ 
tions she has chosen at random to be 
either 0,45, 90 or 135 degrees* Bob re¬ 
ceives the photons and, for each photon, 
decides randomly whether to measure 


its rectilinear or diagonal polarization. 

Next Bob announces publicly, for 
each photon, which type of measure¬ 
ment he has made {rectilinear or diago¬ 
nal) but not the measurement result 
(for example, 0,45, 90 or 135 degrees). 
Alice tells him publicly, for each photon, 
whether he has made the right kind of 
measurement. Alice and Bob then dis¬ 
card all cases in which Bob has made 
the wrong measurement or in which 
his detectors have failed to register a 
photon at all (existing detectors are not 


100 percent efficient). If no one has 
eavesdropped on the quantum channel, 
the remaining polarizations should be 
shared secret information between Al¬ 
ice and Bob. 

Alice and Bob next test for eavesdrop¬ 
ping, for example, by publicly compar¬ 
ing and discarding a randomly select¬ 
ed subset of Lheir polarization data. 
If the comparison test shows evidence 
of eavesdropping, Alice and Bob dis¬ 
card all their data and start over with 
a fresh batch of photons. Otherwise 
they adopt the remaining polarizations, 
which have never been publicly men¬ 
tioned, as shared secret bits, interpret¬ 
ing horizontal or 45-degree photons as 
binary' 0's and vertical or 135-degree 
photons as binary l's. 

Because of the uncertainty princi¬ 
ple, Eve cannot measure both recti¬ 
linear and diagonal polarizations of 
the same photon* If, for a particular 
photon, she makes the wrong measure¬ 
ment, then, even if she resends Bob a 
photon consistent with the result of 
her measurement, she will have irre¬ 
trievably randomized the polarization 
originally sent by Alice. The net effect 
is to cause errors in one quarter of the 
bits in Bob's data that have been sub¬ 
jected to eavesdropping. 

T^V irectly comparing selected bits 
1 to test for errors, as described 
L/ above, is not very efficient: too 
many bits must be sacrificed in order to 
build reasonable confidence that Alice's 
and Bob's data are identical, especially 
if the eavesdropping has been rather in¬ 
frequent, resulting in only a few errors. 
A much better idea is for .Alice and Bob 
to compare the “parity"—evenness or 
oddness—of a publicly agreed-on ran¬ 
dom subset containing about half the 
bits in their data. For instance, Alice 
could tell Bob, "I looked at the 1st, 3rd, 
4th, 9th,... 996th and 999th of my 1,000 
bits of data, aud they include an even 
number of 1 ’$*" Bob would then count 
the number of l's that he has in those 
same locations. If he finds an odd num¬ 
ber of 1 “s, he can immediately conclude 
that his data are different from Alice's, 
It can be shown that if Alice's and Bob's 
data differ, comparing the parity of a 
random subset will detect that fact with 
a probability' of Vi r regardless of the 
number and location of errors. It suf¬ 
fices to repeat the test 20 times, with 
20 different random subsets, to reduce 
the chance of an undetected error to 
less than one in a million. 

The BB84 scheme was modified to 
produce a working quantum cryptog¬ 
raphy apparatus at IBM [see illustration 
on pages 170 and 171], The modifica¬ 
tions w f ere necessary to deal with prac- 
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CALCITE CRYSTAL can be used to distinguish between horizontally and vertical¬ 
ly polarized photons. Horizontally polarized photons pass straight through, where¬ 
as vertically polarized photons are deflected. When diagonally polarized photons 
enter the crystal, they are repolarized at random in either the vertical or horizontal 
direction and are shifted accordingly. 
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Quantum Key Distribution 

A quantum cryptographic system will allow two people, say, Alice and 
Bob, to exchange a secret key- The system includes a transmitter 
J Jl and a receiver, Alice uses the transmitter to send photons in one of 
four polarizations: 0, 45, 90 or 135 degrees. Bob uses the receiver to 
measure the polarization. According to the laws of quantum mechanics, 
the receiver can distinguish between rectilinear polarizations (0 and 90), or 
it can quickly be reconfigured to discriminate between diagonal polariza¬ 
tions {45 and 135); it can never, however, distinguish both types. The key 
distribution requires several steps. Alice sends photons with one of four 
polarizations, which she has chosen at random, 

i/_\—/ii 

For each photon, Bob chooses at random the type of measurement: either 
the rectilinear type (+) or the diagonal type (x). 

T+x x + xxx-F 

Bob records the result of his measurement but keeps it a secret. 

t —/\—///1 

Bob publicly announces the type of measurements he made, and Alice tells 
him which measurements were of the correct type, 

/ / / y y 

Alice and Bob keep all cases in which Bob measured the correct type. These 
cases are then translated into bits (1 *s and O'sl and thereby become the key. 

i \- / i 

1 10 0 1 


tical problems such as noise in the de¬ 
tectors and the fact that the prototype 
uses dim flashes of light instead of sin¬ 
gle photons. 

The quantum channel, with Alice's 
sending apparatus at one end and Bob's 
receiving apparatus at the other, is 
housed in a light-tight box. During op¬ 
eration, the system is controlled by a 
personal computer, which contains sep¬ 
arate software representations of Alice, 
Bob and, optionally, Eve. 

The leftmost part of Alice's sending 
apparatus consists of a green light-emit¬ 
ting diode, a pinhole, a lens and filters 
that provide a collimated beam of hor¬ 
izontally polarized light. Next, electro- 
optic devices known as Pockels cells are 
used to change the original horizontal 
polarization to any of four standard po¬ 
larization states under Alice’s control. 
This has the same effect as mechanical¬ 
ly rorating her polarizing filter into four 
different positions, but the process can 
be done much faster. 

At the other end of the quantum 
channel, Bob's receiving apparatus con¬ 
tains a similar Pockels ceil, which allows 
him to choose the type of polarization 
he will measure, again without actually 
rotating his detecting device, .After the 
beam passes through Bob's Pockels cell, 
it is split by a caldte prism into two per¬ 
pendicularly polarized beams, which are 
directed into two photomultiplier tubes 
for die purpose of detecting individu¬ 
al photons. 

The sending and receiving appara¬ 
tuses in the prototype are only about 
30 centimeters apart—chiefly because 
of the desire to keep the device of rea¬ 
sonable dimensions for a desktop—but 
nothing in principle prevents the tech¬ 
nique from being used over much great¬ 
er distances. For example, quantum 
transmissions could be sent through 
several kilometers of opdeal fiber. If 
cost and inconvenience were no con¬ 
cern, quantum transmissions could be 
sent over arbitrarily great distances with 
negligible losses through an evacuated 
straight pipe. But quantum key distri¬ 
bution has to compete with classical 
techniques, which are much cheaper 
over long distances and may be suffi¬ 
ciently secure. 

Recall that the BBS4 scheme encodes 
each bit in a single polarized photon. 
In contrast, the prototype encodes each 
bit in a dim flash of light. This introduc¬ 
es a new ? eavesdropping threat to the 
system: if Eve taps into the beam by a 
device such as a half-silvered mirror, 
she will be able to split each flash into 
two flashes of lesser intensity , reading 
one herself while letting the other pass 
to Bob, its polarization undisturbed. If 
Eve diverts only a modest fraction of the 


beam, Bob may not notice the weaken¬ 
ing of his signal, or he may attribute it 
to natural losses in tiie channel. This at¬ 
tack can be effectively thwarted, at the 
cost of reducing the rate of data trans¬ 
mission through the quantum channel, 
by having Alice send very dim flashes— 
that is, an intensity 7 of less than one 
photon per flash on average. Such ex¬ 
tremely dim flashes can easily be made 
by filtering out almost all the intensity' 
of a bright flash. 

When low-intensity flashes are used, 
Bob's chance of detecting a photon in 
any given flash is of course proportion¬ 
ately reduced, but the chance of Bob 
and Eve both detecting photons in the 
same flash is reduced even more, as 
the square of the intensity. The actual 
apparatus generates intensities of about 


one tenth of a photon per flash. On the 
other hand, if .Alice's flashes were much 
brighter (say, thousands of photons per 
flash), they would be easy prey for the 
beam-splitting attack. By splitting off 
only a small fraction of the intensity, 
Eve could still obtain enough photons 
from each flash to perform both recti¬ 
linear and diagonal measurements and 
so determine the polarization unam¬ 
biguously, In other words, the bright¬ 
er Alice's flashes, the more they be¬ 
have like classical signals, about which 
an eavesdropper can gain complete in¬ 
formation wiiile introducing negligible 
disturbance. 

Another practical problem arises 
from the fact that available detectors 
sometimes produce a response even 
when no photon has arrived Such “dark 
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QUANTUM SYSTEM can distribute information in perfect se¬ 
crecy. The transmitter produces faint flashes of green light 
from a light-emitting diode. The pinhole, lens and filter create 
a collimated beam of dim flashes. The light is then polarized 
horizontally. Two Pockels cells change the polarization to 0, 


45, 90 or 135 degrees. The polarized light flashes are released 
from the transmitter and eventually reach the receiver. There 
another Pockels cell shifts the polarization by either 45 de¬ 
grees or not at all- The action of this Pockels cell allows the re 
ceiver to choose between measuring rectilinear or diagonal 


counts” and other imperfections in the 
apparatus lead to errors even when 
there has been no eavesdropping and 
make it impractical for Alice and Bob 
simply to reject their data whenever 
they find an error in them, as is done 
in the ideal BB84 protocol. If Bob and 
Alice find a small number of errors, 
they must devise a way to correct them 
and proceed. On the other hand, if they 
find a large number, indicating signifi¬ 
cant eavesdropping, they must reject 
their data and start over, 

A variety of techniques are avail- 
able for Alice and Bob to cor- 
X \ rect a small number of errors 
through public discussion, such as the 
use of error-correcting codes. But these 
techniques potentially leak information 
to Eve, who may be listening to the pub¬ 
lic discussion. Therefore, after the quan¬ 
tum Transmission and the error-correct¬ 
ing discussion, Alice and Bob find them¬ 
selves with what might be thought of as 
an impure key, a shared body of data 
that is only partly secret. Information 
on that key may have leaked to Eve at 
several stages. She may have gained in¬ 
formation by splitting some flashes, by 
directly measuring others {she cannot 
do this too often, as it causes errors in 
Bob's data) and by listening to the pub¬ 
lic discussion between Alice and Bob. 
Fortunately, Alice and Bob, because they 
know the intensity of the light flashes 
and the number of errors found and 
corrected, can estimate how ? much in¬ 
formation might have leaked to Eve 
through all these routes. 

In itself, such an impure key is almost 
worthless. If it were used as a key for 
the Vemam cipher, for example, it might 
prove very insecure if the most im¬ 
portant part of the message happened 
to coincide with a part of the key the 
eavesdropper knew. Fortunately, two of 
us (Bennett and Brassard), in collabora¬ 


tion with Jean-Marc Robert (then a stu¬ 
dent of Brassard), developed a mathe¬ 
matical technique known as privacy' am¬ 
plification. Using this technique, Alice 
and Bob, through public discussion, can 
take such a partly secret key and distill 
from it a smaller amount of highly se¬ 
cret key, of which the eavesdropper is 
very unlikely to know even one bit. The 
essential idea of privacy amplification is 
for Alice and Bob, after the eavesdrop¬ 
ping has taken place, to choose publicly 
a length-reducing transformation to ap¬ 
ply to their impure key so that partial 
information about the input conveys 
almost no knowledge of the output. 

For example, if the input consists of 
1,000 bits about which Eve knows at 
most 200 bits, Alice and Bob can distil] 
nearly 800 highly secret bits as output. 
Fairly simple techniques can be shown 
to suffice, and Alice and Bob do not 
even need to know w ? hich partial infor¬ 
mation the eavesdropper might have 
about the input in order to choose a 
transformation about whose output Eve 
has almost no information. In particu¬ 
lar, it suffices for Alice and Bob to de¬ 
fine each bit of the output as the parity 
of an independent, publicly agreed-on 
random subset of the input bits, very' 
much as they had done to gain high con¬ 
fidence that their raw quantum data 
were identical (except that now r they 
keep the parity secret instead of pub¬ 
licly comparing it). 

T he problem of key security is not 
entirely solved by secure key dis¬ 
tribution. Another w r eak point is 
key storage. Once Alice and Bob have 
established the key, they must store it 
until it is needed. But the longer they 
keep the key in, say, their secret safe, 
the more vulnerable it is to unautho¬ 
rized inspection. Although principles of 
engineering may make the safe difficult 
to crack, the laws of physics always pro¬ 


vide the possibility' of a security breach. 
Surprisingly, a cryptosystem can be de¬ 
signed that can guarantee the security* 
of both key distribution and storage by 
employing quantum correlations. The 
cryptosystem is based on David Bohrrfs 
version of the famous Einstein-Fodol- 
sky-Rosen (EPR) effect [see 11 The Quan¬ 
tum Theory and Reality," by Bernard 
d'Espagnat; Scientific American, No¬ 
vember 1979]. 

The EPR effect occurs when a spheri¬ 
cally symmetric atom emits two pho¬ 
tons in opposite directions toward two 
observers, Alice and Bob. The two pho¬ 
tons are produced in an initial state of 
undefined polarization. But because of 
the symmetry' of the initial state, the po¬ 
larizations of the photons, when mea¬ 
sured, must have opposite values, pro¬ 
vided that the measurements are of the 
same type. For example, if Alice and 
Bob both measure rectilinear polariza¬ 
tions, they are each equally likely to 
record either a 0 (horizontal polariza¬ 
tion) or a 1 (vertical), but if Alice ob¬ 
tains a 0, Bob will certainly obtain a 1, 
and vice versa. 

The unusual and important aspect of 
the EPR effect is that the polarization 
of both photons is determined as soon 
as, but not before, one of the photons 
is measured. This happens no matter 
how far apart the photons may be at 
the time. This “classical" explanation of 
the EPR effect is somewhat counterin¬ 
tuitive, and indeed all classical expla¬ 
nations of the EPR effect involve some 
implausible element, such as instantane¬ 
ous action at a distance. Yet the math¬ 
ematical formalism of quantum me¬ 
chanics accounts for the EPR effect in 
a straightforward manner, and experi¬ 
ments have amply confirmed the exis¬ 
tence of the phenomenon. 

Employing the EPR effect, one of us 
(Ekert) recently devised a cryptosystem 
that guarantees the security of both 
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WOLLASTON MULTIPLIERS 
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polarization. In the rectilinear case, a 
horizontally polarized photon will be di¬ 
rected toward the right photomultiplier; 
a vertically polarized photon will be di¬ 
rected toward the left photomultiplier. 


key distribution and key storage. In a 
simplified version of this system, as 
described by N. David Mermin of Cor¬ 
nell University, Alice generates a num¬ 
ber of EPR photon pairs, keeping one 
member of each pair for herself while 
sending the other to Bob. Alice and Bob 
measure some of their photons imme¬ 
diately to test for eavesdropping but 
store the remainder without measuring 
them. Then, just before the key is need¬ 
ed, they measure and compare some of 
the stored photons. If no one has tam¬ 
pered with the photons in storage, Bob 
will always obtain 1 when Alice obtains 
0, and vice versa. If no discrepancies 
are found, Alice and Bob measure the 
remaining stored photons to obtain the 
desired key. 

Although this procedure works in 
theory, it cannot be used in practice 
because of the technical infeasibility of 
storing photons for more than a small 
fraction of a second. Thus, at pres¬ 
ent, the EPR effect is not a practical 
means for certifying the security of key 
storage. 

A lthough the best-known applica- 

/\ tion of cryptography is secret 
jl communication, two other ap¬ 
plications are probably more important 
in peacetime. The first is authentication: 
certifying that a message is from whom 
it says it is from and has not been al¬ 
tered in transit. The second is the task 
of maintaining the confidentiality 7 of pri¬ 
vate information while it is being used 
to reach public decisions. 

For most of recorded history 7 , au¬ 
thentication has depended on physi¬ 
cal objects that are hard to copy, such 
as seals and signatures. Such devices 
provide limited security, and they can¬ 
not be used at all for digital electronic 
documents, such as bank transactions, 
which are often transmitted over inse¬ 
cure telecommunications lines. 


Fortunately, several mathematical 
techniques are available for authenti¬ 
cating digital messages. In 1979 Mark 
N. Wegman and J. Lawrence Carter of 
IBM discovered a digital authentica¬ 
tion scheme that does provide prov¬ 
able security. Like the Vemam cipher, 
it requires that the sender and receiv¬ 
er possess beforehand a shared secret 
key, part of which is used up each time 
a message is authenticated. 

Wegman-Carter authentication and 
quantum key distribution can each ben¬ 
efit the other. On the one hand, the 
quantum technique supplies the secret 
key bits consumed by the authentica¬ 
tion method. On the other, Wegman- 
Carter authentication can be used to 
conduct quantum key distribution suc¬ 
cessfully even in the presence of a 
more powerful adversary, that is, some¬ 
one who could alter the public channel 
messages as w 7 ell as listening to them. 

Quantum cryptography may also 
prove useful for protecting private in¬ 
formation while it is being used to make 
public decisions. The classic example 
of such discreet decision making is the 
“dating problem,” in which two singles 
seek a way of making a date if and only 
if each likes the other, without disclos¬ 
ing any further information. For exam¬ 
ple, if Alice likes Bob, but Bob does not 
like Alice, the date should be called 
off without Bob’s finding out that Alice 
likes him. (On the other hand, it is logi¬ 
cally unavoidable for Alice to learn that 
Bob does not like her, because if he did 
the date would be on.) 

There are many other situations in 
which joint decision making between 
corporate or governmental organiza¬ 
tions or between an individual and an 
organization depends on confidential 
information that the negotiating parties 
would rather not disclose in full |see 
“Achieving Electronic Privacy," by Da¬ 
vid Chaum; Scientific American, Au¬ 
gust 1992]. A discreet solution to the 
dating problem, or any other joint deci¬ 
sion depending on private data, can be 
obtained by having Alice and Bob con¬ 
fide their private data to a trusted inter¬ 
mediary (Eve, for example) and letting 
her make the decision. The hazards of 
this approach are obvious: Alice and 
Bob must trust Eve both to make the 
decision correctly in the first place and 
never to reveal the private data. 

Various other techniques allow pub¬ 
lic decisions based on private inputs 
to be made without a single trusted in¬ 
termediary 7 . For example, a successful 
protocol can be set up among many 
participants that will fail only if a major¬ 
ity of the participants conspire to spoil 
the output or reveal the inputs. On the 
other hand, if two parties believe in the 


security of public-key cryptosystems, 
they can make decisions discreetly with¬ 
out any intermediary. In 1982 Andrew 7 
C.-C. Yao, then at Stanford University, 
w 7 as one of the first to investigate this 
problem. 

Recently Gaude Gepeau of the Ecole 
Normale Superieure and CNRS and his 
student Marie-Helene Skubiszewska, in 
collaboration with two of us (Bennett 
and Brassard), have shown that a quan¬ 
tum apparatus similar to the one al¬ 
ready built for key distribution can be 
used to make joint decisions discreet¬ 
ly without intermediaries and without 
unproved mathematical assumptions. 
Discreet decision making can be imple¬ 
mented by repeated application of a cu¬ 
rious information-processing procedure 
called oblivious transfer. The procedure 
is a version of Wiesner’s feat of send¬ 
ing two messages in such a w'ay that 
the receiver can read either one but not 
both. In 1981 Michael 0. Rabin of Har¬ 
vard University formalized the notion 
of oblivious transfer, unaware of Wies¬ 
ner’s pioneering but unpublished work 
a decade earlier. Later, Crepeau, Joe Kil- 
ian, then at the Massachusetts Institute 
of Technology 7 , and others demonstrat¬ 
ed that oblivious transfer could be ap¬ 
plied to discreet decision making. 

One particularly attractive feature of 
discreet quantum decision making is 
that, unlike key distribution, it is worth¬ 
while even over short distances. Unfor¬ 
tunately, known implementations are 
mathematically rather inefficient, re¬ 
quiring many thousands of photons to 
be sent and received to reach even sim¬ 
ple decisions. If its mathematical effi¬ 
ciency can be sufficiently improved, dis¬ 
creet decision making may become the 
most important application of quantum 
cryptography. 
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FROM SCIENCE AND BUSINESS 


Dr. 

Big Brother 

Will health care 
reform make 
everyone’s life 
an open book ? 

T he Clinton administration’s health 
plan should give every American 
access to medical care and pro¬ 
tection from financial ruin. It would 
also eventually give the government 
some of the most intimate details of 
a person's private life. Without careful- 
ly crafted safeguards, the president’s 
health security plan could become an 
instrument of Big Brother. 

If the Clinton plan becomes law, a 
powerful seven-member National Health 
Board will sit down to work out the fine 
details for a medical information high¬ 
way. This electronic health data network 
would over time enable regional health 
alliances, insurers and federal, state 
and local health officials and research¬ 
ers to assemble and exchange informa¬ 
tion about each citizen covered (the 
plan will ultimately include everyone)* 
Every American will also carry a plastic 
card with a patient identification num¬ 
ber, which some privacy groups fear 
could turn into a de facto national iden¬ 
tification card. 

Certainly, a health information net¬ 
work offers clear, even compelling, ben¬ 
efits. Through it clinicians could quick¬ 
ly retrieve information about patients 
from anywhere in the country* Redun¬ 
dant medical tests could thus be avoid¬ 
ed. Health claims could be speeded. 
Corrected information could simultane¬ 
ously be entered in many files dispersed 
throughout the network. Epidemiolog¬ 
ical studies could be performed rapidly. 

Such ready access also means the in¬ 
formation could more easily be abused. 
Whether authorized or not, the peruser 
of a data file could discover details of a 
patient's life history that go well beyond 
a list of past vaccinations. The records 
might include Information about genet¬ 
ic testing, sexual orientation, drug use, 
sexually transmitted diseases, finances 
and other personal details. 

“These data are important because 
health care information can influence 
decisions about a person’s access to 


credit, admission to educational insti¬ 
tutions and his or her ability to secure 
employment and obtain insurance,” 
said Paula J. Bruening, an Office of 
Technology Assessment policy analyst, 
at a congressional hearing in Novem¬ 
ber 1993. “Inaccuracies in the informa¬ 
tion, or its improper disclosure,” Bruen- 
ing claimed, "can deny an individual 
access to these basic necessities of life, 
and can threaten their personal and fi¬ 
nancial weiLbcing,” 

The Clinton administration is well 
aware of the threat to privacy that easy 
access to medical information poses. A 
provision of the health proposal—Title 
V of the Health Security Act—specifies 
that electronic records will not be avail¬ 
able to employers or to others who are 
not directly involved with health care. 
Furthermore, during the program's ear¬ 
ly days the system would offer access 
only to insurance information, not pa¬ 
tients’ complete health records. Later, 
though, at least some clinical and ad¬ 
ministrative data would be added. The 
law also has teeth: civil penalties for 
unapproved disclosure of confidential 
information and criminal sanctions for 
misuse of the health card or a patient 
identification number. 

Privacy advocates have applauded 
the broad outlines of the Clinton plan. 
Yet in the next breath, they worry about 
what lias been left unwritten. Some pro¬ 
tections would be in place at the time 
each person receives coverage under 
the new law, perhaps during 1996. But 
the National Health Board that will ad¬ 
minister the plan would not then have 
to produce recommendations for com¬ 
prehensive legislation concerning health 
care privacy until 1997. “The Clinton 
Act is a framework, ft leaves everything 
up to the National Health Board,” says 
Aimee Berenson, legislative counsel for 
the AIDS Action Council, an organiza¬ 
tion that has worked on protecting pri¬ 
vacy of the medical records of AIDS pa¬ 
tients. And, Bruening adds, "It's impor¬ 
tant to build safeguards and security at 
the beginning, it’s more effective and 
less costly.” 

If a revamped health system relies on 
the Social Security number to identify 
each patient, the risk to personal priva¬ 
cy could be greatly amplified. To be 
sure, broadening the uses of these ex¬ 
isting numbers would forestall the 
need to devise new personal identifi¬ 
cation codes. But an individual's Social 
Security' number falls to meet the Clin¬ 
ton health plan's goal of giving every' 
citizen a unique and private identifier. 


Indeed, critics argue, employing the 
Social Security number would make it 
that much easier to build a composite 
profile of how a person lives. Health in¬ 
formation could be added to other data 
made accessible with the Social Securi¬ 
ty number. The number already identi¬ 
fies individuals in the records of many 
institutions, including utilities, collec¬ 
tion agencies, credit-card issuers, stock 
brokerages and the Internal Revenue 
Service. “Why build whaL should be a 
tamper-resistant system on a system 
that is broken?” comments Janlori 
Goldman, head of the American Civil 
Liberties Union’s Privacy and Technolo¬ 
gy Project. 

“The issue is not what number do I 
use. The issue is what are the allowable 
linkages between different data sets 
using that number?” replies Joan Tur- 
ek-Brezina, who chairs a Department 
of Health and Human Services task 
force that examines privacy issues sur¬ 
rounding health records. “People know 
the Social Security number, and it is 
the cheapest and fastest way to imple¬ 
ment all of this." 

The debate will become more acute 
as advances in technology further com¬ 
plicate the trade-off between privacy 
and efficiency. Clinton administration 
officials have said they will forgo the 
additional expense of fitting every 
American’s wallet with a "smart” card, 
equipped with an electronic memory 
and microprocessor, or optical storage 
cards, which retain large amounts of 
data on a medium similar to that used 
for recording music on compact discs. 
In the administration's plan, a simple 
magnetic stripe on the back of each 
card can be swiped through a card 
reader. The health identification num¬ 
ber encoded on the card will validate 
insurance coverage. That decision will 
avoid the inevitable debate over the 
privacy' implications of storing the 
equivalent of hundreds of pages of text 
on a credit-card-size device. 

Officials have not, however, ruled out 
the smart card as future health care re¬ 
forms are introduced. The prospect 
leads David Banisar, a policy analyst at 
Computer Professionals for Social Re¬ 
sponsibility, to worry about w T hat he 
calls “function creep”—the temptation 
to add features once the national health 
network is in place, "It could start off 
as a benign ATM card,” Banisar says. 
“If you add extra functions, it could be 
a real problem,” 

Functions may already have begun to 
creep. Entrepreneurs and health care 
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providers throughout Europe and even 
in the U.S. are smartening cards* A Cal¬ 
ifornia firm, LaserCard Systems, recent¬ 
ly demonstrated to Congress a four- 
megabyte card with an optical memory 
that lets 2,000 pages of encrypted text 
or multiple images be written on it. In 
California the Loma Linda School of 
Medicine has used the card to store a 
photograph and an x-ray of a patient 
and the voice of a physician dictating 
diagnostic information 
Ultimately, social and economic pres¬ 
sure, die American Civil liberties Union 
contends, may prove more dangerous 
than any lapse in a new technology*. 
The Clinton health bill sets out general 
principles about patient rights to in¬ 
spect and guard medical data. But most 
people have littie choice about whether 
to let someone else see a record if such 
perusal is a condition of receiving ben¬ 
efits or a job. To remedy the problem, 
Goldman would like to see the estab¬ 
lishment of "fire wans”—narrow defini¬ 
tions of die information that any cor¬ 


poration or institution can ask an indi¬ 
vidual to release. 

The brave new w T orld of computer¬ 
ized medical data has already inspired 
a number of legislative initiatives. Con¬ 
gress may try to bring order to the in¬ 
consistent mix of state laws that now 
govern access to medical records. One 
problem is that most of the state legis¬ 
lation enacted to date has failed to deal 
with access to health records by police, 
the courts, the media and other so- 
called secondary users. The Federal Pri¬ 
vacy Act, a 1974 law, pertains only to 
medical Information gathered by feder¬ 
al agencies—a Veterans Administration 
hospital, for example. Today access to 
medical records varies from state to 
state. "Records in one state may offer 
a reasonable level of protection, but 
if you carry them across the river you 
lose the protection,” says Robert M. 
Gellman, an aide to Representative Gary 
Condit of California, who held hearings 
in November 1993 on a bill being writ¬ 
ten to cover health care privacy. 


The Clinton health proposal calls for 
a IS-member privacy panel to advise 
the National Health Board. Advocacy 
groups want to broaden the debate to 
include more than just medical records 
and have welcomed a Privacy Protec¬ 
tion Commission proposed by Senator 
Paul Simon of Illinois. Ollier legislators 
are also thinking about what a national 
health pi an means for privacy. Besides 
the bill from Condit, Senator Christo¬ 
pher Bond of Missouri proposed a law 
in September 1993 that would regulate 
electronic health care records. 

Privacy for medical records may fi¬ 
nally have achieved the national stand¬ 
ing it deserves. A poO conducted in 
1993 by Louis Harris & Associates for 
Equifax, a credit-reporting agency, re¬ 
vealed that 85 percent of Americans at¬ 
tached great importance to protecting 
medical records under health care re¬ 
form. Confidence in the Clinton plan 
may hinge on assuring people about 
the integrity' of what is told to a phy si¬ 
cian in confidence. — Gary Stix 



President Bill Clinton displays the health card . 
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Civil Liberties in Cyberspace 

When does hacking turn 
from an exercise of civil 
liberties into crime? 

by Mitchell Kapor 


O n March 1, 1990, the LLS. Se¬ 
cret Service raided die offices 
of Steve Jackson, an entrepre¬ 
neurial publisher in Austin, Tex. Car¬ 
rying a search warrant, the authorities 
confiscated computer hardware and 
software, the drafts of his about-to-be- 
released book and many business rec¬ 
ords of his company, Steve Jackson 
Games. They also seized the electronic 
bulletin-board system used by the pub¬ 
lisher to communicate with customers 
and writers, thereby seizing all the pri¬ 
vate electronic mail on the system. 

The Secret Service held some of the 
equipment and material for months, re¬ 
fusing to discuss their reasons for the 
raid. The publisher was forced to recon¬ 
struct his book from old manuscripts, 
to delay filling orders for it and to lay 
off 1 half his staff. When the warrant ap¬ 
plication w r as finally unsealed months 
later, ii confirmed that the publisher w ? as 
never suspected of any ciime. 

Steve Jackson’s legal difficulties are 
symptomatic of a widespread problem. 
During the past several years, dozens 
of individuals have been the subject 
of similar searches and seizures, Ln any 
other context, this warrant might nev¬ 
er have been issued. By many interpre¬ 
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rations, it disregarded the First and 
Fourth Amendments to the U,S. Consti¬ 
tution, as well as several existing priva¬ 
cy laws. But the government proceeded 
as if civil liberties did not apply. In this 
case, the government was investigating 
a new kind of crime—computer crime. 

The circumstances vary, but a dis¬ 
proportionate number of cases share a 
common thread: the serious misunder¬ 
standing of computer-based communi¬ 
cation and its duplications for civil lib¬ 
erties. We now face the task of adapt¬ 
ing our legal institutions and societal 
expectations to the cultural phenom¬ 
ena that even now are springing up 
from communications technology, 

O ur society- has made a commit¬ 
ment to openness and to free 
communication. But if our le¬ 
gal and social institutions fail to adapt 
to new technology, basic access to the 
global electronic media could be seen 
as a privilege, granted to those who play 
by the strictest rules, rather than as 
a right held by anyone who needs to 
communicate. To ensure that these free¬ 
doms are not compromised, a group of 
computer experts, including me, found¬ 
ed the Electronic Frontier Foundation 
(EFF)in 1990. 

In many respects, it w ? as odd that 
Steve Jackson Games got caught up 
in a computer crime investigation at 
all. The company publishes a popular, 
award-winning series of fantasy role- 
playing games, produced in the form 
of elaborate rule books. The raid took 
place only because law enforcement 
officials misunderstood the technolo¬ 
gies—computer bulletin-board systems 
(BBSs) and on-line forums—and mis¬ 
read the cultural phenomena that those 
technologies engender. 

Like a growing number of business¬ 
es, Steve Jackson Games operated an 
electronic bulletin board to facilitate 
contact between players of its games 
and their authors. Users of this bulle¬ 
tin-board system dialed in via modem 
from their personal computers to swap 


strategy tips, leam about game up¬ 
grades, exchange electronic mail and 
discuss games and other topics. 

Law enforcement officers apparent¬ 
ly became suspicious when a Steve Jack- 
son Games employee—on his own time 
and on a BBS he ran from his house- 
made an innocuous comment about a 
public domain protocol for transfer¬ 
ring computer files called Kermit. in 
addition, officials claimed that at one 
time the employee had had on an elec¬ 
tronic bulletin board a copy of Phrnck , 
a widely disseminated electronic publi¬ 
cation, that included information they 
believed to have been stolen from a 
BellSouth computer. 

The law enforcement officials inter¬ 
preted these facts as unusual enough 
to justify not only a search and seizure 
at the employee's residence but also 
the search of Steve Jackson Games and 
the seizure of enough equipment to 
disrupt the business seriously. Among 
the items confiscated w r ere all the hard 
copies and electronically stored copies 
of the manuscript of a rule book for a 
role-playing game called GlIRPS Cyber¬ 
punk , in which inhabitants of so-called 
cyberspace invade corporate and gov¬ 
ernment computer systems and steal 
sensitive data. Law enforcement agents 
regarded the book, in the words of one, 
as *'a handbook for computer crime. 1 ' 

A basic knowledge of the kinds of 
computer intrusion that are technically 
possible would have enabled the agents 
to see that GURPS Cyberpunk was noth¬ 
ing more than a science fiction crea¬ 
tion and that Kermit was simply a le¬ 
gal, frequently used computer program. 
Unfortunately, the agents assigned to 
investigate computer crime did not 
know r what—if anything—w^as evidence 
of criminal activity. Therefore, they in¬ 
truded on a small business without a 
reasonable basis For believing that a 
crime had been committed and con¬ 
ducted a search and seizure without 
looking for particular evidence, in vio¬ 
lation of the Fourth Amendment of the 
Constitution. 
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GAME PUBLISHER Steve Jackson maintains that his civil rights business records and manuscripts. As a “receipt/* Jackson 
were violated when the Secret Service seized computers, says agents left a Polaroid of his boxed possessions {inset). 
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Searches and seizures of such com¬ 
puter systems affect die rights of not 
only their owners and operators but 
also the users of those systems. Al¬ 
though most BBS users have never 
been in the same room with the actual 
computer that carries their postings, 
they legitimately expect their electronic 
mail to be private and their lawful as¬ 
sociations to be protected. 

The community of bulletin-board us¬ 
ers and computer networkers may be 
small, but precedents must be under¬ 
stood in a greater context. As forums 
for debate and information exchange, 
computer-based bulletin boards and 
conferencing systems support some of 
the most vigorous exercise of the First 
.Amendment freedoms of expression 
and association that this country has 
ever seen. Moreover, they are evolving 
rapidly into large-scale public informa¬ 
tion and communications utilities. 

These utilities will probably converge 
into a digital national public network 
that will connect nearly all homes and 
businesses in the U.S. This network will 
serve as a main conduit for commerce, 
learning, education and entertainment 
in our society, distributing images and 
video signals as well as text and voice. 
Much of the content of this network 
will be private messages serving as 
“virtual" town halls, village greens and 
coffeehouses, where people post their 
ideas in public or semipublic forums. 

Yet there is a common perception 
that a defense of electronic civil liber¬ 
ties is somehow opposed to legitimate 
concerns about the prevention of com¬ 
puter crime. The conflict arises, in part, 
because the popular hysteria about the 
technically sophisticated youths known 
as hackers has drowned out reasonable 
discussion. 

P erhaps inspired by the popular 
movie WarGames, the general 
public began in the 1980s to per¬ 
ceive computer hackers as threats to 
the safety of this country’s vital com¬ 
puter systems. But the image of hack¬ 
ers as malevolent is purchased at the 
price of ignoring the underlying reali¬ 
ty—the typical teenage hacker is simply 
templed by the prospect of exploring 
forbidden territory. Some are among 
our best and brightest technological tal¬ 
ents: hackers of the 1960s and 1970s, 
for example, were so driven by their 
desire to master, understand and pro¬ 
duce new hardware and software that 
they went on to start companies called 
Apple, Microsoft and Lotus. 

How do we resolve this conflict? One 
solution is ensure that our scheme of 
civil and criminal laws provides sanc¬ 
tions in proportion to the offenses. A 


system in which an exploratory hacker 
receives more time in jail than a defen¬ 
dant convicted of assault violates our 
sense of justice. Our legal tradition his¬ 
torically has shown itself capable of 
making subtle and not so subtle dis¬ 
tinctions among criminal offenses. 

There are, of course, real threats to 
network and system security. The qual¬ 
ities that make the ideal network val- 


If our legal and social 
institutions fail to adapt, 
access to electronic 
media could be a privilege, 
rather than a right. 


uable—its popularity, its uniform com¬ 
mands, its ability to handle financial 
transactions and its international ac¬ 
cess—also make it vulnerable to a vari¬ 
ety of abuses and accidents. It is certain¬ 
ly proper to hold hackers accountable 
for their offenses, but that accounta¬ 
bility should never entail denying de¬ 
fendants the safeguards of the Bill of 
Rights, including the rights to free ex¬ 
pression and association and to free¬ 
dom from unreasonable searches and 
seizures. 

We need statutory schemes that ad¬ 
dress the acts of true computer crim¬ 
inals (such as those who have creat¬ 
ed the growing problem of toll and 
credit-card fraud) while distinguishing 
between those criminals and hackers 
whose acts are most analogous to non- 
criminal trespass. And we need educat¬ 
ed law enforcement officials who will 
be able to recognize and focus their ef¬ 
forts on the real threats. 

The question then arises: How do we 
help our institutions, and perceptions, 
adapt? The first step is to articulate the 
kinds of values we want to see protect¬ 
ed in the electronic society we are now 
shaping and to make an agenda for pre¬ 
serving the civil liberties that are central 
to that society. Then we can draw r on the 
appropriate legal traditions that guide 
other media. The late Ithiel de Sola Pool 
argued in his influential book Technol¬ 
ogies of Freedom that the medium of 
digital communications is heir to sev¬ 
eral traditions of control; the press, 
the common carrier and the broadcast 
media. 

The freedom of the press to print and 
distribute is explicitly guaranteed by 
the First Amendment. This freedom is 
somew^hai limited, particularly by law r s 
governing obscenity and defamation, 
but the thrust of First Amendment law, 
especially in this century, prevents the 


government from imposing “prior re¬ 
straint” on publications. 

Like the railroad networks, the tele¬ 
phone networks follow common-car¬ 
rier principles—they do not impose 
content restrictions on the “cargo” 
they carry. It would be unthinkable for 
the telephone company to monitor 
our calls routinely or cut off conversa¬ 
tions because the subject matter was 
deemed offensive. 

Meanwhile the highly regulated broad¬ 
cast media are grounded in the idea, 
arguably mistaken, that spectrum scar¬ 
city and the pervasiveness of the broad¬ 
cast media warrant government allo¬ 
cation and control of access to broad¬ 
cast frequencies (and some control of 
content). Access to this technology is 
open to any consumer who can pur¬ 
chase a radio or television set, but it is 
nowhere near as open for information 
producers. 

Networks as they now operate con¬ 
tain elements of publishers, broadcast¬ 
ers, bookstores and telephones, but no 
one model fits. This hybrid demands 
new thinking or at least a new appli¬ 
cation of the old legal principles. As 
hybrids, computer networks also have 
some features that are unique among 
the communications media. For ex¬ 
ample, most conversations on bulle¬ 
tin boards, chat lines and conferencing 
systems are both public and private 
at once. The electronic communicator 
speaks to a group of individuals, only 
some of whom are known personally, 
in a discussion that may last for days 
or months. 

But the dissemination is controlled, 
because the membership is limited to 
the handful of people who are in the 
virtual room, paying attention. Yet the 
result may also be “published”—an 
archival textual or voice record can be 
automatically preserved, and newcom¬ 
ers can read the backlog. Some peo¬ 
ple tend to equate on-line discussions 
with party (or party-line) conversations, 
whereas others compare them to news¬ 
papers and still others think of citizens 
band radio. 

J n this ambiguous context, free- 
speech controversies are likely to 
erupt. Last year an outcry went up 
against the popular Prodigy comput¬ 
er service, a joint venture of IBM and 
Sears, Roebuck and Co. The problem 
arose because Prodigy management re¬ 
garded their service as essentially a 
“newspaper” or “magazine,” for which a 
hierarchy of editorial control is appro¬ 
priate. Some of Prodigy’s customers, in 
contrast, regarded the service as more 
of a forum or meeting place. 

When users of the system tried to 
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protest Prodigy's policy, its editors re¬ 
sponded by removing the discussion. 
When the protestors tried to use elec¬ 
tronic mail as a substitute for electron¬ 
ic assembly, communicating through 
large mailing lists, Prodigy placed a 
limit on the number of messages each 
individual could send. 

The Prodigy controversy illustrates 
an important principle that belongs on 
any civil liberties agenda for the future: 
freedom-of-speech issues will not dis¬ 
appear simply because a service pro¬ 
vider has tried to impose a metaphor 
on its service. Subscribers sense, 1 be¬ 
lieve, that freedom of speech on the 
networks is central for individuals to 
use electronic communications. Science 
fiction writer William Gibson once re¬ 
marked that “the street finds its own 
uses for things.” Network service pro¬ 
viders will continue to discover that 
their customers will always find their 
own best uses for new media* 

Freedom of speech on networks will 
be promoted by limiting content-based 
regulations and by promoting competi¬ 
tion among providers of network ser¬ 
vices. The first is necessary because gov¬ 
ernments will be tempted to restrict 
the content of any information service 
they subsidize or regulate. The second 
is necessary because market competi¬ 
tion is the most efficient means of en¬ 
suring that needs of network users will 
be met. 

The underlying network should es¬ 
sentially be a "carrier 11 —it should oper¬ 
ate under a content-neutral regime in 
which access is available to any entity 
that can pay for it. The information 
and forum services would be "nodes" 
on this network. (Prodigy, like GEnie 
and CompuServe, currently maintains 
its own proprietary infrastructure, but 
a future version of Prodigy might share 
the same network with services like 
CompuServe.) 

Each service w T ould have its own 
unique character and charge its own 
rates. If a Prodigy-iike entity correct¬ 
ly perceives a need for an electronic 
"newspaper" with strong editorial con¬ 
trol, it will draw an audience. Other, 
less hierarchical services will share the 
network with that “newspaper” yet find 
their own market niches, varying by 
format and content. 

The prerequisite for this kind of com¬ 
petition is a carrier capable of high- 
bandwidth traffic that is accessible to 
individuals in every community. Like 
common carriers, these network carri¬ 
ers should be seen as conduits for the 
distribution of electronic transmissions. 
They should not be allowed to change 
the content of a message or to discrim¬ 
inate among messages. 


This kind of restriction will require 
shielding the carriers from legal liabili¬ 
ties for libel, obscenity and plagiarism. 
Today the ambiguous state of liabil¬ 
ity law 7 has tempted some computer 
network carriers to reduce their risk 
by imposing content restrictions. This 
could be avoided by appropriate legis¬ 
lation. Our agenda requires both that 
the Iaw r shield carriers from liability 


Network service providers 
will continue to discover 
that their customers will 
always find their own best 
uses for the new media. 


based on content and that carriers not 
be allowed to discriminate. 

All electronic “publishers” should be 
allowed equal access to networks. Ul¬ 
timately, there could be hundreds of 
thousands of these information pro¬ 
viders, as there are hundreds of thou¬ 
sands of print publishers today. As 
"nodes,” they will be considered the 
conveners of the environments within 
which on-line assembly takes place. 

None of the old definitions will suf¬ 
fice for this role. For example, to safe¬ 
guard the potential of free and open in¬ 
quiry, it is desirable to preserve each 
electronic publisher's control over the 
general flow and direction of material 
under his or her imprimatur’—in effect, 
to give the “sysop,” or system operator, 


the prerogatives and protections of a 
publisher. 

But it is unreasonable to expect the 
sysop of a node to review every mes¬ 
sage or to hold the sysop to a publish¬ 
er's standard of libel. Message traffic on 
many individually owned serv ices is al¬ 
ready too great for the sysop to review. 
We can only expect the trend to grow. 
Nor is it appropriate to compare nodes 
to broadcasters (an analogy likely to 
lead to licensing and content-based 
regulation). Unlike the broadcast me¬ 
dia, nodes do not dominate the shared 
resource of a public community, and 
they are not a pervasive medium. To 
take part in a controversial discussion, 
a user must actively seek entry into the 
appropriate node, usually with a sub¬ 
scription and a password. 

Anyone who objects to the content 
of a node can find hundreds of other 
systems where they might articulate 
their ideas more freely. The danger is 
if choice is somehow restricted: if all 
computer networks in the country are 
restrained from allowing discussion 
on particular subjects or if a publicly 
sponsored computer network limits 
discussion* 

This is not to say that freedom-of- 
speech principles ought to protect all 
electronic communications. Exception¬ 
al cases, such as the BBS used primarily 
to traffic in stolen long-distance access 
codes or credit-card numbers, will al¬ 
ways arise and pose problems of civ¬ 
il and criminal liability. We know that 
electronic freedom of speech, whether 
in public or private systems, cannot be 
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INFORMATION AND FORUM SERVICE operated by CompuServe offers this menu 
on a user's computer screen. Defining freedom of speech for users of such net¬ 
works is an unresolved civil liberties issue* 
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absolute. In face-to-face conversation 
and printed matter today, it is com¬ 
monly agreed that freedom of speech 
does not cover the communications in¬ 
herent in criminal conspiracy, fraud, li¬ 
bel, incitement to lawless action and 
copyright infringement. 

If there are to be limits on electron¬ 
ic freedom of speech, what precisely 
should those limits be? One answer to 
this question is the US. Supreme Court's 
1969 decision in Brandenburg v. Ohio . 
The court ruled that no speech should 
be subject to prior restraint or criminal 
prosecution unless it is intended to in¬ 
cite and is likely to cause imminent 
Lawless action. 

In general, little speech or publica¬ 
tion falls outside of the protections of 
the Brandenburg case, since most peo¬ 
ple are able to reflect before acting 
on a written or spoken suggestion. As 
in traditional media, any on-line mes¬ 
sages should not be the basis of crim¬ 
inal prosecution unless the Branden¬ 
burg standard is met. 

Other helpful precedents include cas¬ 
es relating to defamation and copy¬ 
right infringement. Free speech does 
not mean one can damage a reputation 
or appropriate a copyrighted work with¬ 
out being called to account for it. And 
it probably does not mean that one can 
release a virus across the network in 
order to “send a message" to network 
subscribers. Although the distinction is 
trickier than it may first appear, the re¬ 
lease of a destructive program, such as 
a virus, may be better analyzed as an 
act rather than as speech. 

Following freedom of speech on our 
action agenda is freedom from unrea¬ 
sonable searches and seizures. The 
Steve Jackson case was one of many 
cases in which computer equipment 
and disks were seized and held—some¬ 
times for months—often without a spe¬ 
cific charge being filed. Even when only 
a few files were relevant to an investi¬ 
gation, entire computer systems, includ¬ 
ing printers, have been removed with 
their hundreds of files intact. 

Such nonspecific seizures and search¬ 
es of computer data allow “rummag¬ 
ing," in which officials browse through 
private files in search of incriminating 
evidence. In addition to violating the 
Fourth Amendment requirement that 
searches and seizures be particular, 
these searches often run afoul of the 
Electronic Communications Privacy Act 
of 1986. This act prohibits the govern¬ 
ment from seizing or intercepting elec¬ 
tronic communications without proper 
authorization. They also contravene the 
Privacy Protection Act of 1980, which 
prohibits the government from search¬ 
ing the offices of publishers for docu¬ 


ments, including materials that are elec¬ 
tronically stored. 

We can expect that law enforce¬ 
ment agencies and civil libertarians will 
agree over time about the need to es¬ 
tablish procedures for searches and 
seizures of particular computer data 
and hardware. Law enforcement offi¬ 
cials will have to adhere to guidelines in 
the above statutes to achieve Fourth 
Amendment “particularity" while max¬ 
imizing the efficiency of their search¬ 
es. They also will have to be trained to 
make use of software tools that allow 
searches for particular files or partic¬ 
ular information within files on even 


Implementing a civil 
liberties agenda for 
computer networks will 
require participation by 
technically trained people. 


the most capacious hard disk or opti¬ 
cal storage device. 

Still another part of the solution will 
be law enforcement's abandonment of 
the myth of the clever criminal hobby¬ 
ist. Once law enforcement no longer as¬ 
sumes worst-case behavior but looks 
instead for real evidence of criminal ac¬ 
tivity, its agents will leant to search for 
and seize only what they need. 

Developing and implementing a civ¬ 
il liberties agenda for computer net¬ 
works will require increasing partici¬ 
pation by technically trained people. 
Fortunately, there are signs that this is 
beginning to happen. The Computers, 
Freedom and Privacy Conference, held 
in San Francisco, together with elec¬ 
tronic conferences on the WELL {Whole 
Earth 'Lectronic Link) and other com¬ 
puter networks, has brought law en¬ 
forcement officials, supposed hackers 
and interested members of the com¬ 
puter community together in a spirit of 
free and frank discussion. Such gather¬ 
ings arc beginning to work out the civ¬ 
il liberties guidelines for a networked 
society. 

There is general agreement, for ex¬ 
ample, that a policy on electronic crime 
should offer protection for security 
and privacy on both individual and in¬ 
stitutional systems. Defining a measure 
of damages and setting proportional 
punishment mil require further good- 
faith deliberations by the community 
involved with electronic freedoms, in¬ 
cluding the Federal Bureau of Investi¬ 
gation, the Secret Service, the bar asso¬ 
ciations, technology groups, telephone 
companies and civil libertarians. It will 


be especially important to represent 
the damage caused by electronic crime 
accurately and to leave room for the 
valuable side of the hacker spirit: the 
interest in increasing legitimate under¬ 
standing through exploration. 

We hope to see a similar emerging 
consensus on security issues. Network 
systems should be designed not only 
to provide technical solutions to securi¬ 
ty problems but also to allow system 
operators to use them without infring¬ 
ing unduly on the rights of users. A se¬ 
curity system that depends on whole¬ 
sale monitoring of traffic, for example, 
would create more problems than it 
w r ould solve. 

Those parts of a system where dam¬ 
age would do the greatest harm-finan¬ 
cial records, electronic mail, military 
data—should be protected. This in¬ 
volves installing more effective comput¬ 
er security measures, but it also means 
redefining the legal interpretations of 
copyright, intellectual property, com¬ 
puter crime and privacy so that system 
users are protected against individu¬ 
al criminals and abuses by large insti¬ 
tutions. These policies should balance 
the need for civil liberties against the 
need for a secure, orderly, protected 
electronic society. 

A s we pursue that balance, of 
course, confrontations will con- 
l tinue to take place. In May 1991, 
Steve Jackson Games, with the support 
of the EFF, filed suit against the Secret 
Service, two individual Secret Service 
agents, an assistant U.S. attorney and 
others. 

The EFF is not seeking confrontation 
for its own sake. One of the realities of 
our legal system is that one often has 
to fight for a legal or constitutional 
right in the courts in order to get it rec¬ 
ognized outside the courts. One goal of 
the lawsuit is to establish clear grounds 
under which search and seizure of elec¬ 
tronic media is “unreasonable" and un¬ 
just. Another is to establish the dear 
applicability of First Amendment prin¬ 
ciples to the new r medium. 

But the EFF’s agenda extends far be¬ 
yond litigation. Our larger agenda in¬ 
cludes sponsoring a range of educa¬ 
tional initiatives aimed at the public's 
general lack of familiarity with the tech¬ 
nology and its potential. That is why 
there is an urgent need for technologi¬ 
cally knowledgeable people to take part 
in the public debate over communica¬ 
tions policy and to help spread their 
understanding of these issues. Fortu¬ 
nately, the very technology at stake— 
electronic conferencing—makes it easi¬ 
er than ever before to get involved in 
the debate. 
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FROM SCIENCE AND BUSINESS 


Tap Dance 

Keeping communications 
networks safe 
for bugging 

T he Federal Bureau of Investigation 
was once fond of pointing out 
that "it always gets its man.” One 
of its most heavily used techniques—as 
in the murder trial of mob boss John 
Gotti—is the tmsty wiretap. But the bu¬ 
reau fears that new digital communica¬ 
tions systems could leave its agents lis¬ 
tening to an uninformative cacophony. 
In the spring of 1992 the US. Depart¬ 
ment of Justice proposed legislation re¬ 
quiring makers of electronic communi¬ 
cations equipment to ensure that their 
equipment could be tapped. 

While civil libertarians rose up in out¬ 
rage, many communications engineers 
scratched their heads in puzzlement. 
The idea that digital technology could 
make it impossible to intercept commu¬ 
nications appeared to be somewhere be¬ 
tween incomprehensible and flat wrong. 
Soon after, participants in the Telecom 
Digest, an international on-line discus¬ 
sion of communications-reiated issues, 
outlined how existing digital-switching 
technology could be used to perform 
completely undetectable taps. 

One technique is simply to turn every 7 
call to or from a tapped phone into a 
conference call with law enforcement 
on the third line. Another way would be 
to allow officers access to “maintenance 
ports" normally used to monitor phone 
line quality. “Maybe the FBI doesn't know 
how to do it yet," asserts Michael A. 
Schwartz, an engineer at Bellcore, but 
"hundreds of thousands of people" out¬ 
side the bureau know how to tap digi¬ 
tal phone lines. It's a question of getting 
the right equipment, he says. Special 
electronics capable of tapping facsimile 
transmissions have been commercially 
available for years, for example. 

The bureau is not pleased at having 
its technical prowess impugned. William 
A. Bayse, the FBI's assistant director for 
technical services, snaps, “It's not w r orth 
having this conversation” at a reporter 
who asks him about the claims made 
by communications engineers. Bayse 
contends that few facilities are avail¬ 
able for tapping digital conversations, 
and, furthermore, he declares, digital 
phone standard** are still in flux—not 
only must would-be listeners get their 


taps in place, they must also figure out 
in just what form their information is 
being transmitted. 

Bayse has a point. Tapping digits is 
not as easy as hooking up the time- 
honored “alligator clips”—those tiny 
spring-loaded connectors that damp 
onto a piece of copper wire and let any¬ 
one with earphones or a tape record¬ 
er listen in. These days it is as likely to 
be the singularly uninteresting sound 
of bits as an analog human voice. Not 
only must a digital wiretap convert bits 
to sound, it must also cope with the 
possibility that a digital line is carrying 
anywhere from two to dozens of con¬ 
versations and strip out only the infor¬ 
mation authorized by w^arrant At some 
point when optical fibers replace cop¬ 
per telephone wires, tappers could be 
forced to invest in the extraordinarily 
finicky' gadgetry required to siphon off 
photons without being detected. 

Faced with such an uncertain future, 
law- enforcement officials might well 
prefer to get their taps directly from 
the telephone switching system, but 
engineers will guard their system jeal¬ 
ously. Schwartz contends that adding 
convenient wiretapping to the long list 
of other features for call routing and 
tracing on a digital switch at best w r ould 
be expensive and at w r orst could make 
the phone system unreliable. 

Cost is also a sensitive issue. Under 
the proposed legislation, telephone com¬ 
panies and equipment makers would 
be allowed to charge customers for the 
privilege of being tappable. fbi director 
William Sessions has estimated the cost 


at a mere $250 million to $300 million. 

And the U.S. telephone system is 
only the beginning of the problem. The 
FBI's proposal applied equally to private 
branch exchanges {internal corporate 
telephone systems), local-area networks, 
computer bulletin boards and even the 
Internet, which links computers across 
the IJ.S. and throughout the w T orld, All 
these systems, according to the FBI’s bill, 
would have to conform to (potentially 
unpublished) ease-of-tapping standards 
promulgated by the Federal Commu¬ 
nications Commission. Violators would 
face fines up to $10,000 a day. 

Computer manufacturers have been 
working hard to make their hardware 
and software more secure and to build 
in encryption and other techniques that 
will safeguard information from prying 
eyes, says John Podesta, a former con¬ 
gressional staffer who helped to draft 
the Electronic Communications Privacy 
Act of 1986, Consequently, computer 
makers are not welcoming the idea of 
increased “porousness." 

After first discussing the issue only 
with telephone companies, the fbi met 
privately with some computer com¬ 
panies. It later revised the bill—now 
named the Digital Telephony and Com¬ 
munications Privacy Improvement Act 
of 1994—to limit surveillance to public 
networks and leave out private branch 
exchanges and private corporate com¬ 
puter networks. .And in discussions with 
the House Judiciary Committee's sub¬ 
committee on civil rights, the fbi and 
opponents of the legislation are trying 
to reach a compromise. —Paul Wallich 



CLIPPER CHIP is the FBI's choice for makin g coded information on a computer net¬ 
work tappable. But Matthew Blaze of AT&T Bell Laboratories recently reported that 
the chip will not work as expected because of technical flaws. 
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The Risks of Software 

Programming bugs have disrupted telephone service and delayed shuttle 
launches. An inherent uncertainty in reliability may mean limiting 
a computers role, especially in systems where software is critical for safety 

by Bev Littlewood and Lorenzo Strigini 


M ost of us have experienced 
some kind of problem relat¬ 
ed to computer failure: a bill 
mailed in error or a day's work de¬ 
stroyed by some mysterious glitch in a 
desktop computer. Such nuisances, of¬ 
ten caused by software faults, or “bugs/ 1 
are merely inconvenient when compared 
with the consequences of computer fail¬ 
ures in critical systems. Software bugs 
have caused a series of large-scale out¬ 
ages of telephone service in the U.S. A 
software problem may have prevented 
the Patriot missile system from track¬ 
ing the Iraqi Scud missile that killed 28 
American soldiers during the Gulf War. 
Indeed, software faults are generally 
more insidious and much more difficult 
to handle than are physical defects. 

The problems essentially arise from 
complexity, which increases the possi¬ 
bility that design faults will persist and 
emerge in the final product. Convention¬ 
al engineering has made great strides in 
the understanding and control of phys¬ 
ical problems. Although design faults 
are sometimes present in material prod¬ 
ucts that do not contain computers, the 
relative simplicity of such machines 
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has made design reliability less serious 
than it has become for software. The 
concerns expressed here, incidentally, 
go far beyond exotic military and aero¬ 
space products. Complex software is 
finding critical roles in more mundane 
areas, such as four-wheel steering and 
antilock braking in automobiles. 

In this article we examine some major 
reasons for the uncertainty concerning 
software reliability and argue that our 
ability' to measure it falls far short of the 
levels that are sometimes required. In 
critical systems, such as the safety sys¬ 
tems of a dangerous chemical plant, it 
may be that the appropriate level of 
safety will be guaranteed only if the role 
of software is limited. 

I n theory at least, software can be 
made that is free of defects. Unlike 
materials and machinery, software 
does not wear out. All design defects are 
present from the time the software is 
Loaded into the computer. In principle, 
these faults could be removed once 
and for all. Furthermore, mathematical 
proof should enable programmers to 
guarantee correctness. 

Yet the goal of perfect software re¬ 
mains elusive. Despite rigorous and sys¬ 
tematic testing, most large programs 
contain some residual bugs when de¬ 
livered. The reason for this is the com¬ 
plexity of the source code. A program 
of only a few hundred lines may con¬ 
tain tens of decisions, allowing for thou¬ 
sands of alternative paths of execu¬ 
tion (programs for fairly critical applica¬ 
tions vary between tens and millions of 
lines of code). A program can make the 
wrong decision because the particular 
inputs that triggered the problem had 
not been used during the test phase, 
when defects could be corrected. The 
situation responsible for such inputs 
may even have been misunderstood or 
unanticipated: the designer either “cor¬ 
rectly” programmed the wrong reaction 
or failed to take the situation into ac¬ 
count altogether. This type of bug is the 
most difficult to eradicate. 





PATRIOT MISSILE streaks over Te) Aviv 
to intercept an incoming Iraqi Scud mis- 
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In addition, specifications often 
change during system development, as 
the intended purpose of the system is 
modified or becomes better understood- 
Such changes may have implications 
that ripple through all parts of a sys¬ 
tem, making the previous design inade¬ 
quate- Furthermore, real use may still 
differ from intended purpose. Failures 
of Patriot missiles to intercept Scud 
missiles have been attributed to an ac¬ 
cumulation of inaccuracies in the inter¬ 
nal time-keeping of a computer. Yet the 
computer was performing according to 
specifications: the system was meant 


to be turned off and restarted often 
enough for the accumulated error never 
to become dangerous. Because the sys¬ 
tem was used in an unintended way, 
a minor inaccuracy became a serious 
problem. 

The intrinsic behavior of digital sys¬ 
tems also hinders the creation of com¬ 
pletely reliable software. Many physical 
systems are fundamentally continuous 
in that they are described by “well-be¬ 
haved" functions—that is T very small 
changes in stimuli produce very small 
differences in responses. In contrast, 
the smallest possible perturbation to 


the state of a digital computer (chang¬ 
ing a bit from 0 to 1, for instance) may 
produce a radical response. A single in¬ 
correct character in the specification of 
a control program for an Atlas rocket, 
carrying the first U.S. interplanetary 
spacecraft. Mariner 1, ultimately caused 
the vehicle to veer off course. Both rock¬ 
et and spacecraft had to be destroyed 
shordy after launch. 

In all other branches of engineering, 
simplicity and gradual change consti¬ 
tute the main elements of trustworthy 
design. Bui in software engineering the 
unprecedented degrees of novelty and 



site during the 1901 Gulf War. On some occasions the software venting the missiles from locating and destroying their Send 

controlling the Patriot's tracking system may have failed, pre- targets. One such failure led to the deaths of 28 US. soldiers. 
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flexibility that programming affords 
tempt workers to ignore these princi¬ 
ples. Entirely new applications can be 
designed with apparent ease, giving a 
false sense of security to developers and 
clients who are not familiar with prob¬ 
lems specific to software. Even the ad¬ 
dition of novel features to a program 
may produce unexpected changes in 
existing features. 

T he problems of embedding com¬ 
plex decision rules in a design 
and forecasting the behavior of 
complex discontinuous systems are not 
limited to software. Designers of high¬ 
ly complex digital integrated circuits 
encounter similar problems. Software, 
however, is still the predominant medi¬ 
um for embodying extremely complex, 
specialized decision rules. 

In addition to unintentional design 
bugs, flaws deliberately introduced to 
compromise a system can cause unac¬ 
ceptable system behavior. The Issue of 
computer security, privacy and encryp¬ 


tion requires special consideration that 
lies beyond the scope of this article 
[see “Achieving Electronic Privacy,” by 
David Chaum; Scientific American, 
August 1992]. 

Given that perfect software is a prac¬ 
tical impossibility, how can we decide 
whether a program is as reliable as it is 
supposed to be? First, safety require¬ 
ments must be chosen carefully to re¬ 
flect the nature of the application. These 
requirements can vary dramatically from 
one application to another. For exam¬ 
ple, the U.S, requires that its new air- 
traffic control system cannot be unavail¬ 
able for more than three seconds a year. 
In civilian airliners, the probability of 
certain catastrophic failures must be 
no worse than 10” 9 per hour. 

In setting reliability requirements for 
computers, we must also take into ac¬ 
count any extra benefits that a comput¬ 
er may produce, because not using a 
particular system may itself incur harm. 
For example, military aircraft are by 
necessity much more dangerous to fly 


than are civilian ones. Survival in com¬ 
bat depends on high performance, 
which forbids conservative design, and 
a new computer system may improve 
the airplane's chances even if it is less 
safe than computers used in commer¬ 
cial airplanes. Similarly, in the design 
of a fly-by-wire civilian aircraft, such as 
the Airbus A320 or the Boeing 777, the 
possibility that software may cause ac¬ 
cidents has to be weighed against the 
likelihood that it may avoid some mis¬ 
haps that would otherwise be caused 
by pilot error or equipment failure. 

We believe that there are severe re¬ 
strictions on the levels of confidence 
that one can justifiably place in the reli¬ 
ability of software. To explain this point 
of view, we need to consider the differ¬ 
ent sources of evidence that support 
confidence in software. The most obvi¬ 
ous is testing: running the program, di¬ 
rectly observing its behavior and remov¬ 
ing bugs whenever they show up. In 
this process the reliability of the soft¬ 
ware will grow, and the data collected 
can now generally be used, via sophis¬ 
ticated statistical extrapolation tech¬ 
niques, to obtain accurate measures of 
how reliable the program has become. 

Unfortunately, this approach works 
only when the reliability requirements 
are fairly modest (say, in the range of 
one failure every few years) when com¬ 
pared with the requirements often set 
for critical applications. To have confi¬ 
dence at a level such as ID -9 failure per 
hour, we would need to execute the pro¬ 
gram for very many multiples of 10 9 
hours, or 100,000 years. Clearly, this 
task is not possible. In the time spans 
for which it is feasible to test, assurance 
of the safety would fall many orders of 
magnitude short of what is needed. 

The problem here is a law of dimin¬ 
ishing returns. When we continue de¬ 
bugging a program for a very long time, 
eventually the bugs found are so “small ,T 
that fixing them has virtually no effect 
on the overall reliability or safety. Ed¬ 
ward N. Adams of the IBM Thomas J. 
Watson Research Center empirically an¬ 
alyzed "bug sizes" over a worldwide 
data base that involved the equivalent 
use of thousands of years of a particu¬ 
lar software system. 

The most extraordinary discovery was 
that about a third of all bugs found were 
“5,000-year" bugs: each of them pro¬ 
duced a failure only about once in 5,000 
years of execution (the rates from other 
bugs varied by several orders of magni¬ 
tude). These rare bugs made up a siz¬ 
able portion of all faults because bugs 
that caused higher failure rates were 
encountered, and so removed, earlier. 
Eventually, only the 5,000-year bugs will 
make the system unreliable, and remov- 
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al of one of These will bring negligible 
improvement in reliability. 

Extrapolating from testing and debug- 
ging also implies an unsubstantiated as¬ 
sumption—namely, that a bug, once en¬ 
countered, is simply corrected. In reali¬ 
ty, an attempt to fix a bug sometimes 
fails. It may even introduce an entirely 
novel fault. Because nothing would be 
known about the new bug, its effect on 
the reliability of the system would be 
unbounded. In particular, the system 
might not even be as reliable as it was 
before the bug was found. 

Therefore, a prudent course would 
be to discount completely the histo¬ 
ry prior to the last failure. This precau¬ 
tion, critically important in situations 
that involve safety, would require an 
evaluator to treat the software after the 
last fix as if it were a completely new 
program. Only the most recent period 
of error-free working would influence 
judgment about the safety of the pro¬ 
gram. But even this conservative course 
of action cannot provide much confi¬ 
dence. Our research has shown that un¬ 
der quite plausible mathematical as¬ 
sumptions, there is only about a 50-50 
chance that the program will function 
without failure for the same length of 
time as it had before. 

The problem of estimating safety is 
actually even more serious. To have any 
confidence in the numerical results, we 
must subject the program to situations 
it might encounter in reality. This ap¬ 
proach ensures that inputs causing fail¬ 
ures are encountered with the same 
frequency with which they would in 
fact arise. In addition, the tester should 
always be able to decide whether the 
program’s output is actually correct. 
The problems here are similar to those 
of designing and implementing the 
software itself. To construct an accurate 
test environment, we need to be sure 


that we have thought of all circumstanc¬ 
es that the software will meet. Just as 
the unexpected often defeats us in sys¬ 
tem design, so it is in test design. It 
would be wise to retain an element of 
skepticism about the representative¬ 
ness of the testing and thus about the 
accuracy of the figures. 

The problem in demonstrating ex¬ 
treme reliability or safely for any in¬ 
dividual piece of software is simply 
lack of the necessary knowledge. For 
complex software, the unpalatable truth 
seems to he that there are severe limi¬ 
tations to the confidence one can place 
in a program. Merely observing a pro¬ 
gram’s behavior is not the way to be 
sure that it will function properly for 
100,000 years. How else might we ac¬ 
quire such confidence? 

A n obvious prerequisite for high 

/ V reliability is that software be 
X V built with methods that are like¬ 
ly to achieve reliability. One method 
uses “formal” techniques, which rely on 
mathematical proofs to guarantee that 
a program will function according to 
specification. Indeed, formal techniques 
have become a topic of wide interest. 
Such methods, though currently limit¬ 
ed by practical problems in their scope 
of application, can effectively avoid pro¬ 
gramming errors arising in the transla¬ 
tion from the specification to the actu¬ 
al program 

Unfortunately, specifications must al¬ 
so be formal statements. In other w ords, 
the user's needs would have to be ex¬ 
pressed in a mathematical language. 
Thai task is not simple: it requires a 
careful choice of those aspects of the 
real world to be described in the formal 
language and an understanding of both 
the detailed practical problems of the 
application and of the formal language. 
Errors would likely be introduced dur¬ 


ing this process, and w r e could not rea¬ 
sonably claim the program would nev¬ 
er fail. 

Another method now widely used (in 
avionic and railroad control applica¬ 
tions, for instance) to achieve high reli¬ 
ability is fault tolerance, or protective 
redundancy. A typical way of applying 
redundancy is to have different design 
teams develop several versions of the 
program. The hope is that if the teams 
make mistakes, the errors will be differ¬ 
ent, Each version of the program pro¬ 
vides its “opinion" of the correct output. 
The outputs pass to an adjudication 
phase, w'hich produces a single output 
that would be correct if the majority of 
versions gave the correct result. 

Some evidence exists that such de¬ 
sign diversity delivers high reliability 
In a cost-effective manner. Different 
design teams, however, may make the 
same mistakes (perhaps because of 
commonalities in cultural background) 
or conceptually different mistakes that 
happen to make the versions fail on 
the same fault. The adjudicator would 
therefore produce incorrect output. 

To measure the reliability of fault-tol¬ 
erant software, it is necessary to gauge 
the statistical correlation between fail¬ 
ures of the different versions. Unfortu¬ 
nately, the task turns out to be as hard 
as hying to measure the reliability by 
treating the whole system as a single 
entity—and we have seen the difficulty 
of doing that. 

So if formal proofs do not enable one 
to claim that a program will never fail 
and if fault tolerance cannot guarantee 
reliability, there seems no choice but to 
evaluate reliability directly, using meth¬ 
ods that are acknowledged to be of lim¬ 
ited adequacy. How r do the regulatory 
authorities and software users deal with 
this uncertainty? 

There are three approaches. The first 



DESIGN DIVERSITY helps to increase the reliability of soft¬ 
ware systems. Each program version, or replica, is developed 
independently by different design teams. The “adjudicator" 
decides the actual output of the system by using, for example, 


the median value produced by the replicas or the value “vot¬ 
ed for” by a majority. The adjudicator could be another re¬ 
dundant system or could consist of noncomputer technolo¬ 
gy, such as hydraulic actuators. 
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classifies design-caused failures as “non- 
quantifiable" errors and avoids specify¬ 
ing requirements for the software. This 
method is now in fairly wide use. For 
instance, in civil aviation, the U.S. Fed¬ 
eral Aviation Adminisrration Advisory 
Circular 25,1309-1A describes "accept¬ 
able" means for showing compliance 
with some federal aviation regulations. 
It states that catastrophic failure condi¬ 
tions (the worst category) must be “so 
unlikely that they are not anticipated 
to occur during the entire operational 
life of all airplanes of one type." The 
suggested quantitative expression is 
the probability of failure of not more 


than W~ 9 per hour of flight. Software, 
however, is explicitly excluded from 
this circular, "because it is not feasible 
to assess the number or kinds of soft¬ 
ware errors, if any, that may remain af¬ 
ter the completion of system design, 
development, and test." 

The widely used document of the Ra¬ 
dio Technical Commission for Aeronau¬ 
tics, RTCA/DO-178A, similarly avoids 
software measures. The document, 
which gives guidelines for manufactur¬ 
ers who must seek certification by avi¬ 
ation authorities, explicitly refuses to 
mandate quantitative terms or meth¬ 
ods for evaluating software reliability or 


safety. Instead the commission regards 
a correct engineering approach—tight 
management, thorough reviews and 
tests, and analysis of previous errors— 
as more critical than quantitative meth¬ 
ods. The basic message of RTCA/DO 
178A that designers must take a dis¬ 
ciplined approach to software: require¬ 
ments definition, design, development, 
testing, configuration management and 
documentation," That is, the best assur¬ 
ance of reliability is to verify that ut¬ 
most care was used in the design. 

How good is such assurance? Ar¬ 
guably, not very good: there is no evi¬ 
dence that superior design and produc- 



The Nature of Software Failure 


S oftware occasionally fails because it contains design 
faults. Some have argued that such failures are sys¬ 
tematic—that is, because writing software is a purely log¬ 
ical exercise, there is nothing intrinsically uncertain about 
it. If enough is known about the inputs, the program’s 
behavior would be completely deterministic. We believe, 
however, that software failures cannot be mathematically 
described only in deterministic terms. In fact, we think 
that describing the nature of software failures requires a 
probabilistic treatment, just as we use statistics to de¬ 
scribe how often, on average, electrical or mechanical de¬ 
vices fail. 

To see why, consider all the possible inputs {called the 
input space) that the software might encounter in its life 
(above). An input for an operation of the software is a set 
of digital data (numbers) read from the outside world and 
from information already stored in the computer’s mem¬ 
ory, In the figure above, the input space is shown in the 
two dimensions of the printed page, but in practice the 
space would usually consist of many dimensions. 

Here the input space contains three fault zones num¬ 
bered 1 to 3. Input x lies in fault 2, that is, it would cause 
the program to produce an unacceptable output. On the 
other hand, the program can successfully execute input 
y, which does not lie in any fault zone, 

A program is tested by executing it with many inputs 
and checking whether the results are correct. If a right an¬ 
swer is produced during testing, it will also be produced 


whenever the same input is presented. For most programs, 
testing for all possible inputs would require billions of bil¬ 
lions of years—hence, the need to infer failure probabili¬ 
ties from testing on a sample of inputs. 

We would like to know when the program will next fail, 
but that is not possible because of the inherent uncertain¬ 
ty in the process. First, uncertainty arises from the physi¬ 
cal mechanisms that determine the succession of inputs 
(called the trajectory in the input space). We can never be 
sure which inputs will be selected in the future, and differ¬ 
ent inputs will have different chances of being selected. 
Second, we are uncertain about the sizes and locations of 
the fault regions in the input space. Even if we knew the 
trajectory, we woufd still not know when the program 
would encounter a fault. 

Therefore, we must describe our belief about the future 
failure behavior of the program in terms of probabilities. 
We might ask what is the probability that we can survive a 
particular number of inputs before failure. Or we might 
ask what the probability is that a randomly selected input 
causes a failure. Both questions can often easily be turned 
into a time-based measure of reliability—that is, the prob¬ 
ability that the program will execute perfectly for a partic¬ 
ular length of time. 

In conclusion, we are forced to consider the process of 
successive failures of a program to be just as “random" as 
that of a hardware device. The use of a probability-based 
reliability measure is therefore inevitable. 
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SIZEWELL B will be the first nuclear reactor in the U.K. to contain both conventional 
and software-based protection systems for emergency shutdowns. Critics argue that 
the complexity of the software system—it relies on hundreds of microprocessors 
and more than 100,000 lines of code—makes it difficult to ensure reactor safety. 


tion methods consistently yield supe¬ 
rior products. We cannot even be cer¬ 
tain whether the best current methods 
ever produce sufficient reliability for the 
more demanding applications. 

Eschewing the quantification of soft¬ 
ware safety poses a serious limitation 
for many potentially dangerous sys¬ 
tems, especially those that require an 
overall probabilistic risk assessment 
before operation. Probabilities can be 
predicted with reasonable accuracy for 
physical failures caused by stress and 
wear. But this accuracy cannot be used 
in efforts to assess the risk that the en¬ 
tire system (that is, hardware and soft¬ 
ware) will fail if nothing more precise 
can be said other than that the best 
effort was made to avoid mistakes. Sim¬ 
ply mandating the use of “best practice” 
does not solve the problem. We hasten 
to add that it would be foolish to aban¬ 
don techniques known to improve reli¬ 
ability and safety just because we do 
not know exactly how much they help. 
Standards that encourage their use are 
certainly beneficial, but they do not 
solve the problem of knowing that the 
software has the required safety. 

The second—and we think, better- 
approach would require that the system 
be designed so the role of software in 
it is not too critical. “Not too critical” 
here means that the required software 
reliability is sufficiently modest so the 
reliability can be demonstrated before 
the system is deployed. This approach 
has been taken for the new Sizewell B 
nuclear reactor in the U.K., where only 
a 10" 4 probability of failure on demand 
is needed from the software-based pro¬ 
tection system. 

There are well-established meth¬ 
ods for limiting the criticality of any 
one component. For example, an indus¬ 
trial plant whose operations are con¬ 
trolled primarily by computers may be 
equipped with safety systems that do 
not depend on any software or other 
complex design. A safety or backup sys¬ 
tem usually performs simpler functions 
than does the main control system, so it 
can be built more reliably. Safety is pos¬ 
sible if the backup systems are com¬ 
pletely separated from the main sys¬ 
tems. They could be built with different 
technology or use alternative sensors, 
actuators and power sources. Then the 
probability that both primary and back¬ 
up (or safety) systems will fail simultane¬ 
ously may be justifiably considered low. 

The third approach is simply to ac¬ 
cept the current limitations of software 
and live with a more modest overall 
system safety. After all, society' some¬ 
times demands extremely high safety 
for what may be irrational reasons. Med¬ 
ical systems are a good example. Sur¬ 


geons are known to have fairly high 
failure rates, and it would seem natu¬ 
ral to accept a computerized alternative 
if the device is shown to be as good as 
or only slightly better than the human 
physician. Indeed, in the near future 
robotic surgeons will probably perform 
operations that are beyond the capabil¬ 
ities of humans. 

T he three approaches to regulating 
software safety may seem rather 
disappointing. Each sets limits on 
either the degree of safety in the system 
or the amount of complexity in the pro¬ 
gram. Perhaps the only way to learn 
more about the necessary compromis¬ 
es between safety and complexity is to 
study the failures (or lack thereof) of 
software in operation. 

Unfortunately, there is a paucity of 
data from which to fashion statistical 
predictions. Information on software 
failure is seldom made public. Compa¬ 
nies fear that sharing such knowledge 
would harm their competitive stance. 
They worry even more that publishing it 
would antagonize public opinion. People 
might see the detection of a software 
fault as an indication of low production 
standards, even though it may actually 
attest to a very thorough procedure ap¬ 
plied to very' high quality software. But 
secrecy can only allow expectations of 
safety to climb to increasingly unrealis¬ 
tic levels. Some investigators have sug¬ 
gested that the government make man¬ 
datory the logging and disclosing of fail¬ 
ure data in critical software systems. 
Such regulations would remove the fear 
that companies volunteering the infor¬ 
mation would be hurt. 


However it is obtained, an extensive 
collection of data would in time help to 
quantify the efficacy of different pro¬ 
duction and validation techniques. The 
information would help establish more 
realistic rules for gauging the trustwor¬ 
thiness of software systems. Thus, for 
software that is not fully tested statisti¬ 
cally, the acceptable claims of safety 
could be tied to explicit upper bounds 
that would depend on the complexity' of 
the program. Such an approach might 
allow us to justify claims for the re¬ 
liability' and safety' of software beyond 
what is now believable. 

In the meantime, we should remain 
w'ary of any dramatic claims of reliabil¬ 
ity. Considering the levels of complex¬ 
ity' that software has made possible, we 
believe being skeptical is the safest 
course of action. 
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Wire Pirates 

Consumers and entrepreneurs crowd onto 
the information highway, where electronic 
bandits and other hazards await them 

by Paul Wallich 


S omeday the Internet may become 
an information superhighway, but 
right now it is more like a 19th- 
ccntury raiiroad that passes through 
the badlands of the Old West. As waves 
of new settlers flock to cyberspace in 
search of free information or commer¬ 
cial opportunity, they make easy marks 
for sharpers who play a keyboard as 
deftly as Billy the Kid ever drew a six- 
gun. Old hands on the electronic frontier 
lament both the rising crime rate and 
the waning of long-established norms 
of open collaboration. 

It is difficult even for those who ply 
it every day to appreciate how much 
the Internet depends on collegial trust 
and mutual forbearance. The 30,000 
interconnected networks and 23 mil¬ 
lion or more attached computers that 
make up the system swap gigabytes 
of information based on nothing more 
than a digital handshake with a strang¬ 
er. (Even estimates of the Internet's 
size, compiled by SRI International, rely 
on the cooperation of system admin- 
istrators around the globe.) Most peo¬ 
ple know, for example, that electronic- 
mail messages can be read by many 
people other than their intended recip¬ 
ients, but they are less aware that E- 
mail and other communications can be 
almost tracelessly forged—virtually no 
one receiving a message over the net 
can he sure it came from the ostensible 
sender. 

Electronic impersonators can commit 
slander or solicit criminal acts in some¬ 
one else's name; they can even mas¬ 
querade as a trusted colleague to con- 


INHABITANTS OF CYBERSPACE may be 
viUains, victims or bystanders (some of 
them are shown at the right). Self-de¬ 
fense can be difficult in an environment 
ruled by trust. 
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vince someone to reveal sensitive per¬ 
sonal or business information. Of those 
few who know' enough to worry about 
electronic forgeries, even fewer under¬ 
stand how an insidiously coded E-mail 
message can cause some computers to 
give the sender almost unlimited access 
to all the recipient’s files. And mail- 
transfer programs are only one of the 
wide range of ways that an attacker can 


gain access to a networked computer. 
“It’s like the Wild West,” says Donn B. 
Parker of SRI: “No laws, rapid growth 
and enterprise—it’s shoot first or be 
killed.” 

To understand how the Internet, on 
wiiich so many base their hopes for edu¬ 
cation, profit and international competi¬ 
tiveness, came to this pass, it can be in¬ 
structive to look at the security record of 


other parts of the international commu¬ 
nications infrastructure. A computer 
cracker may become a “phone phreak” 
to avoid paying for the long-distance 
habit that computer intrusion some¬ 
times requires, or he may take up phone 
phreaking as a related hobby (much as 
a poacher might both hunt and fish). 
Not only are some of the players the 
same, so are many of the basic design is- 
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sues. Furthermore, engineers build¬ 
ing each new generation of technol¬ 
ogy appear to make the same mis¬ 
takes as their predecessors. 

The first, biggest error that de¬ 
signers seem to repeat is adoption 
of the “security through obscurity" 
strategy. Time and again, attempts 
to keep a system safe by keeping its 
vulnerabilities secret have failed. 
Consider, for example, the running 
war between AT&T and the phone 
phreaks. When hostilities began in 
the 1960s, phreaks could manipu¬ 
late with relative ease the long-dis¬ 
tance network in order to make un¬ 
paid telephone calls by playing cer¬ 
tain tones into the receiver. (One 
phreak, John Draper, was known as 
“Captain Crunch" for his discovery 
that a modified cereal-box whistle 
could make the 2,600-hertz tone re¬ 
quired to unlock a trunk line.) The 
precise frequencies were “hidden" 
in technical manuals and obscure 
journal articles, but college students 
and others soon ferreted them out. 
Phreaks built so-called black, blue 
and red boxes to produce the re¬ 
quired signals, and a small cottage 
industry flourished until the telephone 
company adopted methods that were 
less vulnerable ro spoofing through the 
telephone mouthpiece. 

Telephone credit cards underwent an 
evolutionary process that continues to¬ 
day. When the cards were first intro¬ 
duced, recalls Henry M. Kluepfel of Bed 
Communications Research, credit-card 
numbers consisted of a sequence of 
digits (usually area code, number and 
billing office code) followed by a “check 
digit" that depended on the other dig¬ 
its. Operators could easily perform the 
math to determine whether a particu¬ 
lar credit-card number was valid. And 
phreaks could easily figure out how to 
generate the proper check digit for any 
given telephone number. The telephone 
company had to rely on detecting fraud¬ 
ulent calls as they occurred, tracking 
phreaks down and prosecuting them, a 
strategy' that “never worked in the long 
term," according to Kluepfel. 

In 1982 AT&T finally put In place a 
more robust method. The corporation 
assigned each card four check digits 
(the "PIN," or personal identification 
number) that could not be computed 
easily from the other 10. A nationwide 
on-line data base made the numbers 
available to operators so that they could 
determine whether a card was valid. 

Since then, theft of telephone credit- 
card numbers has become a matter of 
observation and guile rather than math¬ 
ematics. “Shoulder surfers’* haunt train 
stations, hotel lobbies, airline terminals 


“It’s only insecure if 
you configure it wrong. ” 
—Mark Abene, 

“Phiber Optik” hacker 



and other likely venues. When they see 
a victim punching in a credit-card num¬ 
ber, they transmit it to confederates 
for widespread use, Kluepfel noted rue¬ 
fully that Ins own card was compro¬ 
mised one day in 1993 and used to 
originate more than 600 international 
calls In the tw r o minutes before net¬ 
work-security specialists detected and 
canceled it. “1 made a call from a coin 
phone and shielded the number from 
the scruffy 4 oaking guy on my left, but 
1 was unaware of the guy ui the busi¬ 
ness suit on my right," he confesses. 

Kluepfel cites estimates that stolen 
calling cards cost long-distance carriers 
and thdr customers on the order of 
half a billion dollars a year. The U.S. Se¬ 
cret Service has placed the total vol¬ 
ume of telecommunications fraud at 
$2.5 billion; industry numbers range 
from SI billion to $9 billion. 

Somebody rise’s Problem 

Over the course of a generation, 
AT&T developed monitoring tools to 
thwart callers trying to evade toll charg¬ 
es. The corporation also used them to 
foil individuals who dialed into tele¬ 
phone switching systems to manipu¬ 
late the facilities directly. Such access 
let phreaks forward other people's tele¬ 
phones to new locations, route calls 
around the world or even cut off one 
another's telephone service. After the 
Bel] system breakup in 1984, however, 
AT&T was no longer the global police¬ 


man of the telecommunications 
world, in particular, tens of thou¬ 
sands of large and small companies 
that purchased PBXs (so-called pri¬ 
vate branch exchanges) to automate 
their internal telephone networks 
found themselves the targets of "fin¬ 
ger hackers," but they had nothing 
like AT&T’s expertise in self-defense. 

The simplest way to commit fin¬ 
ger hacking, says Kevin Hanley of 
AT&T, is “dial 1-800 and seven dig¬ 
its." At the other end of many toll- 
free lines sits a PBX remote-access 
unit, a subsystem that permits com¬ 
pany employees to call their home 
office and then dial out from there 
to any number in the world Most 
such units require a security code 
for outgoing calls, Hanley notes, but 
sometimes "the chairman doesn’t 
want to remember a password." No 
one knows precisely what such over¬ 
sight and self-indulgence cost. In¬ 
dustry estimates for PBX fraud range 
from a few hundred million to more 
than a billion dollars a year. “It's a 
bonehead crime,” sneers Mark Abene, 
a hacker now serving a one-year sen¬ 
tence in federal prison for computer 
intrusion. (During an interview, Abene 
sketches out the architecture of digital 
interoffice signaling systems while com¬ 
plaining about what he considers un¬ 
warranted slurs on his character in in¬ 
ternal telephone-company memos.) 

Nevertheless, relentless trial-and-er- 
ror dialing is highly profitable. Finger 
hackers can make tens or hundreds of 
Thousands of dollars in calls before be¬ 
ing detected. Most such crimes, Hanley 
notes, are committed by organized 
groups of criminals, who may even set 
up storefronts where they sell long-dis¬ 
tance calls at cut price. Customers walk 
in, pay their money and tell an atten¬ 
dant the number they want to call . Less 
image -conscious thieves may sell calls 
out of a comer telephone booth. 

Almost all these attacks can be cir¬ 
cumvented by configuring a system to 
block calls to la cations where a compa¬ 
ny does no business and by logging in¬ 
coming calls to detect attempts at in¬ 
trusion. Yet many PBX owners are un¬ 
aware of the danger they face, Hanley 
says. Even those who do know their per¬ 
il may not have managers on duty at 
night or during weekends, when most 
frauds occur. Of the 40 or 50 attendees 
at the security seminars that Hanley 
conducts, only 11 two or three know’ how 
toll fraud works," he asserts: "Maybe 
30 or 40 percent know what it is, and 
that it's a bad thing." 

Designers of the next big innovation 
in telecommunications, the cellular 
telephone, apparently ignored the les- 
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sons that their wire-bound predeces¬ 
sors so painfully learned. Leaving aside 
the fact that anyone with the right ra¬ 
dio receiver can listen in on calls, the 
units are uniquely vulnerable to toll 
fraud. Every cellular telephone call be¬ 
gins with a broadcast of the telephone’s 
serial number and billing number. Cel¬ 
lular switches check the pair against a 
data base of working telephones to de¬ 
cide whether a call should go through. 
Unfortunately, these numbers are also 
the only information a thief needs to 
impersonate a legitimate caller. 

As early as 1984, communications 
expert Geoffrey S. Goodfellow (who got 
his start in the field when he broke into 
a computer at SRI and ended up with a 
job offer) wTote an article laying out a 
road map for cellular-phone fraud; only 
during the past year or two have thieves 
used the more sophisticated schemes 
he outlined. The fundamental problem, 
Goodfellow asserted, was that cellular- 
phone engineers underestimated both 
the technical expertise and the persis¬ 
tence of those who might want to sub¬ 
vert their equipment. He called for im¬ 
mediate replacement of current cellu¬ 


lar-phone standards with more secure 
alternatives, but to little avail. 

The simplest attack is known as 
cloning: reprogramming the serial num¬ 
ber and telephone number of a pirate 
unit to that of a telephone currently in 
use by a legitimate customer. Although 
standards call for telephones to be built 
so that it will be impossible to change a 
serial number without irreparable dam¬ 
age, some early cellular-phone manu¬ 
facturers supplied the numbers in a 
memory chip that could be popped out 
with a screwdriver. Others now place 
the information in an electrically pro¬ 
grammable chip that can be accessed 
simply by applying the appropriate 
voltage to the telephone. 

More sophisticated frauds adapt the 
same circuitry that allows a cellular 
phone to listen for incoming calls to 
decode the numbers as they are broad¬ 
cast. A thief can then replay them to 
make calls that will be billed to others. 
Ihe companies that carry cellular-phone 
traffic—and thus are financially re¬ 
sponsible for fraudulent charges—have 
adopted a number of monitoring tech¬ 
niques to detect illicit calls; in addition, 



some have set their switching equip¬ 
ment to prevent long-distance cellular 
traffic to areas of the w r orld where 
fraudsters often call (the countries that 
topped one carrier’s list early in 1993, 
for example, were the Dominican Re¬ 
public, Egypt, Pakistan, India, the for¬ 
mer Soviet Union, El Salvador, China, 
Colombia, Mexico and Ghana). 

Instead of just monitoring calling pat¬ 
terns, telecommunications engineers 
have been working on hardw r are fixes 
that could block the vast bulk of fraud¬ 
ulent cellular calls. In the fall of 1993 
TOW announced a technique for ana¬ 
lyzing the analog transmission “signa¬ 
ture” of each telephone and storing it 
along with the serial number and tele¬ 
phone number. If a unit's serial number 
and telephone number do not match 
the signature, it must be fraudulent. De¬ 
tails of the characteristics that make up 
the signature are, of course, supposed 
to remain secure to prevent evildoers 
from devising countermeasures. 

Such measures are a stopgap. The 
major cellular carriers are already pre¬ 
paring to replace the current analog 
cellular-phone system with a digital one. 
Most proposed digital-cellular standards 
incorporate protocols in which a tele¬ 
phone making an outgoing call must 
respond to a mathematical challenge 
based on its serial number and tele¬ 
phone number, rather than disclosing 
the pair directly. Some units can also 
encrypt conversations to prevent the 
now- ubiquitous practice of cellular 
eavesdropping; in some countries this 
feature has led law-enforcement agen¬ 
cies to oppose their sale. 
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TELEPHONE SYSTEMS are vulnerable to a wide range of at¬ 
tacks. “Finger hackers” can dial into a toll-free remote-access 
port of a PBX and use a security code to make fraudulent 
calls {blue), or they can dupe a voice-mail system into trans¬ 
ferring them to an outside line {purple). The voice-mail sys¬ 


tem can be suborned into divulging its contents, transmitting 
unauthorized messages or destroying stored data. Attackers 
can also dial into a PBX's maintenance port and disable secu¬ 
rity on the remote-access port {red), forward calls to outside 
numbers {green) or otherwise reconfigure the system. 
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During the same years that tele¬ 
phone companies were fighting the 
phone phreaks and cellular-phone 
architects were designing an esti- 
mated bilhon-dollar annual fraud 
bill for users and providers of ser¬ 
vice, computer scientists w 7 ere lay¬ 
ing the foundations of the Internet. 
Although iniUal funding came from 
the Department of Defense's Ad¬ 
vanced Research Projects Agency, 
security was not really a concern, re¬ 
calls ARPAnet veteran David J. Far- 
bcr, now 7 at the University of Penn¬ 
sylvania. In the early days, only re¬ 
searchers had access to the net, and 
they shared a common set of goals 
and ethics, points out Eugene H. 
Spafford of Purdue University. 

The very nature of Internet trans¬ 
missions embodies this collegial 
attitude: data packets are forwarded 
along network links from one com¬ 
puter to another until they reach 
their destination. A packet may take 
a dozen hops or more, and any of 
the intermediary machines can read 
its contents. Indeed, many Internet 
packets start their journeys on a lo¬ 
cal-area network (LAN), where pri¬ 
vacy is even less protected. On a typi¬ 
cal LAN, computers broadcast each 
message to all the other computers at¬ 
tached to the network* Only a gentle¬ 
man's agreement assures the sender 
that the recipient and no one else will 
read the message. 

The Cyber-Neighborhood 
Goes Downhill 

A lack of security on the ARPAnet did 
not bother anyone, because that was 
part of the package, according to Dor¬ 
othy E. Denning, a professor of com¬ 
puter science at Georgetown Universi¬ 
ty: "The concerns that are arising now 
wouldn't have been legitimate in the 
beginning.” As the Internet grew', how¬ 
ever, the character of its population be¬ 
gan changing, and many of the new¬ 
comers had little idea of the complex 
social contract—and the temperamen¬ 
tal software—guiding the use of their 
marvelous new r took 

By 1988, when a rogue program un¬ 
leashed by Robert T. Morris, Jr., a Cor¬ 
nell graduate student, brought most In¬ 
ternet traffic to a halt for several days, 
a clear split had developed between the 
“knows” and the "knovv-nots.” Willis 
Ware of Rand, one of the deans of com¬ 
puter security, recalls that "there were 
two classes of people writing messag¬ 
es. The first understood the jargon, 
what had happened and how, and the 
second was saying things like, ‘What 
does that word mean?' or *1 don't have 


"Crackers are ahead of legiti¬ 
mate administrators; they’re 
way ahead of everybody else." 
—Peter G. Neumann, SRI 


the source code for that program, what 
do I do?’” 

Since then, the Internet's vulnerabili¬ 
ties have only gotten worse. Peter G. 
Neumann of SRI, a security researcher 
who edits the RISKS Forum, an on-line 
discussion of computer vulnerabilities, 
characterizes the situation as "unbeliev¬ 
ably bad.” Anyone who can scrounge 
up a computer, a modem and $20 a 
month in connection fees can have a 
direct link to the Internet and be sub¬ 
ject to break-ins—or launch attacks 
on others. A few years ago the roster 
counted established names such as 
“mit.edu,” “stanford.edu” or “ ibm.com": 
today you are as likely to find “mtv. 
com” or even “pell.chi.il.us,” the nom 
du net of a battered PC-compatible 
with a hardware-store brass handle 
screwed into its case for portability. 

Moreover, as the Internet becomes a 
global entity', U.S* laws become mere lo¬ 
cal ordinances. In European countries 
such as the Netherlands, for instance, 
computer intrusion is not necessarily a 
crime. Spafford complains—in vain, as 
he freely admits—of computer science 
professors who assign their students 
sites on the Internet to break into and 
files to bring back as proof that they 
understand the protocols involved* 

Ironically, the more thoroughly com¬ 
puterized and networked an organiza¬ 
tion is, the more risk it may face when 
making its initial connections to the 
outside world. The internal network of 
a high-technology company may look 


much like the ARPAnet of old- 
dozens or even hundreds of users, 
all sharing information freely, mak¬ 
ing use of data stored on a few cen¬ 
tral file servers, not even caring 
which workstation they use to ac¬ 
cess their files. 

As long as such an idyllic little 
pocket of cyberspace remains isolat¬ 
ed, carefree security practices may 
be defensible. System administrators 
can safely configure each worksta¬ 
tion on their network to allow con¬ 
nections with any other workstation. 
They can even set up their network 
file system to export widely used file 
directories to “world”—allowing ev¬ 
eryone to read them—because, after 
all, the world ends at their corporate 
boundaries. Indeed, computer com¬ 
panies have made a practice of ship¬ 
ping their wares preconfigured so 
that each machine automatically 
shares resources with ail its peers. 

It does not take much imagination 
to see what can happen when such a 
trusting environment opens its digi¬ 
tal doors to the Internet. Sudden¬ 
ly, "world” really means Lhe entire 
globe, and "any computer on the 
network" means every computer on 
any network. Files meant to be acces¬ 
sible to colleagues down the hall or 
in another department can now be 
reached from Finland or Fiji. What w f as 
once a private lane is now 7 a highway 
open to as much traffic as it can bear. 

Dan Farmer of Sun Microsystems and 
Wietse Venema of the Eindhoven Uni¬ 
versity of Technology report that even 
some of the most respected domains 
on the Internet contain computers that 
are effectively wide open to ali comers— 
the equivalent of a car left unattended 
with the engine running. A recent secu¬ 
rity 7 alert from CERT (the Computer 
Emergency Response Team), a clearing¬ 
house for security-related problems 
based at Carnegie Mellon University, il¬ 
lustrates the point. The alert disclosed 
that all Sun workstations with built-in 
microphones had been preset to give 
their audio input “world-readable” sta¬ 
tus. Anyone who could gain network 
access to such a workstation could lis¬ 
ten to conversations nearby* 

Another alert warned system admin¬ 
istrators that the memory' buffers that 
store images displayed on workstation 
screens might also be preset to world- 
readable status, as might those that 
store characters typed on the keyboard. 
Patient attackers have watched until 
someone logged in to a privileged ac¬ 
count and then simply read the pass¬ 
word out of die computer's memory* 
Once intruders have gained such “root" 
access, they can masquerade as any le- 
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gitimate user and read, alter or delete 
any files. They can also install pro¬ 
grams to help them invade other com¬ 
puters and even modify system logs to 
erase signs of their intrusion. 

Even if newcomers to the net try to 
secure their systems, they do not al¬ 
ways have an easy time finding she in¬ 
formation they need. Computer hard¬ 
ware and software vendors are often 
loath to talk about security problems, 
Neumann says. And CERT generally is¬ 
sues net-wide advisories only after 
manufacturers have developed a defin¬ 
itive fix—weeks or months later, or 
sometimes never. Most advisories do 
not explain the security flaw in ques¬ 
tion; instead they name the software 
and hardware involved and specify the 
modifications that should be made to 
reduce the chances of intrusion. 


This policy keeps potentially useful 
information away from those crackers 
who are not w ? eU connected within the 
illicit community. But it also keeps 
many novice system administrators in 
the dark, Neumann complains: "You 
find out by having a buddy who's a sys¬ 
tem administrator somewhere else.” 
Neumann estimates that between half 
and three quarters of the security holes 
currently known to hackers have yet to 
be openly acknowledged. "People don't 
know the risks, 11 Spafford comments. 
“They know the benefits because peo¬ 
ple talk about those." 

Many of those benefits come from 
programs such as Gopher, World-Wide 
Web or Mosaic, which help people navi¬ 
gate through cyberspace in search of 
information. A single menu selection or 
click of a mouse may take a researcher 


from a computer in Minnesota to an¬ 
other in Melbourne or Zurich. Files con¬ 
taining US. census data, pictures of the 
aft plumbing of the space shuttle and 
lists of British pubs or of artificial-intel¬ 
ligence software are available free for 
the finding. Such tools, many of them 
just a gleam in researchers’ eyes a few 
years ago, are drawing tens of thou¬ 
sands of people to the Internet. 

Yet that rapid evolution may have 
leapfrogged steps that could have con¬ 
tributed to security, Spafford notes. Cy¬ 
bersurfers are relying on “the first or 
second version” of programs originally 
written to test ideas rather than to pro¬ 
vide industrial-strength services. 

The popular Gopher program, ac¬ 
cording to CERT advisories and other 
sources, has security flaws that make it 
possible to access not only public files 
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C omputers attached to the Internet may be taken over 
in many different ways. Services such as Gopher, ftp 
(file transfer protocol), electronic mail or a network file 
system may be used to extract passwords or other vital 
files or to plant data that wii! cause a system to welcome 
intruders. A cracker may also employ facilities that allow 
one computer on a network to execute programs on an¬ 
other computer—including remote procedure call (rpc), 
remote shell (rsheli) and remote login (rlogin)—to gain 
privileged access directly. Telnet, a tool for interactive 
communication with remote computers, or finger, a ser¬ 
vice that provides data about users, can help ferret out 
information that may guide other attacks. A would-be in¬ 
truder may telnet to a computer's mail port, for example, 
to find out whether a particularly vulnerable mail pro¬ 
gram is running or to determine whether certain privi¬ 
leged accounts may be easily accessible. 
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but private ones as well. (“It's only 
insecure if you configure it wrong," 
insists Abene, who will return to his 
job as system administrator for an 
on-line service in New York City 
when he is released from prison,) 
Running Gopher initiates a dialogue 
between a client program on the 
user's machine and a Gopher server 
somewhere on the Internet. The 
server presents the client with a 
menu of choices for information, 
along with a set of "magic cookies"— 
shorthand specifications for the lo¬ 
cation of additional information. 

If the user wants to delve deeper 
into a particular subject, the client 
program sends the server the cookie 
corresponding to that piece of infor¬ 
mation. Yet it is relatively easy to 
modify the cookie so that it speci¬ 
fies the location of information on 
the server’s machine that is sup- 
posed to be kept private. An unsus¬ 
pecting Gopher server will deliver 
those private files without checking 
whether the cookie it receives match¬ 
es one of the items in the mem it 
presented. Although Gopher servers 
can readily be confined so that they 
have access only to public information, 
by default they have free rein. 

By Bits Deceived 

Failure to check the propriety of 
commands is a common oversight—as 
Othello with Iago, computers on the In¬ 
ternet trust not wisely but too well. E- 
mail, one of the net's most basic servic¬ 
es, sets Lhe lone: an electronic letter 
consists simply of a text hie containing 
a header specifying the sender, ad¬ 
dressee, subject, date and routing in¬ 
formation, followed by a blank line and 
the body of the message. Although mail 
programs generally fill in the header 
lines accurately, there is Utile to pre¬ 
vent a whimsical or malicious person 
from inserting whatever information 
they please, A message from “president 
@whitehouse.gov" could as easily origi¬ 
nate from a workstation in Amsterdam 
as from the Executive Office Building in 
Washington, D.C. Forging E-mail is “triv¬ 
ial " Farber asserts; what makes such 
forgeries a problem as the Internet 
grows is that the incentive for success¬ 
ful forgeries does so, too, as do the dan¬ 
gers of being taken in. Companies and 
individuals have already begun doing 
business via E-mail; real money and 
goods change hands on the basis of 
electronic promises. 

Computer scientists have developed 
protocols for verifying the source of E- 
rnail messages, but spoofers are also 
improving their techniques. Correspon- 


“People are attacking individu¬ 
al systems, not the net per se ." 
—Dorothy E. Denning, 
Georgetown University 


dence on Usenet discussion groups 
such as “coinp.security.misc" illustrates 
this coevoiutlon: some security-minded 
system administrators have advocated 
the use of H 1DENT daemons." If a spoof- 
er connects to a mail server and offers 
a false identification (the first step in 
sending a forged message), the mail 
server can query 7 the lDENT daemon on 
the spooler's machine. 

Others disparage [DENT; they point 
out that the name returned by the dae¬ 
mon is only as trustworthy as the com¬ 
puter it runs on. Once hackers have 
gained control of a machine—either by 
breaking in or because they own it— 
they can configure the [DEN E daemon 
to respond to queries with whatever 
name they please. 

Some system administrators are 
meeting the threat of such deceptions 
by barring connections to their com¬ 
puters from untrustworthy parts of the 
Internet. Each range of numbered ad¬ 
dresses on the Internet corresponds to 
a particular organization, or domain, 
and so it is simple to refuse connec¬ 
tions from computers in a domain be¬ 
lieved to serve as a vehicle for hackers. 

Even this step has a countermeasure, 
Spafford points out that most ma¬ 
chines rely on “domain name servers" 
to translate back and forth between 
numbered network addresses and do¬ 
mains such as “xerox.com" or “umich. 
edu, Tf But the name servers are just or¬ 
dinary computers. They are vulnerable 
to deception or intrusion, and so the 


road maps they provide can be re¬ 
written to serve deceitful ends. A 
cracker can modify the name sew¬ 
er's data base so that it tells any 
computer querying it that the ad¬ 
dress belonging to, say, “eviLvi- 
dous.hackers.org" is instead that of 
"harvard.edu." A computer that ac¬ 
cepts connections from Harvard 
University will then allow' the hack¬ 
ers in as well. Indeed, Spafford la¬ 
ments, it is almost Impossible for 
any program to know' for sure where 
the data packets reaching it over the 
Internet really come from or where 
the packets it sends out are going. 

Another class of security prob¬ 
lems comes not from misplaced 
trust in domain name servers or 
IDENT daemons but rather from the 
same versatility that makes net¬ 
worked computers so useful. Per¬ 
haps the best example of this is the 
“sendmail bug," a disastrous loop¬ 
hole that has reappeared time after 
time in the history of the net. 

The bug arises because most mall 
programs make it possible to route 
messages not only to users but also 
directly to particular files or pro¬ 
grams. People forward mail, for in¬ 
stance, to a program called vacation, 
which sends a reply telling correspon¬ 
dents that the intended recipient is out 
of town. Many people also route mail 
through filter programs that can for¬ 
ward it to any of several locations de¬ 
pending on sender, subject matter or 
content. 

But this same mechanism can be 
subverted to send electronic mail to a 
program that is designed to execute 
"shell scripts," which consist of a series 
of commands to perform system func¬ 
tions, such as extracting information 
from files or deleting all hies older 
than a certain date. This program will 
then interpret the body of the message 
as a script and will execute any com¬ 
mands it contains. Those commands 
could cause a copy of the receiving 
computer's password hie to be sent to 
an intruder for analysis, fashion a sub¬ 
tle bark door for later entry or simply 
wTeak havoc on the recipient's stored 
data. Mail sent to certain hies can have 
similar effects. 

Some fixes for the latest incarnation 
of the sendmail bug have been pub¬ 
lished on the Internet and presumably 
have been implemented by most sys¬ 
tem administrators who saw r them, but 
many systems remain vulnerable. Fur¬ 
thermore, other programs that process 
electronic mail contain analogous holes. 

Even more ominous is the fact that E* 
mail is by no means the sole way to 
plant uncontrolled data in a victim's 
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computer. Steven M. Eellovm, a re- 
searcher at Bell Labs, points out that 
Gopher and other information-retrieval 
programs also transfer large, potential¬ 
ly ill-identified files. A hacker would 
have to go to some trouble to set up a 
corrupt Gopher server and would even 
have to stock it with useful informa¬ 
tion to entice people into making con¬ 
nections to it. “I w r on’t be surprised 
when it starts happening/' Bellovin says. 

Walls in Cyberspace 

If the Internet, storehouse of win¬ 
ders, is also a no-computer’s-land of in¬ 
visible perils, how should newcomers 
to cyberspace protect themselves? Se¬ 
curity experts agree that the first layer 
of defense is educating users and sys¬ 
tem administrators to avoid the partic¬ 
ularly stupid mistakes. People still tape 
passwords to their keyboards or use 
no password at all for privileged com¬ 
puter accounts. One graduate student, 
pressed into service as administrator 
for a cluster of workstations at the Uni¬ 
versity of Michigan, found that a sim¬ 
ple password-guessing program could 
compromise a quarter of her users’ 
accounts. Five of 80 users had chosen 
their names as passwords. Some admin¬ 
istrators have installed programs that 


reject passwords based on dictionary 
words or obvious personal identifiers, 
but their use is far from widespread. 

The next level of defense is the so- 
called fire wall, a computer that pro¬ 
tects internal networks from intrusion. 
Most major companies have long since 
installed fire walls, and many universi¬ 
ties are adopting them as well. Fire 
walls examine ail the packets entering 
and leaving a domain to limit the kinds 
of connections that can be made from 
the Internet at large. They may also 
restrict Lhe information that can be 
passed across those connections. “Any¬ 
one who would connect a corporate 
network directly to the Internet should 
be fired/' Farber asserts. 

Proposing a fire wall and construct¬ 
ing it are two different matters. Users 
would like to have access to all possi¬ 
ble Internet services. But that desire en¬ 
counters a harsh reality: “Some things 
you can't do securely,” maintains Mar¬ 
cus J. Ranum of Trusted Information 
Systems. Ranum, who helped to install 
the fire wall for Vhitehouse.gov/’ 
names Gopher and Mosaic as two pro¬ 
grams whose trusting nature defies the 
attempts of a fire wall design to provide 
safety. In such cases, he argues, securi¬ 
ty experts must be content to minimize 
risk rather than eliminate it entirely . 


At a bare minimum, a fire wall must 
pass mail, according to Bellovin (even 
though mailers may be demonstrably 
insecure). After that, users want to be 
able to log in to machines elsewhere on 
the Internet and to retrieve files from 
public archive sites or from the directo¬ 
ries of colleagues at other institutions. 

To perform these functions, AT&T 
built a fire wall consisting of two dedi¬ 
cated computers: one connected to the 
Internet and the other connected to the 
corporation’s own network. The exter¬ 
nal machine examines all incoming traf¬ 
fic and forwards only lhe “safe” pack¬ 
ets to its internal counterpart. In addi¬ 
tion, it will accept outgoing traffic only 
from the internal gateway machine, so 
an attacker attempting to transfer in¬ 
formation illicitly out of AT&T's domain 
would be unable to do so without sub¬ 
verting the internal gateway. The inter¬ 
nal gateway, meanwhile, accepts in¬ 
coming traffic only from the external 
one, so that if unauthorized packets do 
somehow’ find their w^ay to it, they can¬ 
not pass. 

Other services are more problematic. 
Workers w^ould like to be able to log in 
to their office computers from any¬ 
where on the Internet, for instance. Any 
intermediate computer relaying traffic 
over the Internet might have been com- 
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NETWORK FIRE WALL prevents malicious data packets from 
wreaking havoc on trusting computers. In some cases, the 
lire wall may allow access only from trusted locations on the 
Internet to particular machines inside the fire walk Or it may 
allow only demonstrably “safe" information to pass (perhaps 
permitting users to read the E-mail from remote locations but 


not to run privileged programs). In other cases, it is impossi¬ 
ble to distinguish safe use of a particular network service 
from unsafe use, and so all requests must be blocked. The 
fire wall may also provide a substitute for some network ser¬ 
vices (such as finger, telnet or ftp) that performs most of the 
same functions but is not as vulnerable to penetration. 
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promised, however, and could be 
reading packets (including those 
containing passwords) as they go 
by. In fact, in two separate incidents 
in October 1993, hackers gained ac¬ 
cess to Panix, a public-access Inter¬ 
net site in New York City, and to 
BARRNet, an Internet carrier in Cali¬ 
fornia, and installed “packet snif¬ 
fers/’ These programs watched all 
the data going by and recorded user 
names and passwords as people 
logged in to {at least) hundreds of 
other computer systems, according 
to system administrators at Panix* 

Such attacks render conventional 
passwords “obsolete / Ranum as¬ 
serts. Instead safe connections to 
machines inside a fire wall require 
a different kind of authentication 
mechanism, one that cannot be 
recorded by a sniffer and then re¬ 
played to gain unauthorized access. 
Two methods are already in limited 
use: the “one-time” password and 
“challenge-response" 

To use one-time passwords, a 
worker simply carries a list of them. 
Reuse indicates that an intrusion at¬ 
tempt is in progress. Challenge-re¬ 
sponse systems have no list of pass- 
words; instead they require an answer 
to a random query before allowing ac¬ 
cess. Most often the query consists of a 
number that must be mathematically 
transformed by a secret key known 
only to authorized users. Most people 
cannot multiply 100-digit numbers in 
their heads, so commercial challenge- 
response equipment usually employs a 
“cryptographic calculator/ primed with 
the key and activated by a shorter se¬ 
quence that a person can remember. 

Encryption Is Key 

If passwords should traverse the 
Internet only in encrypted form, what 
about other sensitive information? 
Standardization efforts for “privacy-en¬ 
hanced” E-mail have been under way for 
more than five years, but widespread 
adoption lies well in the future. “The 
interoperability problem is nasty,” Ware 
says; unless everyone has software that 
can handle encrypted messages, it is of 
little use to anyone. 

Encryption could provide not only 
privacy but authentication as well: mes¬ 
sages encoded using so-called public- 
key ciphers can uniquely identify both 
recipient and sender* But encryption 
software in general remains at the cen¬ 
ter of a storm of political and legal con¬ 
troversy. The U.S. government bars easy 
export of powerful encoding software 
even though the same codes are freely 
available overseas. 


“At the civil level, constraints. 
At the criminal level, con¬ 
straints. At the technological 
level, constraints." 
—Dorm B. Parker, SRI 



Within the LLS«, patent rights to pub¬ 
lic-key encryption are jealously guard¬ 
ed by RSA Data Security, a private firm 
that licensed the patents from their in¬ 
ventors. Although software employing 
public-key algorithms has been widely 
published, most people outside the U.S. 
government cannot use it without risk¬ 
ing an infringement suit. 

To complicate matters even further, 
the government has proposed a differ¬ 
ent encryption standard, one whose al¬ 
gorithm is secret and whose keys would 
be held in escrow by law-enforcement 
agencies. Although many civil libertari¬ 
ans and computer scientists oppose the 
measure, some industry figures have 
come out in favor of it. "You can’t have 
absolute privacy,” Parker says. “A de¬ 
mocracy just can't operate that way.” 

The question is not whether cyber¬ 
space will be subjected to legislation 
but rather “how and when law r and or¬ 
der will be imposed," Parker says. He 
predicts that the current state of affairs 
will get much w r orse before the govern¬ 
ment steps in “to assure privacy and to 
protect the rights people do have/ 

Others do not have Parker 1 s confi¬ 
dence in government intervention. Ra¬ 
num foresees an Internet made up 
mostly of private enclaves behind fire 
walls that he and his colleagues have 
built. “There are those who say that fire 
walls are evil, that they're balkanizing 
the Internet,” he notes, “but brotherly 
love falls on its face when millions of 
dollars are involved." 


Denning counts herself among the 
optimists. She lends her support to 
local security measures, but “1 don't 
lose any sleep over security/ she 
says. Farber, also cautiously optimis¬ 
tic, sees two possible directions for 
the Internet in the next few years: 
rapid expansion of existing servic¬ 
es, or fundamental reengineering to 
provide a secure base for the future. 
He Leaves no doubt as to which 
course he favors. Spafford is like- 
minded but gloomier. “It’s a catch- 
22/ he remarks. “Everyone wants to 
operate with what exists, but the ex- 
isting standards are rotten. They’re 
not what you'd want to build oil” 
Even if computer scientists do 
redesign the Internet, he points out, 
putting new standards in place may 
be impossible because of the enor¬ 
mous investment in old hardware 
and software. So much of the Inter¬ 
net rests on voluntary' cooperation, 
he observes, that making sweeping 
changes is aknost impossible* 

Then again, Ware counters, per¬ 
haps piecemeal evolution may be 
the only possibility. No single orga¬ 
nization understands the idea of a 
national information infrastructure well 
enough to be put in charge, he con¬ 
tends: “There's no place to go and say, 
4 Here's the money, w r ork out the prob¬ 
lems? There aren't even three places, 
and I'm not sure there should be.” 

In the meantime, the network growls, 
and people and businesses entrust to it 
their knowledge, their money and their 
good names. 
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FROM SCIENCE AND BUSINESS 


Surreal 

Science 

Virtual reality finds 
a place in the classroom 

H igh school physics might have 
been more fun—and more in¬ 
structive—if the ability to bounce 
balls on Jupiter were a laboratory op¬ 
tion. Well, now it is, at least in principle. 
Using his experience in developing virtu¬ 
al-reality environments to train Nation¬ 
al Aeronautics and Space Administration 
astronauts, R. Bowen Loftin, a physicist 
at the University of Houston-Downtown, 
has developed a virtual-physics labora¬ 
tory in which this and other improbable 
exercises are as easy as making a slam- 
dunk shot on a wastepaper basket. 

Students enter virtual reality by don¬ 
ning headgear and a control glove 
hooked up to computer. A panoramic 
view of the virtual laboratory is pro¬ 
jected through small screens inside the 
headset, there is a table, a pendulum, 
some balls as well as a few odd devices 
that govern the actions in the laborato¬ 
ry'. Users see a computer-generated im¬ 
age of their hand, which duplicates the 
motion of the real thing. Certain ges¬ 
tures of the control glove are reserved 
for special actions. Pointing the index 
finger, for example, will send the virtu¬ 
al physicist flying across the room. 

In this artificial environment, students 
can conduct simple experiments in me¬ 
chanics that are impossible to perform 
in a real world. Parameters such as fric¬ 
tion and drag can be controlled; gravity 
can even be turned into a negative force. 
Computer-generated trajectory lines and 
freeze-time capability enable users to 
measure die effects of the changes in 
the variables on swinging pendulums 
and bouncing balls. Balls, for example, 
can bounce so that they increase in en¬ 
ergy with every skip. 

Amusement, however, is not Loftin's 
primary' goal. He and other developers 
of educational technology are trying to 
create an interactive environment that 
challenges students' often mistaken 
ideas about the physical world. "Kids 
build misconceptions about the world 
that are difficult to dislodge," points out 
Christopher Dede, who directs the cen¬ 
ter for interactive educational technolo¬ 
gy at George Mason University. 


Loftin notes that many people think 
constant motion always requires force. 
This perception—a violation of Newton’s 
first law—comes about because friction 
almost always plays a role in the motion 
of objects. “Newtonian mechanics is not 
easily detected in the world around 
you," he says. 

The immersive quality of virtual real¬ 
ity, Dede says, makes it ideal for such 
subjects as physics. "We can get a di¬ 
rect intuitive qualitative sense of physi¬ 
cal law's. Such simulations are not pos¬ 
sible with a mouse running around on 
a flat screen.' 1 Furthermore, the virtual- 
physics laboratory is not so dangerous 
as some real physics experiments, as 
anyone who has gotten a shock from a 
spark generator or has been bopped by 
a pendulum knows. 

Although most virtual-reality systems 
retain a certain level of unbelievability, 
they have proved to be especially use¬ 
ful in situations that would otherwise be 
difficult to simulate. The near weight¬ 
lessness of space is one such obvious 
example. The more conventional tech¬ 
niques all have shortcomings. 

In underwater tanks, the viscosity of 
water affects the training. Freely falling 
aircraft such as the KC-135 can pro¬ 
duce true weighliessness for only about 
20 or 30 seconds. Air-bearing floors that 
levitate astronauts on a cushion of air 
do not provide the full three-dimen¬ 
sional motion of floating in zero gravi¬ 
ty'. Virtual reality, on the other hand, 
can accurately simulate all the condi¬ 


tions of space, so nasa is now' using 
that technology for such tasks as train¬ 
ing astronauts to grapple wayward sat¬ 
ellites and use robotic arms. 

It may take a few years before such 
computer simulations become common¬ 
place in the classroom. The virtual-phys¬ 
ics laboratory is still rather rudimentary. 
Even by the standards of video games 
and television cartoons, the images have 
a stilted quality. Also, the computation¬ 
al speed limits the system’s repertoire 
to a few simple mechanics experiments. 
But Loftin has been developing a ver¬ 
sion that will enable users to explore 
such concepts as angular momentum 
and energy conservation. 

The future could bring virtual labora¬ 
tories for other domains of science, 
such as chemistry, biology and medi¬ 
cine. Indeed, Loftin says that medical 
schools have shown interest in virtual 
reality for anatomy courses. "It could be 
like Fantastic Voyage " Loftin observ es, 
referring to the movie based on Isaac 
Asimov’s story of scientists shrunk and 
injected into a human body. 

Prices, too, will have to come down 
before virtual laboratories become wide¬ 
spread. Loftin’s headgear and control 
glove cost several hundred thousand 
dollars. Researchers are confident, how r - 
ever, that within 10 years, virtual-reality 
circuit boards should become available 
for desktop computers. Then, coupled 
to modest peripheral devices, the fidel¬ 
ity 7 would be sufficient to do some really 
surreal science. —Philip Yam 



Virtual ‘Environment *.Technotogij 


VIRTUAL REALITY experiment takes place in the laboratory of R. Bowen Loftin at 
the University of Houston-Downtown. It requires a special headgear and glove. 
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FROM SCIENCE AND THE CITIZEN 


Electronic 

Communication 

Is it history 
or just E-Mail? 

C omputers can act in microsec¬ 
onds, but the law takes a little 
longer. So the nonprofit National 
Security Archive in Washington, D.C.* 
discovered when they filed suit in early 
1989 to protect from destruction mega¬ 
bytes of data compiled by the Reagan 
White House staff. The archive contends 
that the inf ormation must be protected 
under the Federal Records Act. At issue 
is whether electronic mail constitutes 
official government records or whether 
it is simply digital doodling. 

The archive, a private group that 
helps make government information 
dealing with national security available 
to scholars, discovered on the eve of 
George Bush's inauguration that doz¬ 
ens of computer backup tapes—among 
them ones containing memos from the 
Iran-Contra fiasco—were about to be 
erased. Citing federal law that prohib¬ 
its the wholesale destruction of rec¬ 
ords, the archive obtained a temporary 
order preserving the material. The fate 
of the tapes has been in litigation ever 
since. 

Ef these memos and E-mail messages 
were on paper, explains archive general 
counsel Sheryl Walter, there would be 
no question that most of them should 
be preserved. The White House, howev¬ 
er, has argued that the documents have 
no substantive value and fall into the 
same “nonrecord” category as telephone 
message slips. 

In support of its position* the gov¬ 
ernment cites a policy statement, first 
committed to paper after the lawsuit 
was filed, instructing officials that any 
electronic document attaining “record" 
status should be printed out on paper 
and filed for archiving. By implication, 
anything not printed would be consid¬ 
ered ephemeral. 

Michael Tankersley, a lawyer at Pub¬ 
lic Citizen* an advocacy group involved 
in the case* argues that such a policy 
leaves individuals with enormous lati¬ 
tude to deny their deliberations to pos¬ 
terity simply by failing to print them 
out Furthermore, he points out, the Na¬ 
tional Security Council allocated only 
two printers to more than 150 people. 


Although high-profile operatives such 
as Oliver North provide the juiciest po¬ 
tential electronic tidbits, E-mail inhabits 
a similar limbo at other federal agen¬ 
cies, Tankersley says. At the Department 
of Energy, for example, the electronic 
version of officials' personal calendars 
is considered a record, but E-mail con¬ 
versations are explicitly unofficial. 

indeed, according to David Bear- 
man of the University of Pittsburgh, 
the problem goes far beyond the feder¬ 
al government. As business is increas¬ 
ingly transacted by computer, the sta¬ 
tus of digital documents waxes prob¬ 
lematic. Some heavy users of E-mail 
save everything they send or receive; 
others discard it all. Managers every¬ 


where, Bearman says, have yet to come 
to grips with the issue. E-mail and other 
computerized data are “just out there," 
he comments. “Managers don’t know 
how they’re structured, how they’re 
managed or what happens after they 
use them." 

Federal Judge Charles Richey ruled 
in early 1993 that E-mail must be pre¬ 
served. The Clinton administration ap¬ 
pealed the decision, but in the summer 
of 1993 the U.S. Court of Appeals up¬ 
held Judge Richey. Nevertheless, Bear- 
man observes, the official or unofficial 
status of electronic messages will have 
to be decided by “a larger cultural con¬ 
sensus rather than a narrow legal 
ruling," —Paul Wallich 
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administration contended did not have to be preserved. 
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The future is better 
thanyou expected. 


Ten short years ago, when 
Apple introduced the first Macintosh" 
personal computer, the scientific and 
technical communities were among 
the first to embrace its virtues. 

Tb this day, you remain one of 
our most vital markets. One that we 
turn to often for inspiration when 
developing the very innovations out¬ 
lined in this publication. 

And it is because of you that 
the future has never looked better. 

In the preceding pages, we’ve 
tried to give you a glimpse of where 
technology will be moving in the 
not so distant future. 

We've told you how Power 
Macintosh" and RISC microproces¬ 
sor architecture are changing the 
face of the computer industry, deliv¬ 
ering a totally new performance 
standard that surpasses all previous 


personal computing standards. 

We’ve told you how software 
written to take advantage of their 
unique capabilities will blow the 
doors off the same programs written 
for other personal computers. 

We’ve told you how we will con¬ 
tinue to break down the barriers 
in compatibility between operating 
systems and applications. 

And we’ve told you how we’re 
creating alliances with some of our 
industry’s largest and most innova¬ 
tive companies to build a platform 
that will open the way to the comput¬ 
ers of tomorrow, while enhancing 
the capabilities ofwhatever’s sitting 
on your desk right now. 

At Apple, we continue to practice 
a philosophy that most computer 
companies still haven’t managed to 
grasp: that technology is only use¬ 


ful if it helps people bridge die gap 
between where they are and where 
they want to b e. 

Which may be why Macintosh 
has consistendy been rated signifi¬ 
cantly higher for user productivity 
than all other kinds of computers^ 
lb that end, we will always be 
committed to budding computers 
that anticipate the way people work, 
instead of forcing people to adapt to 
the way computers work. 

lb providing you with tools tliat 
make it easier to do every thing you 
have to do. Yet give you the freedom 
to do things you never thought you 
could do before. 

’lb giving you the most useful 
kind of power a computer can give. 
The power to be your best? 

Applet. 
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